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Preface 

 
Sexual abuse and sexual exploitation of children is one of the 

most serious and intolerable forms of violation of fundamental human 

rights. Indeed, these are crimes that affect the most vulnerable 

individuals, who deserve the most intense protection of the rights of 

which they are autonomous holders, and which produce very severe 

and potentially permanent consequences on the victims. 

The dimensions of the phenomenon are alarming and, 

unfortunately, constantly growing. According to the estimates of the 

Council of Europe, one in five children in Europe is a victim of some 

form of sexual violence. In the last ten years, reports of child sexual 

abuse concerning our continent - where the victim is located or where 

child pornography is exchanged - have increased from 23,000 to over 

700,000. And in 2019, Europe earned the sad world record for the 

number of child sexual abuse images hosted online. Images, videos, 

behind which - we must never forget - there is a real child, whose 

existence is in danger of being irreparably affected by the suffered 

abuse. 

In the last year, these already very high numbers further 

increased during the pandemic containment measures taken by almost 

all EU Member States. According to the reports that Europol has 

drawn up on the phenomenon - thanks to its commendable activity of 

constant monitoring of the effects that the pandemic has had, in 

general, also on the European criminal scene - the demand for child 

pornography, which leads to new abuses, has increased in some cases 

by up to 25%. 

Thanks also to the work of the European Parliament’s 

Intergroup on the Rights of the Child, of which I am co-chair, and to a 

renewed sensitivity on the part of the Commission, the issue is now 

among the most important
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issues at the heart of the European debate. In July 2020, the 

Commission presented an EU Strategy to fight child sexual abuse 

more effectively, which aims at implementing a multi-sectoral, 

multidisciplinary and all-encompassing approach involving 

prevention, law enforcement and victim protection. This approach is 

indispensable at the EU level, given the strong European dimension of 

the phenomenon, the transnational nature of these crimes, and the 

consequent need to tackle them on a common basis. 

This strategy also includes two legislative proposals 

specifically dedicated to the online dimension of child abuse, aimed at 

enabling and regulating the cooperation between law enforcement and 

service providers that, as recent investigations have shown, is so 

essential for effective law enforcement. 

The first, currently under discussion, aims at introducing a 

transitional legal regime, in order to allow providers of electronic 

communication services to continue to use - as is already the case on 

a voluntary basis - tools for the detection, reporting and removal of 

online abuse - including images, videos and grooming conduct - also 

after the extension of the so-called e-privacy directive (Directive 

2002/58/EC) to those services. 

The second proposal, due in 2021, will consist of a long-term 

legal regime, including, according to the Commission’s intentions, the 

introduction of a real obligation attributed to service providers to 

detect, report and remove material linked to child sexual abuse. 

This is an important innovation with respect to the legislation 

currently in force concerning the liability of service providers for 

offences committed by users on the Internet, in view of which an in-

depth technical and legal analysis of the many issues involved 

becomes necessary. An analysis that starts with the identification of 

the relevant criminal offences - both internationally and in Europe: 

Lanzarote Convention and Directive 2011/93/EU - steps to identify the 

roles and possible liability profiles of the different types of service 
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providers, leading to the consideration of the most modern 

technologies available today, which also include the use of artificial 

intelligence mechanisms. 

This is the purpose of this study: to provide an in-depth 

technical and legal analysis, which is a necessary prerequisite for the 

introduction of effective rules, particularly in a field, that of criminal 

law, in which one cannot disregard the specific features of national 

laws. 

I would therefore like to thank Professor Antonella Massaro 

and the Department of Law of the University of Roma Tre for their 

contribution to the debate on this important issue. 

 

 
Caterina Chinnici 
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INTRODUCTION 

 
SUMMARY: 1. Basic characteristics of online child pornography. 

– 2. Research content. 

 

 
1. Basic characteristics of online child pornography  

 
The research on online child pornography: tools for 

preventing and combating it, commissioned by Hon. Caterina Chinnici 

of the European Parliamentary Group of Socialists and Democrats, 

comes at an undoubtedly peculiar moment for the actions to combat 

child sexual abuse. 

Indeed, statistics show that the virtual dimension is an ideal 

place for the commission of sexual offences against minors, also 

because of the increasingly deep-rooted familiarity of the new 

generations with computer and digital transmission tools. The 

category of sexual offences committed online is actually particularly 

heterogeneous, including, for instance, grooming of children, sharing 

of child pornography and sexual activities involving children in 

various ways. 

At the same time, however, the tools made available by new 

technologies, in particular the scenarios opened up by an increasingly 

massive use of artificial intelligence, constitute the strong point of a 

strategy to combat sexual crimes against minors, envisaging new 

models of liability (including criminal liability) and involving an 

increasingly significant number of “network professionals”. 

The online dimension of the phenomenon, in other words, is 

the one that shows the greatest number of pitfalls, but at the same time 

offers prevention and law enforcement techniques that could be 

particularly effective. 

Any digital intervention strategy in the field of child sexual 
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offences is met at least by two limitations: 1) the commission of the 

offences in question in the spaces offered by the so-called Deep Web 

and Dark Web; 2) the possible damage of overly invasive monitoring 

and investigation tools to the privacy of network users. 

 

 
2. Research content 

 
The research examined the peculiar role of criminal law in 

relation to online child pornography. However, the survey in question 

made it necessary to carry out a broader reconstruction of the types of 

conduct that could be taken into consideration when talking about 

sexual offences against minors, including phenomena such as sexting 

or domestic pornography, where there is a tendency to recognise an 

increasing space for the consent of the subject (albeit) minor. 

It has been attempted to clarify how the dividing line between 

the online and offline dimensions is less clear-cut than it might appear 

at first sight, also highlighting the need to better specify the 

interactions, even if only potential, between the real and the virtual 

spheres in order to develop effective strategies. 

The study therefore focused as much on the “type of 

perpetrator” as on the “type of victim” that emerge in relation to this 

type of crime. Indeed, it is well known that the offences introduced to 

combat child pornography are characterised by a marked anticipation 

of criminal protection, aimed at criminalising 
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prodromal conduct, sometimes very distant from the legal asset 

characterised by the harmonious psycho-physical development of the 

child. 

The authors have chosen to privilege the Italian legal system 

as an observation point, also because the most significant and 

“discussed” choices of recent years have been made by our legislators 

in fulfilment of protection obligations deriving both from international 

treaty law and from the European Union law, which have been widely 

taken into account in the research. 

With particular regard to the online sphere, an attempt was 

made to outline the phenomenal dimension of online child 

pornography, also in order to highlight the “contexts” in which 

preventive and repressive intervention is most needed. 

A large part of the research was then devoted to a possible 

criminal liability of the Internet provider. This is a classic theme in the 

criminal law debate, although with regard to child pornography 

offences in particular, the issue is undoubtedly peculiar. When 

discussing the liability (including criminal liability) of the ISP, 

attention is often focused on crimes against honour, with particular 

regard to defamation, which leads to a necessary consideration of the 

principle of freedom of thought. The question, when sexual abuse of 

minors comes into consideration, arises in evidently different terms: 

in this case it is not the freedom of expression that could suffer undue 

pressure, but, rather, the privacy of the users of the network. 

The research reconstructed the ongoing debate at the 

European level, effectively highlighted by the “close chronological 

progression” of the following Acts: 
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- the Communication from the Commission to the European 

Parliament, the Council, the European Economic and Social 

Committee and the Committee of the Regions. the EU Strategy for 

Combating Child Sexual Abuse More Effectively, 24 July 2020; 

- the Proposal for a Regulation of the European Parliament and of the 

Council on a temporary derogation from certain provisions of 

Directive 2002/58/EC of the European Parliament and of the Council 

as regards the use of technologies by number-independent providers 

of interpersonal communication services for the processing of 

personal and other data for the purpose of combating online child 

sexual abuse, 10 September 2020; 

- The Opinion of the European Data Protection Authority on the 

proposal for a temporary derogation from Directive 2002/58/EC for 

the purposes of combating online child sexual abuse, 10 November 

2020. 

 
The extension of the liability sphere of network service 

providers appears to be a feasible prospect if at least three basic 

conditions are met. 

First of all, it is necessary to adapt a sector legislation that is 

in many respects anachronistic, providing for a more precise 

delimitation of network operators, which, in turn, should determine the 

concrete activities carried out by them: the distinction between active 

and passive hosting, proposed by the Court of Justice, which has also 

found significant recognition in Italian case law, could represent a 

useful starting point. 

Secondly, regulatory instruments could be introduced to make 

progressively compulsory, at least for some of the “selected” subjects 

the use of control mechanisms based on the new technologies made 

available by artificial intelligence: this would make it possible to 

envisage specific cases to punish failure to monitor and/or failure to 

report, even in the form of culpable offences designed with specific 
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reference to certain categories of Internet service provider. 

Thirdly, mechanisms must be put in place to ensure the 

transparency of these controls, in order to guarantee the minimum 

“requirements” relating to the protection of personal data. 

The last section of the research was devoted to the prospects 

opened up by the use of artificial intelligence, both in terms of 

prevention and repression. The use of intelligent algorithms in the 

investigation phase (especially in the form of “digital investigations”) 

or for the design of predictive policing software is a frontier whose 

development potential is emerging with increasing clarity. 

The use of tools designed to “check” the activity of network 

users in relation to sexual offences, although technically feasible, 

requires constant attention to the possible invasion of the personal 

sphere of the individual, also in the presence of conduct that is very 

distant from the protected legal asset (psycho-physical development 

of the child), continuously running the risk of a trespass in the logic of 

a stigmatisation of a “life conduct” that, although morally 

objectionable, in a democratic and liberal State should remain within 

the perimeter of a “space free from the law”. 
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CHAPTER I 

CHILD PORNOGRAPHY AS A CRIMINAL PHENOMENON: 

INTERNATIONAL AND EUROPEAN SOURCES. STATISTICAL 

DATA 

 
SUMMARY: 1. The reasons for a study on child pornography. The definition 

of child pornography in international treaty law. The obligations of 

criminal law protection arising from the Lanzarote Convention. – 2. 

The “material” law of the European Union. EU criminal protection 

obligations. – 3. European legislative instruments “on the side” in 

the fight against the sexual abuse of minors. – 4. Statistical data of a 

constantly growing phenomenon. The side effects of lockdowns in 

the era of the SARS-CoV-2 health emergency. 

 

 
1. The reasons for a study on child pornography. The 

definition of child pornography in international treaty law. The 

obligations of criminal protection arising from the Lanzarote 

Convention 

 
The sexual abuse and exploitation of minors is a social, rather 

than a judicial-criminal phenomenon, which, in addition to causing 

significant social alarm, is so multifaceted that any attempt to reduce 

it to a single phenomenon could lead to trivialisation. 

The protection of children against sexual violence is a 

privileged objective of criminal policy. In this respect, international 

organisations at various levels have played an important role in 

promoting convergence in national legislation, developing a joint 

action in the field of judicial and law enforcement cooperation in 

criminal matters, with the main aim of strengthening the prevention 

and repression of illegal activities committed against children. 

The Convention on the Rights of the Child and Adolescent, 
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approved by the United Nations General Assembly on 20 November 

19891, comes into consideration. Article 34 of the Convention states 

that Member States undertake to protect children against all forms of 

sexual exploitation and sexual violence2. The Convention on the 

Rights of the Child was complemented by the Optional Protocol on 

the “Sale of Children, Child Prostitution and Child Pornography”, 

adopted by the UN General Assembly in 20003
 which, after providing 

a definition in article 2  of “child pornography”4, attributes to Member 

States, albeit in embryonic form, a criminal law protection obligation 

related to “the act of producing, distributing, disseminating, importing, 

exporting, offering, selling or possessing [...] pornographic material 

depicting children” (art. 3, par. 1, lett. b), including in the form of 

attempting, aiding and abetting and participating in the crime (art. 3 

par. 2), by providing for penalties commensurate with the seriousness 

of the offence (art. 3, par. 3). 

At the international level, there have been, in order, the 

Stockholm Declaration and Agenda for Action, adopted in 1996 during 

the First World Congress against Commercial Sexual Exploitation of 

                                                   
1 Ratification in Italy took place by Law no. 176 of 27 May 1991, filed with the United Nations 

on 5 September 1991. It is precisely because of the commitments made by the Italian State under the 

1989 Convention on the Rights of the Child that the Italian Parliament included art. 600-a ff. of the 
Criminal Code with Law no. 6 of 3 August 1998. 

269. For a more extensive commentary on the 1989 Convention on the Rights of the Child, see 

the monographic survey by M. BIANCHI I confini della repressione penale della pornografia minorile. 

La tutela dell’immagine sessuale del minore fra esigenze di protezione e istanze di autonomia, 

Giappichelli, 2019, 63 ff. 

2 Article 34 of the 1989 Convention on the Rights of the Child: “Member States undertake to 

protect the child against all forms of sexual exploitation and sexual violence. To this end, States shall in 

particular take all appropriate measures at the national, bilateral and multilateral levels, to prevent: a) 

children from being induced or compelled to dedicate themselves to an illegal sexual activity; b) children 

from being exploited for prostitution or other unlawful sexual practices; c) children from being exploited 

for the purpose of the production of pornographic performances or pornographic material”. 
3 The above-mentioned Optional Protocol, together with the Protocol on the involvement of 

children in armed conflict, were ratified by Italy with Law no. 46 of 11 March 2002, “Ratification and 

Implementation of the Optional Protocol” of the Optional Protocols to the Convention on the Rights of 

the Child on the sale of children, child prostitution and child pornography and on the involvement of 
children in armed conflict, done at New York on 6 September 2000”. 

4 Article 2 Optional Protocol to the 1989 Convention on the Rights of the Child “For the purposes 

of this Protocol: (c) child pornography shall mean any depiction by whatever means of a child engaged in 

sexually explicit, actual or simulated activity or any depiction of the sexual organs of a child primarily for 

sexual purposes. 
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Children; the Bucharest Commitment and Action Plan, adopted by the 

Preparatory Conference for the Yokohama Congress, followed by the 

Yokohama Global Commitment, adopted in December 2001 by the 

Second World Congress against the Commercial Sexual Exploitation 

of Children; United Nations General Assembly Resolution S-27/2 “A 

World Fit for Children”; the Action Plan adopted in Warsaw in May 

2005 at the Third Summit of Heads of State and Government of the 

Council of Europe and the three-year programme “Building a Europe 

for and with Children”, approved following the Third Summit and 

launched by the Munich Conference in April 20065. 

The worrying exponential growth of the phenomenon and the 

extraordinary acceleration of technological progress have called for a 

greater degree of awareness and incisiveness of the rules against child 

pornography and a series of obligations aimed at setting up assistance 

programmes and preventive intervention measures. 

An important milestone in this regard was the 2007 Council 

of Europe Convention on the Protection of Children against Sexual 

Exploitation and Sexual Abuse (Lanzarote Convention), which entered 

into force on 1 July 20106. 

The primary objective of the Convention is to protect the 

health and psycho-social development of children against sexual abuse 

and exploitation in the form of pornography and prostitution, 

considering that - as stated in the Preamble - “the sexual exploitation 

and sexual abuse of minors have taken on alarming proportions, both 

nationally and internationally, particularly with regard to the 

                                                   
5 Further mention should be made of the recommendations of the Committee of Ministers no. 

R(91)11 on sexual Exploitation, pornography, prostitution and trafficking in children and young adults 

and Rec(2001)16 on the Protection of Children from sexual exploitation, the Convention on Cybercrime 

(ETS no. 185) of 23 November 2001 and the Council of Europe Convention on action against trafficking 

in human beings (CETS No 197) adopted on 16 May 2005 
6 The Convention was ratified by Italy with Law 172 of 1 October 2012, following a troubled 

legislative process that required a triple intervention of the Chamber of Deputies and the Senate of the 

Italian Republic. For a detailed analysis of the preparatory work, see the institutional link 

https://leg16.camera.it/561?appro=517#paragrafo2512. On this subject, see M. BIANCHII confini della 

repressione penale della pornografia minorile, cit., 69 et seq.. to which reference is also made for further 

indications. 
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increasing use of information and communication technologies by 

minors and offenders”. 

The Convention, in chapter VI (art. 18-29), entitled 

“Substantive criminal law” envisages, in a more conscious manner 

than in the previous treaty provisions, real obligations of criminal 

protection for the Member States, through the imposition of “effective, 

proportionate and dissuasive sanctions” (art. 27), thus borrowing the 

expression from the judgement of the Court of Justice of 21 September 

1989 (the so-called “criminal law” case). “Greek-Yugoslav maize’)7 

has become a “literary topos” of criminal protection obligations. 

More specifically, art. 18 requires Member States to introduce 

criminal offences in the form of criminal intent against conduct 

involving sexual activity with a minor, with the exception of 

consensual activity between minors, committed by abusing a 

recognised position of trust, authority or influence, of a particularly 

vulnerable position or by the use of coercion, force or threats. 

Article 19 provides for the criminalisation of the intentional 

recruitment, aiding and abetting, coercion of a minor into prostitution 

and, more generally, the practice of child prostitution, which means 

“using a minor for sexual activities, offering or promising money or 

any other form of remuneration, consideration or advantage, 

irrespective of whether the promise or advantage is addressed to the 

child or to a third party”. 

The Convention also requires, in article 20, that the acts of 

producing, offering, making available, disseminating, transmitting, 

possessing, and using information and communication technologies to 

exploit child pornography constitute offences8. 

Articles 21 and 22 require States to criminalise the 

                                                   
7 CG, 21 September 1989, C-68/88, Commission v. Hellenic Republic, on which see A. 

MASSARO Appunti di diritto penale europeo, Giappichelli, 2020, 74-75. 
8 The second paragraph of article 20 of the Convention it specifies that “the term ‘child 

pornography’ means any material that visually depicts a child engaged in real or simulated sexually 

explicit conduct or any depiction of the sexual organs of children primarily for sexual purposes”. More 

broadly, see the following §§. 
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participation (in a broad sense) of a child in pornographic 

performances and the corruption of children. 

Lastly, article 23 provides for the offence of solicitation of 

minors for sexual purposes (so-called grooming), the unlawful 

conduct of which consists in the proposal of a meeting by an adult to 

a minor who has not reached the age of sexual consent, through the 

use of information and communication technologies, in order to 

involve him/her in sexual activities or to produce child pornography, 

and provided that the proposal is followed by concrete acts aimed at 

achieving the encounter. 

It is interesting to note that, from a supranational perspective, 

a real “substantive law” of the European Union has been stratified in 

the field of child pornography, which includes all those acts of so-

called secondary legislation, aimed at driving  the policies of the Union 

and at the achievement of the objectives set out in the founding 

Treaties in the field of violence against children and which plays an 

important role as a driving force for action by the national legislators. 

 

 
2. The “material law” of the European Union. EU criminal 

protection obligations 

 
The protection of children against all forms of violence is one 

of the most important legislation policy areas of the Community, in 

line with the tendency, which emerged with the Maastricht Treaty, to 

go beyond the original and primordial perspective, exclusively 

economic, of the Community (the so-called assets of supranational and 

transnational importance). 

Among the acts of secondary legislation, the Framework 

Decision 2004/68/JHA, approved by the Council of the European 

Union on 22 December 20039, plays a fundamental role in “combating 

                                                   
9 For an extensive commentary on Framework Decision 2004/68/JHA, see the surveys of M. 

HELFER, Sulla repressione della prostituzione e pornografia minorile. Una ricerca comparatistica , 
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the sexual exploitation of children and child pornography”, which, 

with a view to harmonising the legal systems of the Member States, 

lays down minimum rules concerning the definition of serious 

offences, such as sexual exploitation and child pornography, and 

“effective, proportionate and dissuasive” penalties10. 

The further intervention of the European Community in this 

field was necessary - as explained in Recitals 4 and 5 -, firstly, because 

of the recognition that sexual exploitation of children and child 

pornography constitute serious violations of human rights and of the 

fundamental right of all children to a harmonious upbringing, 

education and development and, secondly, because child pornography, 

as a particularly serious form of sexual exploitation of minors, is a fast-

growing phenomenon, thanks also to the increasing use of new 

technologies and the Internet. 

In order to better define the scope of application of the 

Framework Decision, the Council of the European Union clarifies in 

article 1, letter b) that the term “child pornography” denotes material 

depicting or representing visually: (i) a real child (person under the 

                                                   
Cedam, 2007, 3 ff., F. RESTA Vecchie e nuove schiavitù. Dalla tratta allo sfruttamento sessuale , 

Giuffrè, 2008, 196 ff. and more recently M. BIANCHI, I confini della repressione penale della 

pornografia minorile, cit., 75 ff. 

Previously on this subject, see also Joint Action 96/700/JHA of 29 November 1996 establishing 
an incentive and exchange programme for persons responsible for combating trade in human beings and 

the sexual exploitation of children; Council Joint Action 97/154/JHA of 24 February 1997 concerning 

actions to combat trafficking in human beings and sexual exploitation of children; Joint Action 

98/428/JHA of 29 June 1998 on the creation of a European Judicial Network, Council Decision 

2000/375/JHA, of 29 May 2000 on combating child pornography on the Internet; Decision 276/1999/EC 

of the European Parliament and of the Council of 25 January 1999 adopting a multi-annual Community 

action plan on promoting safer use of the Internet by combating illegal and harmful content on global 

networks and Decision 293/2000/EC of the European Parliament and of the Council of 24 January 2000 

adopting a programme of Community action (the Daphne programme) on preventive measures to fight 

violence against children, young persons and women (2000 - 2003). 

Precisely in compliance with the above-mentioned Framework Decision 2004/68/JHA, the 

Italian Parliament intervened with Law no. 38 of 15 February 2006, concerning “Provisions on the fight 

against the sexual exploitation of children and child pornography”, thus fulfilling the incrimination 

obligations imposed on the EU Member States. On l. no. 38 of 2006, see for all the comments of A. 

MANNA, F. RESTA I delitti in tema di pedopornografia alla luce della legge 38/2006. Una tutela 
virtuale?, in Diritto dell’internet, 3/2006, 220 ff. 

10 See Consideration 10: “The specific characteristics of the fight against the sexual exploitation of 

children must lead the Member States to establish, in their national law, effective, proportionate and 

dissuasive penalties. These sanctions should also be adopted in line with the activity carried out by legal 

persons”. 
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age of eighteen years) engaged or involved in sexually explicit 

conduct, including lewd exhibition of the genitals or pubic area; (ii) a 

real person who appears to be a child engaged in or involved in the 

above conduct; (iii) realistic images of a non-existent child engaged in 

or involved in the same conduct. 

The Framework Decision, in articles 2 and 3, lays down 

minimum provisions for the definition of the offences of sexual 

exploitation and child pornography. In particular, art. 2 requires 

Member States to introduce criminal offences for coercing, forcing, 

profiting from or exploiting in any way a child into prostitution or the 

production of pornographic performances (letter a); for inducing a 

child into prostitution or the production of pornographic performances 

(letter b); for participating in sexual activities with a minor, using 

coercion, force, threats, giving money or other forms of remuneration, 

or abusing a recognised position of trust, authority or influence of the 

child (letter c). 

Article 3 defines the offence of producing, distributing, 

disseminating, transmitting, offering or making available, acquiring or 

possessing child pornography (par. 1), while leaving to the Member 

States the possibility to exclude from the scope of criminal relevance 

any type of conduct related to child pornography which only 

apparently concern a child, when in fact it concerns a person older than 

18 years, or which consist in the production and possession of images 

produced and held for private use with the consent of the portrayed 

subjects themselves or which concern realistic images of a non-

existent child produced and held solely for private use. 

Following the entry into force of the Lisbon Treaty and with 

the overcoming of the institutional architecture based on the three 

pillars, the European Parliament and the Council issued Directive 

2011/93/EU11 on 13 December 2011 concerning the fight against the 

                                                   
11 The Directive has been implemented in Italy by the Legislative Decree no. 39 of 04 March 2014, 

“Implementation of Directive 2011/93/EU on combating the sexual abuse, sexual exploitation of children 

and child pornography, replacing Framework Decision 2004/68/JHA” 
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abuse and sexual exploitation of minors and child pornography, 

including, inter alia, further criminalisation obligations for the laws of 

the Member States, which became necessary as the Framework 

Decision “approximates legislation only with respect to a limited 

number of offences, does not address new forms of abuse and 

exploitation using information technology, does not remove obstacles 

to prosecution outside the national territory, does not meet the specific 

needs of victims, and does not provide for adequate measures to 

prevent offences”12 

In fact, with the regulatory stabilisation of Article 83 TFEU13, which 

recognises an indirect criminal competence of the European 

institutions, the sexual exploitation of children falls within those 

contexts of “particularly serious” crime on which the European 

Parliament and the Council, in accordance with the first paragraph of 

Article 83 TFEU, acting by means of directives in accordance with the 

ordinary legislative procedure, may establish minimum rules 

concerning the definition of criminal offences and sanctions. In this 

sense, the Directive, in Article 1, identifies “minimum standards 

relating to the definition of criminal offences and sanctions in the field 

of sexual abuse and sexual exploitation of minors, child pornography 

and solicitation of minors for sexual purposes”, placing itself in the 

same perspective of harmonisation and approximation of national 

legislation already outlined by the Framework Decision of 2004. 

More in detail, the offences considered are sexual abuse (art. 

3), sexual exploitation (art. 4) child pornography (art. 5) and 

solicitation of children for sexual purposes (art. 6). 

Focusing attention on the offence of child pornography, the 

Directive in question, reproducing substantially what was already 

provided for by the Lanzarote Convention and the previous 

                                                   
12 Proposal for a Directive of the European Parliament and of the Council on combating the sexual 

abuse and sexual exploitation of children and child pornography, repealing Framework Decision 

2004/68/JHA (2010/0064), Report, point 1. 
13 On this subject, it is essential to refer to C. SOTIS, Il trattato di Lisbona e le competenze penali 

dell’Unione europea, in Cass. pen., 3/2010, 326 ff. 
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Framework Decision, provides in article 1 a definition of child 

pornography14. However, an absolutely new element concerns the 

notion of “totally virtual” child pornography, i.e. pornographic 

material that has been produced without the use, since inception, of a 

real existing child: indeed, it is clear from the 2011 Directive that the 

European legislator’s intention was to exclude from the criminally 

relevant context those pornographic types of behaviour that concern 

images, albeit realistic, of a “non-existent” child. It is true that already 

in the 2004 Framework Decision, as previously explained, in the case 

of totally virtual pornography, it was left to the discretion of the 

national legal systems whether or not to resort to the criminal 

punishment arsenal15. 

In the description of the abstract model of the offence, the 

conduct of “knowingly accessing child pornography by means of 

information and communication technology”, which was already 

highlighted in the Lanzarote Convention, is particularly relevant. 

On the other hand, the areas of discretion left to national 

jurisdictions remain substantially unchanged as regards the choice of 

criminalising the case of child pornography that only apparently 

concerns a child, while on the contrary it concerns a person over the 

age of 18, or in the case of production and possession of realistic 

images for private use, provided that no real images are used for the 

purposes of production and provided that the activity does not entail 

                                                   
14 Art. 1 (letter c) of Dir. 2011/93/EU: “For the purposes of this Directive, the following 

definitions shall apply: […] c) “child pornography” or “child pornography material”: i) material that 

visually portrays a child in real or simulated sexually explicit conduct; (ii) the depiction of the sexual 

organs of a child for priimarily sexual purposes (iii) material that visually depicts a person appearing to 

be a child in real or simulated sexually explicit conduct or the depiction for primarily sexual purposes 

of the sexual organs of a person appearing to be a child; or (iv) realistic images of a child in sexually 

explicit conduct or realistic images of the sexual organs of a child, for primarily sexual purposes”. 
15 In the Italian doctrine, this divergence is underlined by C. GRANDI Il ruolo del Parlamento 

europeo nell’approvazione delle direttive di armonizzazione penale, in Riv. it. dir. proc. pen., 2015, 702 
ss.; M. BIANCHI, I confini della repressione penale della pornografia minorile, cit., 81; M. 

BERTOLINO, Convenzioni, Direttive e Legislazione nazionale: un fronte comune di lotta contro i delitti 

a sfondo sessuale a danno di minori nella Legge di ratifica n. 172/2012, Giappichelli, 2014, 37; G. 

FLORA, I vincoli costituzionali nella interpretazione delle norme penali, in Dir. pen. cont.-Riv. trim., 

4/2013, 50. 
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any risk of dissemination of such material16. 

Article 6 then proposes the criminal relevance of the act of 

grooming a child for sexual purposes, which is already referred to in 

Article 23 of the Lanzarote Convention17. 

Trying to draw the lines of the analysis carried out so far, one 

can certainly state that international and European law have shown, 

since the second half of the last century, a significant interest in the 

fight against child sexual abuse and exploitation, through intervention 

strategies aimed at both repression and prevention, with a view to 

harmonising and approximating national laws. These are, however, 

“transient” normative documents that must necessarily come to terms 

with the unstoppable technological process, which not infrequently 

can lead to new and more insidious forms of “violence” against the 

sexual sphere of children. 

 

 
3. European legislative instruments “on the side” in the fight 

against child sexual abuse. 

 
In addition to Framework Decision 2004/68/JHA, first, and 

                                                   
16 Article 8 also confirms the Member States’ full discretion on the criminalisation of the 

acquisition, possession and production of child pornography, where such material depicts children who 

have reached the age of sexual consent and is produced and possessed with their consent and solely for 

the private use of the persons involved, provided that the act does not involve any abuse. The provision is 

perfectly consistent with what the European legislator stated in Recital 20, which states that: “This 

Directive is not intended to govern Member States’ policies with regard to consensual sexual activities 

that may be performed by children and may be considered as the normal discovery of sexuality in the 

context of the development of the person, taking into account the different cultural and legal traditions 

and the new ways in which children and adolescents establish and maintain relations with each other, 

including through information and communication technologies. These are matters that do not fall within 

the scope of this Directive”. 
17 Art. 6, par. 1, Dir. 2011/93/EU: “Member States shall take the necessary measures to ensure 

that the following intentional conduct is punishable: If an adult proposes by means of information and 

communication technology to a child who has not reached the age of sexual consent to meet him or her 

for the purpose of committing any of the offences referred to in Articles 3 (par. 4) and 5 (par. 6), and 
where such a proposal has been followed by material acts aimed at such a meeting, the act shall be 

punishable by a maximum term of imprisonment of at least one year”. On the criminological 

phenomenon of the so-called. grooming reference should be made, also for a comparative analysis, to 

the monographic survey by I. SALVADORI L’adescamento di minori. Il contrasto al child-grooming 

tra incriminazione di atti preparatori ed esigenze di garanzia, Giappichelli, 2018. 
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Directive 2011/93/EU later, there are several legislative instruments at 

the EU level which, while having a more “general” vocation and not 

being limited to the phenomenon in question, contribute significantly 

to the prevention and repression of sexual abuse against children. 

These include, first and foremost, Directive 2002/31/EC of the 

European Parliament and of the Council of 8 June 2000 on certain 

legal aspects of information society services, in particular electronic 

commerce, in the internal market (so-called Directive on electronic 

commerce or eCommerce Directive) and Directive 2002/58/EC of the 

European Parliament and of the Council of 12 July 2002 concerning 

the processing of personal data and the protection of privacy in the 

electronic communications sector (so-called Directive on privacy and 

electronic communications), the scope of which has been extended by 

the 

so-called European Electronic Communications Code, established by 

Directive (EU) 2018/1972 of the European Parliament and of the 

Council of 11 December 2018. 

More specifically, with the Directive on electronic 

commerce18, on the subject of the liability of the intermediaries of the 

digital transmission network (ISP), if, on the one hand, Article 15 

excludes for the provider, in the context of the provision of mere 

conduit, caching and hosting services, a general obligation to monitor 

the information that it transmits or stores and a general obligation to 

actively seek facts or circumstances indicating the presence of 

unlawful activities, on the other hand it establishes that the providers 

of information society services are required to report without delay to 

the competent public authority alleged unlawful activities or 

information of the recipients of their services or to communicate to the 

competent authorities, at their request, information that enable the 

                                                   
18 The eCommerce Directive (on which see at length M. DE CATA, La responsabilità civile 

dell’Internet service provider, Giuffrè, 2010, passim) has been implemented in Italy with Legislative 

Decree no. 70 Of 9 April 2003, “Implementation of Directive 2000/31/EC on certain legal aspects of 

information society services in the internal market, with particular reference to electronic commerce”. 
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identification of the recipients of their services19. In addition, the 

Directive deals extensively with the issue of notification and removal 

mechanisms for illegal content. 

With Directive 2002/58/EC on privacy and electronic 

communications, on the other hand, the European legislator, in 

requiring Member States to protect the confidentiality of electronic 

communications and in prohibiting the storage of traffic data 

generated in the course of such communications20, in art. 15 allows 

national laws to provide for limitations to the rights and obligations 

contained in the legislative act, where such restrictions constitute 

necessary, appropriate and proportionate measures to safeguard 

national security, defence, public security and the prevention, 

investigation, detection and prosecution of criminal offences or of 

unauthorised use of the electronic communications system. 

It is clear, therefore, how the limitation of rights and 

obligations can also be used for the detection of child sexual abuse. 

The so-called. European Electronic Communications Code, 

Directive (EU) 2018/1972, extended the scope of the ePrivacy 

Directive also to interpersonal communications services “over the 

network” (OTT), such as messaging and email services. 

Furthermore, in order to ensure a higher level of protection of 

minors in the face of the evolution of audio-visual media services, the 

European Parliament and the Council recently issued on 14 November 

2018 Directive (EU) 2018/1808 amending “Directive 2010/13/EU on 

the coordination of certain legal provisions, regulations and 

administrative rules of Member States concerning the provision of 

audio-visual media services (Audio-visual Media Services Directive), 

in view of changing market realities”21
 by extending the prohibition of 

                                                   
19 On the liability of Internet Service Providers , we recommend the monographic survey by R. 

PETRUSO La responsabilità degli intermediari della rete telematica. I modelli statunitense ed europeo 
a raffronto, Giappichelli, 2019. On the subject of online child pornography, see F. RESTA Vecchie e 

nuove schiavitù. Dalla tratta allo sfruttamento sessuale, Giuffrè, 2008, 429 ff. 
20 For an extensive commentary on the Directive, see S. VIGLIAR Privacy e comunicazioni 

elettroniche: la Direttiva 2002/58/CE, in Diritto dell’informazione e dell’informatica, 2/2003, 401 ff 
21 On Directive (EU) 2018/1808, also for some critical considerations, see F. DONATI, TLa 
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dissemination of content related to child pornography, violence, hate 

speech and terrorism to videosharing platforms22. 

Finally, a central role at the European level for the repression 

and prevention of sexual abuse and sexual exploitation of children 

online is played by Eurojust, an agency responsible for strengthening 

the fight against serious crime affecting several Member States 

through closer judicial cooperation within the European Union, by 

Europol, which is responsible for improving cooperation between the 

Member States’ police forces against international crime and 

terrorism, the European Centre for Combating Information Crime 

(EC3), which helps to identify victims and perpetrators, and, with a 

more international vocation, Interpol, which keeps the International 

Child Sexual Exploitation (ICSE) database, a key resource for 

identifying victims. 

 
 

 

                                                   
tutela dei minori nella direttiva 2018/1808, in Rivista di Diritto dei Media, 1/2019, 1 ff. 

22 In particular, article 1 of Directive (EU) 2018/1808 introduced within Directive 2010/13/EU 

Article 28-b: “1. Without prejudice to articles 12 to 15 of Directive 2000/31/EC, Member States shall 

ensure that providers of video sharing platforms under their jurisdiction take adequate measures to 

protect: a) minors from programmes, user-generated videos and audio-visual commercial 
communications that might impair their physical, mental or moral development within the meaning of 

Article 6-a par.1; b) the general public from programmes, user-generated videos and audio-visual 

commercial communications that incite violence or hatred against a group of persons or a member of a 

group on any of the grounds referred to in article 21 of the Charter; c) the general public from 

programmes, user-generated videos and audio-visual commercial communications which include 

content the dissemination of which constitutes an activity considered a criminal offence under Union 

law, in particular public provocation to commit terrorist offences within the meaning of article 5 of 

Directive (EU) 2017/541, child pornography offences within the meaning of article 5, par. 4 of Directive 

2011/93/EU of the European Parliament and of the Council and racist or xenophobic offences within 

the meaning of article 1 of Framework Decision 2008/913/JHA. It is also worth mentioning Regulation 

(EU) 2016/679 (so-called GDPR) of the European Parliament and of the Council of 27 April 2016 on 

the protection of individuals with regard to the processing of personal data and on the free movement 

of such data, repealing Directive 95/46/EC (General Data Protection Regulation). Indeed, article 23 

provides for the possibility of restricting, by means of legislative measures, the scope of the obligations 

and rights set out in articles 5, 12, 22 and 34 of the same Regulation, where such a restriction is necessary 
and proportionate to safeguard, inter alia, the prevention, investigation, detection and prosecution of 

criminal offences or the execution of criminal penalties, including the protection against and prevention 

of threats to public security. For a commentary on Article 23, see for all A. CAIA Art. 23, in GDPR e 

normativa privacy. Commentato, edited by G.M. Riccio, G. Scorza, E. Belisario, Wolters-Kluwer, 2018, 

230 ff. 
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4. Statistical data of a constantly growing phenomenon. The side 

effects of lockdowns in the era of the SARS-CoV-2 health emergency. 

 
Statistical data from recent years show an exponential growth 

of online child pornography, outlining a highly critical and complex 

situation. 

The Internet Watch Foundation’s 2019 annual report 

published on 27 April 202023 found that on 260.426 reports analysed, 

132,730 contained sexual images of minors24, an increase of 25% 

compared to the previous year: 1% portraying children aged 0-2 years, 

11% 3-6 years, 34% 7-10 years, 48% 11-13 years, 3% 14-15 years and 

0.3% 16-17 years. The female gender is the most affected, with a 

percentage of around 92%, compared to 3% for males. 

In addition, 20% of the reports concerned sexual activities 

between adults and minors, including sexual violence and torture. 

As many as 132,676 URLs contained child sexual abuse 

material and appeared on 4,956 domains, which were traced back to 

in 58 different countries, up 27% from 3,899 domains in 2018. 

Moreover, 95% of these services were free of charge, with no payment 

required to register, access the website or upload content. 

One of the most worrying data concerns the geographical 

scenario in which child pornography continues to grow. This trend 

already emerged in 2016: in fact, most of the web pages hosting child 

abuse material in various ways can be traced back to the European 

area, with a significant decrease in North America. Indeed, 89% of the 

URLs are of European origin, of which 71% are from the Netherlands, 

while only 9% are of American origin, with 5% from the United States 

and 4% from Canada. 

The reassuringly declining statistics in North America are a 

                                                   
23 The 2019 annual report of the Internet Watch Foundation is available at zero-tolerance 
24 In much the same vein, the National Center for Missing and Exploited Children (NMEC), a 

private non-profit organisation fighting child exploitation, noted through the CyberTipline , which 

processes reports of child abuse and exploitation, that out of 16.9 million reports there were 69.1 million 

images, videos and other material with images of children involved in sexually explicit activities. To 

consult the study, go to: https://www.missingkids.org/gethelpnow/cybertipline. 

http://www.missingkids.org/gethelpnow/cybertipline
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tangible sign of how the so-called “mandatory reporting” regulation, 

which obliges technology companies to report any images suspected 

of sexual exploitation or abuse, has had a positive effect, also 

considering that the North American territory has a high concentration 

of companies operating in the Internet and IT sector. 

On a strictly national level, the “Telefono Azzurro” 

Association reported, through the document “Sexual Abuse and 

Paedophilia Dossier 2019”25, that, in 2018, 33,086 sites were reported, 

of which 2,182 were blacklisted. This data records a significant 

increase compared to the previous year, when the Postal and 

Communications Police reported 28,560 websites, of which 2,770 

blacklisted. 

The absolute and sadly notorious exceptionality of the 

pandemic situation caused by the spread of the SARS-CoV-2 virus, 

which the global community has been facing for months now, has led 

to a further worrying increase in cases of online child abuse and 

exploitation. The lockdown, as a common measure to contain 

contagion, has indeed encouraged the proliferation of cybercrime 

throughout Europe. 

The increase in cases of online child pornography during the 

pandemic was facilitated, on the one hand, by the daily and continuous 

use of IT tools by children, even at unusual times of the day compared 

to a “normal” context; on the other hand, by the ability of so-called 

groomers to adapt to the effects of the crisis, exploiting the 

vulnerability of young people and the increased free time spent at 

home. 

According to a report published on 4 November 2020 on the 

official website of the Italian State Police, 311 investigations into child 

grooming were launched in Italy, leading to the registration of 874 

suspects in the register of offences and 43 arrests. 616 personal, local 

and computer searches were carried out. In addition, 25,706 websites 

                                                   
25 The dossier is available at the address: https://azzurro.it/wp- content/uploads/2020/08/Dossier-

Sexual abuse-and-pedophilia-2019_DEF- 2.pdf. 
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were reported, of which 2,428 were blacklisted26. 

More generally, on a global scale27, there were 771 arrests of 

persons under investigation for online child sexual abuse and 

exploitation, 549 child victims of sexual abuse and exploitation, and 

580 blocked websites and applications, on which child sexual abuse 

material was promoted and shared. 

                                                   
26 The results of the joint action against online child pornography carried out by the Postal 

Police and the International Sexurity Alliance (ISA), a transnational network of police cooperation, 

can be found at https://www.poliziadistato.it/articolo/385fa2d71badc76452295523 . 
27 Member states of the International Security Alliance (ISA) that took part in operations to 

combat online child sexual abuse and exploitation during the Covid-19 health emergency were Bahrain, 

United Arab Emirates, France, Italy, Senegal, Singapore, Spain, United Kingdom and Australia. 

http://www.poliziadistato.it/articolo/385fa2d71badc76452295523
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CHAPTER II 

SEXUAL OFFENCES AGAINST MINORS: 

THE CRIMINAL LAW RESPONSE 

 

 

 
 

SUMMARY: 1. Child sexual abuse and criminal law: a contradictory 

relationship? - 1.1 Prevention and repression: the ‘non-exclusive’ 

role of criminal protection. – 2. The relationship between sexual 

abuse and pornographic representation for the purposes of criminal 

protection. – 2.1. Child sexual abuse: definition and harmful or 

dangerous consequences. – 3. The “victim type”. 

– 4. The legal asset and the protection progression in sexual offences 

against children: the choices of the Italian legal system. – 5. Child 

pornography: the broad reading in the Italian legal experience. – 5.1. 

Virtual pornography. – 5.2. Child grooming. – 5.3. Sexting and 

domestic child pornography: the relevance of the child’s “informed 

consent”. – 5.4. The so-called revenge porn. 

 

 
1. Child sexual abuse and criminal law: a 

contradictory relationship? 

 
The role of criminal law in the context of child pornography 

is characterised, at least in recent decades, by what might be called a 

basic ambiguity. 

On the one hand, it is all too evident that there is a need to 

provide adequate safeguards to protect the psycho-physical integrity 

of the child, especially in view of the extent and permanence of the 

damage that could result from sexual abuse committed during 

childhood. These premises lead to a strengthening of criminal 

protection, which includes a particularly extended use of anticipation 

techniques of the protection itself: in particular, reference is made to 
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the wide recourse to cases of danger (including those of presumed 

danger) as well as, more generally, to the extensive criminalisation of 

“collateral” conduct with respect to both the abuse and exploitation of 

the child. 

This strengthening of the protection, on the other hand, risks 

creating an inevitable tension with the constitutional principles 

governing criminal matters, starting with those of determinacy, 

offensiveness and culpability. It is no coincidence, moreover, that the 

criminal response concerning child pornography represents, in the 

Italian legal system, one of the most striking examples of how the 

demands of the “perpetrator-related criminal law” end up prevailing 

over the need for guarantees of which the “fact-related criminal law” 

is a traditional expression28. The cases built around the conduct of 

paedophilia/child pornography often seem to be inspired by a logic 

that aims at punishing not only and not so much an offence to a legal 

interest, but also and above all a “way of being” of the subject, a 

lifestyle subject, in a preliminary way, a cumbersome social and 

cultural stigma. There has been no hesitation in evoking the cadences 

of a “criminal law of the enemy”, adapting the famous model proposed 

by Jakobs to a context characterised by the incrimination of conduct 

that is far removed from the protected legal asset and inspired by a 

logic of suspicion. 

The trend, therefore, would appear to be that of a vicious 

circle: the criminal sanction, especially in view of the importance of 

the interests being protected, is inalienable, but the construction of 

incriminating cases that are able to meet those needs for “strengthened 

protection” draws a course destined to break up on the rocks of the 

principles on which constitutionally oriented criminal law is (or 

should be) based. 

 

                                                   
28 L. BRIZI, La nozione di “pornografia virtuale”: towards a domination of dangerousness over 

fact?, in Cass. pen., 11/2017, 4044 ff.; A. CADOPPI, Commentary Pre-art. 600-a, in Commentario delle 

norme contro la violenza sessuale e contro la pedofilia, edited by A. Cadoppi, Cedam, 2006, 71; B. 

ROMANO Pedophilia, in Dig. disc. pen., Agg. II, Utet, 2004, 60. 
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1.1. Prevention and repression: the “non-exclusive” role 

of criminal law protection 

 
The contradictions that, in fact, can be found in the punitive-

criminal system set up to protect the sexual integrity of minors and 

their psycho-physical development, are certainly understandable if 

considered in the broader framework outlined by the combination of 

prevention and repression. 

Clearly, an effective strategy to combat child pornography 

depends first and foremost on tools to prevent child abuse29. This is a 

series of measures that encompasses criminal law, but certainly does 

not end there. At a time when the need for prevention shifts 

significantly to the side of substantive criminal law, through, in 

particular, the introduction of incriminating provisions aimed at 

preventing the commission of more serious offences (danger offences 

or so-called Obstacle offences), not only the identification of a 

sufficiently “graspable” legal asset becomes more complex, but the 

entire protection edifice sees a shift in its centre of gravity. 

The use of criminal sanctions in a preventive function, 

understood, in a restrictive sense, as the construction of cases 

according to techniques of anticipation of criminal protection, is 

certainly essential in areas such as child pornography. However, the 

prevention strategy must be part of a broader and more complex 

framework, which also involves non-criminal instruments. 

In this regard, there are essentially two “preventive 

protection” models developed with regard to child sexual abuse or, 

more generally, with regard to sex offenders: the community 

protection model and the public health model30. 

                                                   
29 This has recently been clearly highlighted by the European Commission in the EU Strategy for a 

more effective fight against child sexual abuse, 27 July 2020 
30 Both models are examined by I. SALVADORI, L’adescamento di minori. Il contrasto al child-

grooming tra incriminazione di atti preparatori ed edigenze di garanzia , cit., 153 ff., to which reference is 

made for all the necessary bibliographical references 
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A) The community protection model is based on the 

adoption of mechanisms to control, monitor and deal with sexual 

predators and groomers, as well as measures to neutralise and 

stigmatise them. English and US law, for example, are familiar with 

the notification mechanism: sex offenders are obliged to report to the 

law enforcement authorities their personal data and changes to the 

same, while public authorities are authorised to notify the presence of 

the persons in question in certain communities, also in order to allow 

citizens to identify dangerous persons by means of names, 

photographs and addresses31. 

It is a system that shows obvious critical aspects with regard 

to the requirements of confidentiality and guarantee of the offender, 

but which has gradually overcome the mere perspective of the 

identification of the individual subject and his identifiability in the 

community to which he or she belongs. The “sex offender register” 

makes it possible to catalogue the most recurrent characteristics of the 

“offender type”, such as gender, age and race32. The shift from the 

“tracing” of the single subject to the “cataloguing” of the most 

recurrent characteristics of a certain criminal category could be part of 

the more recent tendency to employ artificial intelligence for function 

of predictive policing, as we shall try to clarify. 

 

B) The public health model is based on the premise that a 

purely or predominantly punitive approach, aimed at applying 

criminal sanctions against dangerous persons in order to prevent the 

commission of sexual offences against children, is insufficient. The 

priority would rather be to intervene on the causes of certain types of 

                                                   
31 For all W.A. LOGAN Knowledge as power: criminal registration and community notification 

laws in America , Stanford law Books, 2009 
32 Cf. F. CARABELLESE, G. ROCCA, C. CANDELLI, D. LA TEGOLA, J.  

M. BIRKHOFF La gestione degli autori di reati sessuali tra psicopatologia e rischio di recidiva. 

Prospettive trattamentali, in Rass. it. crimin., 2/2012, 136 
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deviant behaviour and to provide “defence tools” to potential victims. 

There would be at least three levels of intervention: 

 
1) awareness-raising campaigns targeting society and, in 

particular, minors, in order to raise awareness about the different 

forms of sexual abuse; 

 
2) identification of dangerous persons on the basis of certain 

symptomatic elements (possession of child pornography, for 

example), in order to intervene before the actual abuse takes place; 

 
3) treatment of sex offenders, starting with those who have 

already been convicted and then sent into the criminal enforcement 

circuit33. 

 
These strategies are undoubtedly useful and, if properly 

implemented, help to lay a more solid foundation on which criminal 

law intervention can also be based. 

As already mentioned, however, the use of criminal sanctions 

“in a preventive function” is at least partly unavoidable. In order to 

better understand whether and to what extent the burden of prevention 

can be placed “on the shoulders” of the criminal law (starting with 

substantive law), it is necessary to carry out a quick review of the 

conduct addressed by the criminal sanction, in order to identify “the 

type of author” but also “the type of victim” that are taken into account 

and, above all, to better specify in which direction a further 

strengthening of the prevention strategy could be focused. 

 

 

 
2. The relationship between sexual abuse and pornographic 

                                                   
33 In a broader sense, on all three levels referred to in the text, I. SALVADORI, L’adescamento di 

minori, cit., 155-156. 
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representation for the purposes of criminal law protection 

 
With regard to the types of conduct that criminal sanctions are 

aimed at, even without examining in detail the most common 

incriminatory offences in the individual national legal systems, it 

seems possible to highlight the relationship between the sexual abuse 

of minors or, in any case, their exploitation for sexual purposes, and 

conduct relating to child pornography.  The types of conduct in 

question, although often considered side by side when discussing the 

child protection strategy, are not necessarily linked by a relationship 

of mutual implication. In fact, pornography offences concern a very 

wide range of protection measures and include types of conduct that 

are sometimes far removed from actual sexual abuse. The aim, as 

partly anticipated, is to direct criminal sanctions towards conduct that 

is prodromal and/or dangerous compared to the actual abuse, in order 

to prevent more serious offences from occurring. 

 
2.1. Child sexual abuse: definition and harmful or 

dangerous consequences 

 
The World Health Organisation’s Consultation on Child 

Abuse Prevention, held in Geneva in 1999, offered the following 

definition of “child sexual abuse”. 

Child sexual abuse is the involvement of a child in 

sexual activity that he or she does not fully comprehend, is 

unable to give informed consent to, or for which the child is not 

developmentally prepared and cannot give consent, or that 

violate the laws or social taboos of society. Child sexual abuse 

is evidenced by this activity between a child and an adult or 

another child who by age or development is in a relationship of 

responsibility, trust or power, the activity being intended. 

Child abuse or maltreatment constitutes all forms of 
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physical and/or emotional ill-treatment, sexual abuse, neglect 

or negligent treatment or commercial or other exploitation, 

resulting in actual or potential harm to the child’s health, 

survival, development or dignity in the context of a relationship 

of responsibility, trust or power. to gratify or satisfy the needs 

of the other person. This may include but is not limited to: 

- the inducement or coercion of a child to 

engage in any unlawful sexual activity 

- the exploitative use of child in prostitution or 

other unlawful sexual practices 

- the exploitative use of children in 

pornographic performances and materials. 

 
The concept of “sexual activity” must be understood in a 

broad sense, referring not only to physical contact of any kind 

involving the genitals and secondary sexual organs, but also to the 

exhibition of one’s naked body in front of a minor, the compulsion to 

observe the genitals of an adult or to view pornographic material, as 

well as the child’s involvement in the production of pornographic 

material34. 

The “abusive” nature of the activities in question derives from 

the absence of conscious consent on the part of the child, which does 

not allow him or her to fully understand the meaning of the sexual 

activity carried out through his or her involvement. 

Scientific literature has long highlighted the potential damage 

from childhood sexual abuse. A statistically non-negligible incidence 

of psychological disorders and psychiatric pathologies has been 

recorded, not to mention that, also as a consequence of this clinical 

picture, risky lifestyles (prostitution or drug abuse, for example) are 

sometimes found in the subjects in question. In addition, there is a risk 

of renewed victimisation in adulthood, so that those abused in 

                                                   
34 E. DI GIACOMO, A. ALAMIA, F. CICOLARI, V. CIMOLAI, M. CLERICI, Abuso sessuale 

nei confronti di soggetti minorenni: un’inguaribile ferita?, Riv. psich., 2013, 274. 
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childhood are often involved in violent relationships even after having 

reached the legal age: almost half of the girls who are abused will 

experience further violence in adulthood, whilst males tend to develop 

aggressive behaviour more easily, leading them to replace the role of 

victim with that of aggressor35. Clearly, these are not automatic 

consequences, since many abused children manage to reach a good 

level of psycho-physical maturity and integrate into the social and 

working environment without any particular difficulties. 

The extent of the possible damaging consequences, however, clearly 

highlights the need for a strategy to combat offences of a particularly 

serious nature. 

 
3. The “victim type” 

 
The above considerations, however briefly, show how, 

although the criminal response to the sexual abuse of children is often 

presented as one of the “prototypes” of the most recent trends in the 

perpetrator-related criminal law, the phenomenon can also be read 

from the different perspective of a victim-related criminal law. 

The most traditional constructions of the general theory of 

crime, as is well known, focus their attention on the active subject, 

tending to marginalise the possible role of the victim in terms of both 

the general provisions and the description of the individual offences. 

The concept of “victim”, moreover, is struggling to establish itself at 

a regulatory level36: the criminal code and the criminal procedure code 

                                                   
35 For more information on the short- and long-term consequences of childhood sexual abuse, E. 

DI GIACOMO, A. ALAMIA, F. CICOLARI, V. CIMOLAI, M. CLERICI Abuso sessuale nei confronti 

di soggetti minorenni, cit., 275 ff. 
36 M. VENTUROLI, La vittima nel sistema penale dall’oblio al protagonismo?, Jovene, 

2015, 137-138: “However, in the Rocco Code, even though the role of the injured party has 

been “enhanced” in comparison with the previous code, it is not possible to identify a dogma of 
the passive subject, since [...] the many rules in which the latter is involved are not organised 

rationally and systematically. Moreover, at least in the provisions of the original code, a 

specific victim-related awareness is lacking, since such awareness emerged [...] some twenty 

years after the criminal code was drawn up: indeed, those incriminating provisions that 

envisage forms of enhanced protection for vulnerable victims are merely the manifestation of 
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refer to the victim of the offence37 to indicate the person having the 

legal interest offended, as distinct from the injured party. 

The focus on the victim has become increasingly important, 

both as a possible means of limiting criminal liability38 and as a means 

of criminalising or, in any case, extending the sphere of the criminally 

relevant context39. 

In relation to this second aspect, the reference is mainly to the 

introduction of rules aimed at strengthening criminal protection in the 

presence of vulnerable persons40, with respect of whom the emergence 

of a particular type of perpetrator is “only” the consequence of the 

attention paid to a particular type of victim. Gender-based violence, 

domestic violence, road crime and child abuse are based on the 

premise of a condition of structural inferiority/weakness of the passive 

subject, which would require a tailored response in terms of both the 

                                                   
an ethical principle, deeply rooted in every community, as an expression of the need to protect 

the vulnerable person” (Italics from the A.). 
37 On the concept of injured party, A. PAGLIARO Tutela penale della vittima nel sistema penale 

delle garanzie, in Riv. it. dir. proc. pen., 2010, 44 ff; E. AMODIO, Persona offesa dal reato, in 

Commentario del nuovo codice di procedura penale, edited by E. Amodio, O. Dominioni, vol. I, Giuffrè, 

1989, 537 ff. In the supranational perspective, S. ALLEGREZZA Il ruolo della vittima nella direttiva 

29/2012/UE, in Lo statuto delle vittime di reato, edited by L. Luparia, Giuffrè, 2015, 6 ff. 
38 First of all, there is the principle of the victim’s self-responsibility, which, in its “minimal” 

meaning, refers to a division of competence-responsibility: the other side of the coin of sibi imputet is 

represented by the “liberating effect” that is produced by the holder of a sphere of competence that is 
“contiguous” to that of the self-responsible party. The systematic areas in which the principle of self-

responsibility is most frequently applied are those that revolve around the centre of gravity of self-

exposure to danger on the part of the passive subject, in the various instances of the person’s consent 

under Article 50 of the Italian Criminal Code, the culpable behaviour of the victim and the concurrence 

of culpable circumstances. On this subject, among the reference monographic studies in Italian doctrine 

we can mantion O. DI GIOVINE Il contributo della vittima nel del delitto colposo, Giappichelli, 2003; 

L. CORNACCHIA Concorso di colpe e principio di responsabilità penale per fatto proprio, 

Giappichelli, 2004; S. TORDINI CAGLI, Principio di autodeterminazione e consenso della vittima , 

Bononia University Press, 2008; G. CIVELLO, Il principio del sibi imputet nella teoria del reato. 

Contributo allo studio della responsabilità penale per fatto proprio, Giappichelli, 2017. 
39 M. VENTUROLI La vittima nel sistema penale dall’oblio al protagonismo?, cit., 151 ff. The 

author observes that the “tendency” of the current criminal legislation to a wider protection of the 

“vulnerable” victim is not infrequently dictated by the “symbolic” use of the criminal instrument. With 

particular regard to witnessing violence, D. FALCINELLI, in La “violenza assita nel linguaggio del 

diritto penale”, cit., 173 ff. points out how the sensitivity of the legislator towards the passive subject 
is marking the return to the ideology of “victim oriented criminal law” and, therefore, to a victim-centric 

approach of criminal justice. 
40 In general, on the protection of so-called vulnerable victims, see P.P. PAULESU, Vittima del 

reato e processo penale: uno sguardo d’insieme (informazioni, diritti, tutele), in Vittime di reato e sistema 

penale. La ricerca di nuovi equilibri, edited by M. Bargis, H. Belluta, Giappichelli, 2017, 154 ff 
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introduction of new criminal offences that somehow take into account 

this vulnerability, and rules to protect the vulnerable subject in court. 

Article 90-c of the Italian Code of Criminal Procedure, 

introduced by legislative decree no. 212 of 2015, is perhaps the most 

tangible sign of the “shift” that is taking place in the Italian legal 

system. The article in question, entitled Condition of particular 

vulnerability, states that “for the purposes of the provisions of this 

Code, the condition of particular vulnerability of the offended person 

shall be inferred, in addition to age and the state of infirmity or mental 

deficiency, from the type of offence, the manner and circumstances of 

the act under consideration. For the assessment of the condition, 

account is taken of whether the act is committed with violence to the 

person or with racial hatred, whether it is connected with organised 

crime or terrorism, including international terrorism, or human 

trafficking, whether it is characterised by discrimination, and whether 

the offended person is affectively, psychologically or economically 

dependent on the perpetrator of the offence”. 

The tendency, reinforced by the indications deriving from 

both European Union and international law sources41, is that of a 

progressive centralisation of the victim, which would lead the latter to 

emancipate him or herself from the peripheral role to which he or she 

has historically been confined and to become “if not a protagonist, at 

least a co-protagonist together with the accused on the criminal 

scene”42. 

The risks inherent in this approach are well known: the 

criminal legislator could indulge in excessive paternalism and a 

strengthening of victims’ rights could be offset by a weakening of the 

offender’s guarantees43. The result, therefore, is still the less 

convincing outcome of the perpetrator-oriented law, even if the 

                                                   
41 La vittima nel sistema penale, cit., 81 ss.; C. AMALFITANO, La vittima vulnerabile nel diritto 

internazionale e dell’Unione europea, in Riv. it. dir. med. leg., 2/2018, 523 ff. 
42 M. BERTOLINO, G. VARRASO Introduzione al Focus “Le vittime vulnerabili”, in Riv. it. 

med. leg., 2/2018, 512. 
43 M. BERTOLINO, G. VARRASO, Introduzione al Focus “Le vittime vulnerabili”, cit., 513 ff. 
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primary objective is not so much the stigmatisation of “certain ways 

of being a criminal”, but the more effective protection of “certain ways 

of being a victim”. 

These considerations, far from being an obstacle to the 

intervention of criminal law in the field of sexual abuse and child 

pornography, should actually strengthen the solidity of the criminal 

response, avoiding “punitive excesses” and/or “temptations of pan-

penalisation” which, more often than not, also result in a potential 

weakening in terms of sanctioning efficiency. 

 

 
4. The legal asset and the protection progression in sexual 

crimes against minors: the choices of the Italian legal system 

 
The first safeguard in order to avoid the undesirable 

consequences referred to above is a clear identification of the legal 

asset protected by the offences in question, albeit with the all too 

familiar difficulties that the theory of the legal asset inevitably 

encounters. 

Starting from the most widespread definitions of child sex 

abuse and its harmful or dangerous consequences, the legal asset 

protected by cases punishing sexual activities against minors could 

certainly be identified in the individual’s freedom of self-

determination and his or her harmonious psycho-physical 

development. 

The structure of protection set up by the Italian legislator is in 

fact very complex, with different degrees of “proximity” to the object 

of protection. 

A particularly effective distinction can first be made between 

sexual offences considered in a more or less broad sense44. 

                                                   
44 Reference is made to the Report of the Working Group on Sexual Offences, produced by the 

Italian Association of Professors of Criminal Law and available at www.aipdp.it. 

http://www.aipdp.it/
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In the less broad sense, the protected legal asset seems to be 

the individual’s freedom of self-determination in relation to his or her 

sexual sphere, perhaps together with profiles that relate more directly 

to physical integrity. Undoubtedly, the protection of the child’s 

psycho-physical development is one of the objectives pursued by the 

legislator, but the impression is that it remains, so to speak, in the 

background, perhaps as the final asset to which protection is directed. 

This category includes not only crimes of sexual violence in 

the strict sense of the term (in Italian law: article 609-a of the criminal 

code, aggravated pursuant to article 609-b, first paragraph, no. 1), but 

also those punishing sexual acts with a minor (Article 609-c of the 

Criminal Code) or in his/her presence (Article 609-d of the Criminal 

Code). 

In the case of sexual offences, the axis of protection turns 

more decisively towards the psycho-physical development of the child. 

This category includes both the criminalisation of conduct 

related to child prostitution (article 600-a of the Criminal Code, but 

also article 609-d of the Criminal Code) and the criminal relevance of 

child pornography (articles 600-b, 600-c, 600 d, 600-d1 of the 

Criminal Code). The offences in question were introduced into the 

Italian Criminal Code by Law no. 269 of 1998, entitled Rules against 

the exploitation of prostitution, pornography and child sex tourism, as 

new forms of enslavement, which implemented the 1989 Convention 

on the Rights of the Child. Article 1 of the law in question made it 

clear, not surprisingly, that “the protection of children against all 

forms of sexual exploitation and violence in order to safeguard their 

physical, psychological, spiritual, moral and social development 

constitutes a primary objective pursued by Italy”. 

With particular regard to the offences of child pornography, in 

reality, the legal asset fluctuates between the protection of the psycho-

physical development of the individual child used for the production 

of pornographic material and the protection of “future minors”, 

understood as those who might be exploited or used for the production 
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of other pornographic material or even sexually abused: the basic idea 

is that the circulation and use of this material constitutes an incentive 

to commit sexual offences against minors45. However, this connection 

is by no means obvious, especially when it comes to forms of child 

pornography using the Internet. 

 

 

5. Child pornography: the broad reading in the Italian legal 

experience 

 
The category of child pornography includes very 

heterogeneous forms of conduct, first and foremost in terms of 

criminalisation46. 

First of all, the types of conduct in question are those requiring 

the direct involvement of the child for the production of child 

pornography - which often involves recruitment and sexual contact 

with the child - or for the production of pornographic performances or 

shows that, in turn, involve recruiting or inducing the child. Particular 

social alarm is also aroused by types of conduct involving the 

“exploitation” of the image of minors through the marketing of child 

pornography: the commercialisation of sexual images of minors 

represents the first “link” in a very wide market chain, the control of 

which is almost impracticable. 

The distribution, disclosure, dissemination and publicity of 

the material are at an “intermediate” level of offence, while the 

conduct of supplying and offering the material is at a slightly lower 

level. Even the mere “possession”, albeit in a milder way, as well as 

the conduct of obtaining images of minors involved in sexual 

activities, would, according to some, harm the psycho-physical 

development of the represented subject47. 

                                                   
45 Report of the Working Group on Sexual Offences, cit., 34. 
46 See for all M. BIANCHI I confini della repressione penale della pornografia infantile, cit., 92 

ff. to which reference is made for all the necessary bibliographical indications 
47 For all A. CADOPPI, under art. 600-c, in Commentario delle norme contro la violenza sessuale 
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In the Italian legal system, the offence of child pornography is 

envisaged in article 600-b of the Criminal Code. The original wording 

of article 600-b of the Criminal Code did not offer any explicit 

definition of the concept of “child pornography”, exposing the case in 

question to possible censure in terms of 

precision/determinacy/certainty48: the definition gap was filled by the 

case law of the supreme courts through the indications offered in this 

sense by “non-national” law: the application of article 600-b of the 

Criminal Code was therefore limited to cases where pornographic 

material portrayed or visually represented a child under the age of 

eighteen involved or engaged in “sexually explicit conduct”49. 

The legislator intervened with an amendment of article 600-b 

of the Criminal Code, introducing in the last paragraph a definition of 

child pornography when ratifying the Lanzarote Convention (Law no. 

172 of 2012). The definition offered by the Lanzarote Convention and 

that adopted by the Italian legislature are provided below. 

 
Lanzarote Convention, art. 20, par. 2. 

For the purposes of this article, the term “child 

pornography” shall mean any material that visually portrays a 

child engaged in real or simulated sexually explicit conduct or 

                                                   
e contro la pedofila, edited by A. Cadoppi, Cedam, 2006, 229. In contrast, in the sense that the “mere” 

possession of child pornography would not directly endanger any legal asset, see, of many,  A. MANNA, 

Profili problematici della nuova legge in tema di pedofila, in Ind. pen., 1999, 51. 
48 A. MANNA, Profili problematici della nuova legge in materia di pedofilia, in Ind. pen., 1999, 

47 ff. 
49 Cass., Crim. Div. III, 4 March 2010, no. 10981, Khan, in Cass. Crim., 4/2011, 1412 ff., with a 

note by A. ROIATI, La nozione di pornografia penalmente rilevante tra diritto sovranazionale e 

principi di offensività e sufficiente determinatezza. The judges of the supreme courts took as a 

“conformity parameter” the definitions of child pornography provided by the Optional Protocol to the 

Convention on the Rights of the Child, on the Sale of Children, Child Prostitution and Child 

Pornography, concluded in New York on 6 September 2000 and ratified by Italy with Law no. 46 of 

2002 (“any depiction, by whatever means, of a child engaged in explicit, actual or simulated sexual 

activity, or any depiction of sexual organs for primarily sexual purposes”) and in the European Council 
Framework Decision no. 2004/68/JHA of 22.12.2003 on combating the sexual exploitation of children 

and child pornography (“a material depicting or visually representing: (i) “a real child involved or 

engaged in sexually explicit conduct, including lascivious exhibition of the genitals or pubic area”; (ii) 

“a real person appearing to be a child involved or engaged in such conduct”2; (iii) “realistic images of 

a non-existent child involved or engaged in such conduct”). 
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any depiction of the sexual organs of children for primarily 

sexual purposes. 

 
Article 600-b, seventh paragraph of the Italian Criminal Code. 

For the purposes of this article, child pornography 

shall mean any depiction, by whatever means, of a child below 

the age of 18 engaged in real or simulated sexually explicit 

activities or any depiction of the sexual organs of a child below 

the age of 18 for sexual purposes. 

 
Case law has clarified that the assessment of the child 

pornographic nature of a given image does not require any particular 

investigation, since, according to plausible experience, the vision of 

the image in itself allows the material identification of those 

characteristics from which the pornographic character can be 

deduced50. Even before the amendment of article 600-b of the Italian 

Criminal Code, the Court of Cassation had already included in the case 

in question any representation, made by any means, of a child under 

the age of 18 involved or engaged in sexually explicit conduct: the 

performance of sexual acts or an assessment of the erotic nature of the 

child’s poses and movements were not required, as even an image of 

naked bodies, capable of arousing the user’s erotic urges, was 

sufficient51. 

It was also clarified that the notion of “child pornography” 

refers not only to the depiction of a child’s genitals. First of all, article 

600-b of the Criminal Code refers to the “sexual organs”, a concept 

that includes but is not limited to the “genital organs”. Secondly, also 

in the field of sexual violence (article 609-a of the Criminal Code), 

there is now a well-established view according to which the criminally 

relevant conduct may concern not only the victim’s genital areas, but 

                                                   
50 Cass., Crim. Div. III, 21 July 2016, no. 24113. 
51 Cass., Crim. Div.. III, 4 March 2010, no. 10981; Cass., Crim. Div. III, 3 March 2010, no. 21392; 

Cass., Crim. Div. III, 22 April 2004, no. 2546. 
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also those areas deemed “erogenous” (capable of stimulating the 

sexual instinct) by medical, psychological and anthropological-

sociological science. Therefore, child pornography may well include 

depictions of the genitals of minors, with the consequent inclusion of 

“secondary” sexual organs, such as breasts and buttocks52. 

The Court of Cassation has specified that this broad 

interpretation of the child pornographic nature of a representation also 

complies with the indications deriving from supranational law, with 

particular regard to European Directive 2011/93/EU on preventing and 

combating the sexual abuse and sexual exploitation of minors and 

child pornography, which has required Member States to broaden the 

scope of protection in this area, in particular with regard to the use of 

information and communication technologies by minors and 

offenders53. 

A generalisation of the principles in question could lead to the 

conclusion that even the static depiction of nudity would constitute 

child pornography, without any “contextualisation” of the image being 

necessary: even a photo book produced for artistic or aesthetic 

purposes and even the shot of a child photographed on the beach would 

fall within the sphere of possible criminal relevance54. If this were the 

case, however, the distance with respect to the protected legal asset 

would be significant also from the standpoint of the dangerous offence 

and, above all, would have nothing to do with the “exploitation” of the 

minor, not even in a broad sense. 

As regards the internal structure of article 600-b of the 

Criminal Code, the first paragraph takes into account types of conduct 

that must be carried out through the use of minors. 

A term of imprisonment from six to twelve years and a 

fine ranging from EUR 24,000 to EUR 240,000 shall be 

                                                   
52 Cass., Crim. Div. III, 08 January 2020, no. 9354. 
53 Cass., Crim. Div. III, 08 January 2020, no. 9354 
54 O. DI GIOVINE, La Cassazione torna sul concetto di pornografia minorile: ma è possibile 

interpretare un testo senza contesto? , in Giur. it., 6/2020, 1484. 
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imposed on any person who: 

1) using minors under the age of 18, creates 

pornographic performances or shows or produces 

pornographic material; 

2) recruits or induces minors under the age of 

eighteen to participate in pornographic performances or shows 

or otherwise profits from such performances. 

 
As will be made clear later55, the concept of “use” must be 

considered independent of any motive related to profit. 

The types of conduct described in the first paragraph of article 

600-b of the Italian Criminal Code, which has been progressively 

amended by the Italian legislature, are actually very heterogeneous. No. 

1), for example, combines the creation of pornographic exhibitions or 

shows and the production of pornographic material: while, however, 

the first case presupposes the use of a minor in the flesh, the concept of 

“production” could well include types of conduct that are also very 

distant from a direct involvement of the minor in a “pornographic 

context56“. Considerations which, on closer inspection, are reinforced 

by the fact that the concrete danger of dissemination has been 

disregarded by case law as a constituent element of the offence57. 

The Court of Cassation has recently clarified that a person who, 

although not materially carrying out the act, is also liable for the offence 

of child pornography under article 600-b, par.1, of the Criminal Code 

if involved in the production of child pornography, or instigated or 

induced the child to do so, thereby giving rise to the child’s previously 

absent intention or reinforcing an existing but not yet established 

intention: in fact, also these types of conduct constitute a form of 

manifestation of the use of the child, which implies an exploitation of 

the child, even though the action is carried out only by the latter: the 

                                                   
55 See Chapter III 
56 More broadly, O. DI GIOVINE, sub art. 600 quater.1 c.p., in Codice penale, a cura di 

T.Padovani, V ed., vol. II, Giuffrè, 2011, 3615 
57 See Chapter III. 
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case concerned, in particular, a young girl sending erotic selfies58. 

As for the distinction between performances and 

representation, it seems that the former are those that take place in front 

of an unspecified subject, whereas the latter presuppose an unspecified 

public of recipients59. In any event, it may also be a question of 

performances which, like lap dances, if performed by adults, would not 

have any criminal relevance: it is in fact the need for greater protection 

of minors that “legitimises” a lower threshold for criminal relevance60. 

No. 2) of article 600-b of the Italian Criminal Code, first 

paragraph, punishes instead anyone who recruits or induces a minor to 

take part in pornographic performances or who otherwise profits from 

the latter: also in this case, a more or less significant advancement of 

the protection threshold may depend on a more or less extensive 

reading of the conduct in question (one thinks, in particular, of the 

“expansive potential” of induction)61. 

Case law is rather united in excluding the value of any consent 

                                                   
58 Cass., Crim. Div. III, 10 September 2020, no. 31192. In a similar sense, Cass. Crim. Div. III, 05 

March 2020, no. 17188. 
59 More broadly, G. ARIOLLI, F. OTTAVIANO Art. 600-ter, in Codice penale. Rassegna di 

giurisprudenza e di dottrina, diretta da G. Lattanzi, E. Lupo, volume VII, Delitti contro la persona, Libro 

II, Giuffrè, 2015, 658. 
60 Cass., Crim. Div. III, 5 July 2019, no. 36710: “Now, it is true that the case law of this Court 

has affirmed, with regard to the criminal relevance of article 527 of the Criminal Code, that the offence 

of obscene acts could not be considered configurable in the case of a “lap dance” show, consisting in 

the exhibition of dancers who in a public place, stripping their clothes off, touch themselves and mime 

sexual intercourse also involving the spectators, since the offensiveness of the conduct was not really 

present (Sect. 3, no. 48532 of 23/11/2004 - filed on 17/12/2004, Lelii, no. 231116). It is still undisputed, 

as stated in the case law of this Court (Sect. 3, no. 1197 of 06/11/1970 - filed. 09/02/1971, Bianco, no. 

116647), that pornography is a narrower term than obscenity. Pornography, indeed, is the description 

or illustration of erotic subjects by means of writings, drawings, speeches, photographs, etc., which are 

likely to impair the sense of sexual continence and offend decency by their manifest licentiousness. The 

concept of pornography, therefore, is included in the broader concept of obscenity, which indicates facts 

that offend in a serious and abhorrent manner the sense of confidentiality that must govern sexual 

manifestations. However, it is equally undoubted that, where the performance of obscene and at the 

same time pornographic acts is carried out by minors, the needs of criminal protection underlying the 

provision of article 600-b of the Italian Criminal Code, aimed at safeguarding the minor, entail the 

criminal relevance of the same types of behaviour that, if carried out by adults, would not be considered 
criminally punishable. This constitutes an expression of the clear will of the legislator to establish for 

minors a preventive and enhanced protection against the risks connected with the exhibition of 

pornographic content, thus bringing forward the threshold of criminal liability to the mere exposure to 

danger of the protected asset, thus giving such types of conduct undoubted criminal importance”. 
61 G. ARIOLLI, F. OTTAVIANO art. 600-b, cit., 662-663 
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given by the minor with respect to the conduct described in paragraph 

1: the consent given by the victim, even if close to reaching the age of 

majority, does not have any exempting value, since the concept of 

exploitation must be understood as the actual degradation of the child 

to an object of manipulation62, nor can the victim’s familiarity with 

the disclosure of his or her personal erotic images be taken into 

account, which, on the other hand, would indicate a particular fragility 

of the minor63. 

The second paragraph of article 600-b of the Italian Criminal 

Code punishes trade in pornographic material. “Trade” presupposes 

the pursuit of a motive related to profit and the existence of an 

organisational structure, albeit a basic one, which distinguishes this 

offence from the less serious ones envisaged in the third and fourth 

paragraphs64. Coordination with the first paragraph of article 600-b of 

the Italian Criminal Code is undoubtedly problematic, given that the 

legislator did not introduce a reservation clause similar to that which, 

instead, appears in the third and fourth paragraphs: some believe that 

admitting a concurrence of offences would mean incurring in a 

violation of the substantial ne bis in idem, while others specify that the 

concurrence could take place, at least in those cases where the minor 

has been used for the production of pornographic material intended 

not for large-scale distribution, but for merely domestic use65. 

Article 600-b of the Italian Criminal Code, third paragraph, 

punishes anyone who, apart from the cases referred to in the first and 

second paragraphs, by any means whatsoever, including by digital 

transmission, distributes, disseminates or advertises the pornographic 

material referred to in the first paragraph, as well as anyone who 

distributes or disseminates news or information aimed at the 

solicitation or sexual exploitation of minors under the age of 18. 

                                                   
62 Cass., Crim. Div. III, 07 June 2018, no. 34162 
63 Cass., Crim. Div. III, 16 October 2018, no. 1509. 
64 A. CADOPPI, Commento all’art. 3, in Commentario delle norme contro la violenza sessuale 

e contro la pedofilia, edited by A. Cadoppi, Cedam, 2006, 525. 
65 All necessary indications in G. ARIOLLI, F. OTTAVIANO Art. 600-b, cit., 665. 
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In both cases, these are types of conduct that can be considered 

prodromal with respect to the offences provided for in the first 

paragraph and with which the legislator has adopted the approach of 

advancing and strengthening the protection referred to on several 

occasions. Punishing the distribution, dissemination and publication 

of child pornography means combating the supply of such material 

and thus, indirectly, the exploitation of children that the same 

implies66. In the same way, incriminating the distribution or 

dissemination of news or information aimed at solicitation or 

exploitation (reference is still made to “exploitation”, despite the 

amendment of the first paragraph of article 600-b of the Criminal 

Code) responds to the logic of abstract danger, intervening on 

behaviour considered dangerous for the psycho-physical integrity of 

the child. 

With specific reference to the conduct of distribution, 

dissemination and distribution of child pornography, a distinction 

could be made, albeit purely for classification purposes, as follows67: 

 
a) disclosure is the activity by which the person puts child 

pornography into circulation, making it accessible; 

b) distribution refers to the activity by which the material is 

actually made available to a number of potential users; 

c) diffusion, which is more difficult to define, is considered by 

some to be overabundant and attributable to purely stylistic 

requirements68
, while according to others it would meet the need to 

attribute more certain criminal relevance to conduct carried out by 

means of digital transmission tools69. 

 

                                                   
66 L. PICOTTI, Commento all’art. 3 l. 3 agosto 1998, n. 269, in Commentari delle norme contro 

la violenza sessuale e della legge contro la pedofilia, Cedam, 1999, 543. 
67 For further indications in addition to those given in the text, see G. ARIOLLI, F. OTTAVIANO 

art. 600-b, cit., 666. 
68 A. MANNA, F. RESTA I delitti in materia di pedopornografia, cit, 228. 
69 DI GIOVINE O., sub art. 600-c.1C.C., cit., 3620 
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The common feature, however, seems to be making sexual 

abuse material accessible to a potentially indeterminate number of 

people. This would be the main element of distinction with respect to 

the fourth paragraph of article 600-b of the Italian Criminal Code that, 

by punishing the offer or sale of child pornography, would take into 

consideration conduct intended to reach specific persons70: thus, for 

example, the less serious hypothesis of the fourth paragraph would be 

configurable for the person who sends child pornography photos to a 

specific person by attaching them to an e-mail message or through the 

Facebook profile of the recipient of the message, so that only the latter 

has the possibility of viewing and downloading them71. As to the use 

of file sharing programs, case law has considered a particularly 

heterogeneous range of cases72. It has been specified, inter alia, that 

the application of the third paragraph of article 600-b of the Italian 

Criminal Code must be excluded in the case of the mere use of file-

sharing programs leading to the acquisition over the Internet and the 

sharing with other users of files containing child pornography, only 

when there are no further indications of the agent’s intention to 

disseminate the material, which can be inferred from the experience of 

the subject, from the duration in time of the possession of child 

pornography, from the numerical extent of the material and from the 

conduct, already unlawful under article 600-c of the Criminal Code73. 

Paragraph 4 of article 600-b of the Italian Criminal Code 

punishes the offer or transfer, even free of charge, of pornographic 

material as referred to in the first paragraph, introducing a residual and 

“closing” offence in the system of protection outlined by the case of 

child pornography. 

Finally, in 2012, the sixth paragraph of article 600-b of the 

Criminal Code introduced. a case that punishes anyone who attends 

                                                   
70 See e.g. Cass., Crim. Div. III, 17 December 2013, no. 5692 
71 Cass. Crim. Div. III, 27 September 2018 , no. 1647. 
72 For an effective summary of the most problematic issues, see G. ARIOLLI, F. OTTAVIANO 

Art. 600-b, cit., 667. 
73 Cass. Crim. Div. III, 14 December 2017, no. 14001 
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child pornographic exhibitions or shows, with a provision symmetrical 

to that laid down in article 600-a, second paragraph, of the Criminal 

Code in the field of child prostitution. 

 

 
5.1. Virtual pornography 

 
The broad interpretation of the concept of “child 

pornography”, although in line with the indications that can be derived 

both from the letter of the law and from the strengthening of protection 

required at supranational level, undoubtedly ends up making the 

profile of the protected legal asset more evanescent, at least in 

reference to the individual child being the object of representation. 

This process of distancing from the protected legal asset or, if 

you prefer, of its “dematerialisation’, reaches its peak with the case of 

virtual pornography, introduced into the Italian legal system by Law 

no. 38 of 6 February 2006 with article 600-c 1 of the Criminal Code 

and which immediately gave rise to significant perplexity74. 

 

 
Art. 600-c 1 C.C. 

 
The provisions of articles 600b and 600c shall also 

apply when the pornographic material depicts virtual images 

made using images of children under the age of 18 or parts of 

the same, but the penalty shall be reduced by one third. 

Virtual images are images created using graphic 

processing techniques that are not associated in whole or in 

part with real situations and whose quality of representation 

makes non-real situations appear real. 

                                                   
74 For an effective commentary on article 600-c1 of the Italian Criminal Code, see. O. DI 

GIOVINE, sub art. 600-C.1 C.C., in Codice penale, edited by T. Padovani, 5th ed. II, Giuffrè, 

2011, 4202. See also M. BIANCHI, sub art. 600-c.1 C.C., in Commentario, cit., 251 ff. 
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The letter of the law, especially having regard to the defining 

provision inserted in the second paragraph of article 600-c 1 of the 

Criminal Code, would seem clear in excluding the need for the virtual 

image to use representations of minors who really exist or, in any 

event, of clearly recognisable parts of them. What counts is the 

“pornographic result”, which could well derive from the graphic 

processing of “basic” images that, in themselves, have no 

pornographic content or that, in any case, do not depict a real child. 

This interpretation, it should be pointed out, would not only lead to an 

interpretatio abrogans of article 600-c 1 of the Italian Criminal Code, 

but would also be in contrast with the indications coming from 

international and European sources, from which it is clear that the 

concept of virtual child pornography includes not only images of 

minors filmed “in a situation of ‘pornographic physicality’, but also 

drawings, paintings, and everything that is suitable to give the viewer 

the idea that the object of the pornographic representation is a 

minor”75. Based on these premises, the case law has held that article 

600-c 1 of the Criminal Code is also applicable to “child pornography 

comics”, given that also comics, especially when they are obtained 

with professional digital technology, may contain images whose 

quality of representation makes sexual situations and activities 

involving minors appear to be true, even though they have had no 

correspondence with reality76. 

The fact that the “virtually pornographic” image can also 

completely disregard images of a “real” child reinforced the 

impression that the legislator’s aim was more to stigmatise a 

perversion of the subject or, in any case, a reprehensible conduct in 

                                                   
75 Cass., Crim. Div. III, 13 January 2017, no. 22265 
76 Cass., Crim. Div. III, 13 January 2017, no. 22265 For a commentary on the judgement see A. 

VALLINI, File-sharing di fumetti rappresentanti abusi su minori e reato di pornografia virtuale, in 

Quotidiano giuridico,, no. 4/9, 22 May 2017; A. CHIBELLI, La Cassazione alle prese con il delitto di 

pornografia minorile virtuale: lo “strano caso” della pedopornografia a fumetti, in Dir. pen. cont., 27 

June 2017; L. BRIZI, La nozione di “pornografia virtuale” verso un dominio della pericolosità sul fatto? 

in Crim. Cass. 11/2017, 4044 ff. 
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life, rather than punishing an offence, albeit in the form of a mere 

endangerment, against assets owned by the minor77. 

On the contrary, it could be argued that the purpose of the 

incrimination is to prevent the shift between “virtual” and “real”, since 

it would still be a conduct indicating a dangerousness of the subject 

and would therefore justify an (albeit significant) advance of the 

criminal protection. The reference scheme would be the one offered 

by the so-called. obstacle offences, in which the offence does not 

concern a legal asset but the realisation of certain situations that the 

State has an interest in preventing from happening78. However, this 

reconstruction raises further doubts, since, as we will try to clarify, the 

relationship between “real” and “virtual” is far from obvious even 

when the images represent minors who really exist. 

 

 
5.2. Child grooming 

 
In an undoubtedly peculiar position, also for the purposes of 

defining the protected legal asset, is the case of solicitation of minors, 

often referred to as child grooming. 

The concept of grooming, which literally means preparing 

someone for a certain purpose or goal, has been used for the first time 

by Anna Salter79 to describe the methods of psychological 

manipulation used to select, involve and maintain children in a 

situation of sexual abuse and exploitation. 

The incrimination of grooming conduct is particularly 

complex, since it would in any case be a matter of preparatory acts, 

often far removed from an actual offence (injury or endangerment) of 

                                                   
77 For all necessary bibliographical references, reference is made to L. BRIZI La nozione di 

“pornografia virtuale”, cit., 4046 
78 On this point see, agian, L. BRIZI La nozione di “pornografia virtuale”, cit., 4027. 
79 A. SALTER Transforming Trauma: A Guide to Understanding and Treating Adult Survivors 

of Child Sexual Abuse, Newbury Parl, 1995, 74 ff. V. sul puntoOn the point, see I. SALVADORI, 

L’adescamento di minori, cit., 1. 
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the individual legal asset of the harmonious psycho-physical 

development of the child. The risk, again, would be to stray too far 

from the requirements of a “criminal law related to the offending act”. 

It should also be pointed out that there are many different 

forms of child grooming. First of all, it is not a question of types of 

conduct only carried out by outsiders, since they may well be attribute 

to members of the child’s family or school circle. Secondly, the 

phenomenon in question does not occur exclusively online, although 

the potential offered by the technological development has opened up 

significant new frontiers in child grooming80. 

There are at least five stages of online child grooming, 

although they are not always so clearly separated from each other81: 

1) the groomer gets in touch with the potential victim with the 

aim of forming a friendship (friendship-forming stage). It may happen 

that the predator uses false profiles, perhaps lying about his/her age; 

2) the groomer tries to consolidate the relationship of trust 

with the child (relationship-forming stage), trying to acquire personal 

information and to intercept his/her tastes, perhaps flattering him/her 

with modest gifts; 

3) the groomer ensures that the relationship with the child is 

not discovered by the adults closest to the same (risk-assessment 

stage); 

4) the groomer tries to consolidate the communicative 

relationship, perhaps by using a mobile phone or, in any case, 

communication tools that ensure greater confidentiality (exclusivity 

stage); 

5) the groomer introduces in the conversations, in a 

progressively more explicit manner, topics of a sexual nature (sexual 

stage), perhaps sending child pornography material or, in any case, 

attempting to “normalise” sexual activities between minors and adults. 

                                                   
80 I. SALVADORI L’adescamento di minori, cit., 3 ff. 
81 The information in the text is taken from I. SALVADORI, L’adescamento di minori, cit., 7 ff. 
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In some cases, the relationship ends when the predator obtains 

pornographic material from the child or when he or she considers 

his/her sexual fantasies fulfilled through virtual contact. In other cases, 

however, the relationship becomes “real”, leading to an encounter 

between the groomer and his/her prey. 

The Italian legal system has provided for a specific case aimed 

at punishing the solicitation of minors with article 609-l of the Italian 

Criminal Code, introduced by Law 172 of 2012: 

 

Whoever, with the purpose of committing the offences 

referred to in articles 600, 600-a, 600-b and 600-c, including 

those relating to pornographic material referred to in article 

600-c 1, 600-d, 609-a, 609-c, 609-d and 609-g, solicits a child 

under the age of 16, shall be punished, if the act does not 

constitute a more serious offence, with imprisonment from one 

to three years. Solicitation is meant as any act aimed at gaining 

the trust of a child by means of trickery, flattery or threats, 

including through the use of the Internet or other networks or 

means of communication. 

 
It is not, therefore, an offence that can only be committed by 

an adult to the detriment of a minor: since it is a common offence, it 

could well concern conduct between persons who are both minors82. 

With reference to the reservation clause in article 609-l of the 

Italian Criminal Code. (“if the act does not constitute a more serious 

offence”), case law has clarified that the offence of soliciting minors 

can only be committed if the conduct does not include the end-crime, 

not even in the attempted form: in the event, for example, of an explicit 

prospect and planning of meetings aimed at having sexual relations 

with a person under the age of 14, the attempted offence under article 

                                                   
82 This circumstance is noted critically by I. SALVADORI, L’adescamento di minori, cit., 87 ff. 
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609-c of the Criminal Code would be committed, excluding the 

application of the solicitation case83. 

As regards the doubts relating to the excessive advance of 

protection that would be achieved by article 609-l of the Italian 

Criminal Code, the Court of Cassation held that the case in question 

does not raise any doubts of constitutional legitimacy. In view of the 

protection obligation imposed by article 23 of the Lanzarote 

Convention, the Italian legal system chose to introduce a case that 

punished prodromal conduct not only in respect of the offence 

committed for the purpose of solicitation, but also in respect of the 

related attempted offences. 

 
The choice was made to respond with the utmost 

severity to the current social emergency of combating child 

grooming - especially when carried out via the Internet, which 

is now widespread due to the easy possibility of establishing 

unprotected relationships via computer with the aim of 

neutralising the risk of late intervention. Therefore - in full 

compliance with the ordinary and lawful relations between 

domestic and supranational legislation, whereby the convention 

establishes the minimum and essential protection core to be 

afforded to a given legal situation, the individual Member States 

remain free to guarantee a higher level of protection through 

the provision of stricter and more incisive penalties for the 

repression of conduct harmful to the protected legal asset - has 

decided to advance the protection to a prodromal phase with 

respect to the attempt to commit sexual offences against minors, 

by bringing within the scope of criminal liability acts that are 

preparatory to the organisation of a meeting with the purpose 

of committing a sex offence, provided that such acts, limited to 

a specific range of types of conduct, constitute a danger to the 

                                                   
83 Cass. Crim. Div. III, 13 July 2020 , no. 25431. 



 

-58- 

protected legal asset, and are therefore capable of affecting it, 

albeit at an early stage. The discretionary choice made by the 

legislator, in addition to being fully legitimate from the 

standpoint of intergovernmental relations (it should be 

remembered, in this regard, that the American and Canadian 

legal systems provide for an even earlier threshold of criminal 

liability, punishing any conduct involving contact between an 

adult and a minor for the commission of sexual offences), has 

the merit of repressing all the phases identified by the most 

recent medical-psychiatric science to describe the structure of 

the psychological manipulation carried out by the groomer to 

attract the minor and make him or her a victim of sex crimes. 

With the introduction of art. 609-L of the Italian Criminal Code, 

the conduct of victim selection, friendship forming stage, risk 

assessment stage, and exclusivity stage are criminalised, i.e. all 

the types of conduct through which the agent, driven by the 

sexual motive, selects the victim, makes contact with him/her, 

establishes an intimate and confidential relationship, wins 

his/her trust, introduces the sexual theme and sends the first 

invitations to him/her, while the final stage - the so-called 

sexual stage in which the agent puts pressure on the minor with 

a view to the meeting and actually starts to organise it - remains 

included within the scope of the attempt, because it is 

chronologically closer to the commission of the sexually 

motivated offence considered from time to time, more risky in 

terms of the actual damage to the protected legal asset and 

therefore deserving of criminalisation in all its forms of 

manifestation (provided that they are suitable and related 

unequivocally to the commission of the offence) and to suffer a 

more severe penalty84. 

 

                                                   
84 Cass., Crim. Div. III, 15 March 2018, no. 32170. 
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5.3. Sexting and domestic child pornography: the relevance 

of the child’s “informed consent” 

 
A further phenomenon that could involve minors in sexual 

practices through the use of digital transmission tools is the so-called 

sexting (from “sex” and “texting’), which is the practice of sending 

sexually allusive images via mobile phone or the Internet. 

A common distinction is made between primary sexting , if 

the image is sent by the person who took the picture, in a private 

relationship with the recipient of the image, and secondary sexting , if 

the first recipient of the image, or others, puts the image into 

circulation by sending it to third parties85. 

The Court of Cassation held that the conduct of a person who 

transmits to others images taken directly by a minor in a self-portrait 

is not criminally considered to be the transfer of child pornography, if 

the “original” transfer took place without any intervention of external 

persons and in a voluntary manner. Article 600-b of the Italian 

Criminal Code. does not regulate all child pornography material but 

only the material formed through the instrumental exploitation of 

children by a third party: the use of the child by a third party is a 

constitutive element of the offence itself86. More recently, however, 

the Court specified that, if the first paragraph of article 600-b 

Of the Criminal Code presupposes an alterity between the perpetrator 

of the offence and the offended person or, rather, the external 

production of the material, this does not also apply to the hypothesis 

of transfer provided for in the fourth paragraph: in this case the 

                                                   
85 M. BIANCHI Il “sexting minorile” non è più reato?, in Dir. pen. cont. - Riv. trim., 1/2016, 

139; D. ROSANI, “Send nudes”. Il trattamento penalistico del sexting in considerazione dei diritti 

fondamentali del minore d’età, in Dir. pen. cont. - Riv. trim., 2/2019, 16 ff. 
86 Cass., Crim. Div. III, 21 March 2016, no. 11675. It should be pointed out from the outset that 

if the exchange of erotic messages is part of a broader context of “coercion”, Italian case law has not 

hesitated to recognise the existence of sexual violence (article 609-a of the Criminal Code), regardless 

of the absence of physical contact with the offended person (Court of Cassation, Crim. Div. III, 2 July 

2020, no. 25266). 
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fundamental requirement is not so much that of the external production 

of the child pornography material, but the abusive nature of the 

conduct by which the third party enters into the availability of that 

material. It does not matter whether the material is produced directly 

by the minor who is the subject of the representation87. The most 

significant fact concerns the leveraging of a child’s sexual freedom 

based on his or her valid consent, even when this relates to the 

dissemination of pornographic material depicting him or her. Sexting, 

moreover, is often part of a context of online dating, which is 

increasingly widespread among young people, becoming a 

“physiological” component of their sexuality88. It is no coincidence, 

moreover, that both Framework Decision 2004/68/JHA and the 

Lanzarote Convention left to individual jurisdictions wide margins of 

discretion with respect to pornographic activities involving the 

voluntary participation of a child capable of giving sexual consent89. 

The free participation of minors in pornographic activities 

seems to be confirmed also with reference to the case envisaged in the 

first paragraph of article 600-b of the Criminal Code. The Court of 

Cassation clarified that the concept of “use” of the child implies the 

transformation of the child from a subject endowed with sexual 

freedom and dignity into an instrument for satisfying the sexual 

desires of others or for obtaining various kinds of benefits: (only) in 

the presence of such types of conduct, any consent of the child should 

also be considered invalid90. It follows, in the opinion of case law, that 

an automatic and indiscriminate criminal relevance of domestic 

pornography, which previous case law kept outside the scope of article 

600-b of the Italian Criminal Code, through the concrete danger of 

dissemination of pornographic material, can and should be excluded. 

A distinction should also be made regarding abusive production, either 

because of the agent’s position of supremacy over the child or because 

                                                   
87 Cass., Div. III, 21 November 2019, No 5522. 
88 More broadly, D. ROSANI “Send nudes”, cit., 17. 
89 Framework Decision 2004/68/JHA, art. 3 § 2 letter (b); Lanzarote Convention, art. 20 § 3. 
90 Cass., Joint Crim. Div., 31 May 2018, no. 51815. 
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of the manner in which the pornographic material is produced (e.g. 

threat, violence, deception) or because of the commercial purpose 

behind the production, or because of the age of the children involved, 

if this is below the age of sexual consent. If, on the other hand, the 

images or videos relate to sexual privacy in the context of a 

relationship that, having regard to the circumstances of the case, is not 

characterised by conditioning deriving from the position of the 

perpetrator, but is the result of a free choice and is intended for strictly 

private use, the application of article 600-b of the Criminal Code must 

be excluded91. A paradigmatic case of these activities would be the 

relationship between minor over the age of 14, making pornographic 

images for strictly private use. 

The risk, however, was that the legal system would show a 

lack of protection for activities that are not only widespread, but in 

respect of which the need to protect minors did not seem to tolerate 

“lowering the guard”, especially in view of the widespread power of 

computer and digital transmission tools, which are particularly 

                                                   
91 Cass., Joint Crim. Div. 31 May 2018, no. 51815. The conclusions referred to in the text would 

find confirmation in the relevant international and European sources: “In relation to such acts, the fact 

that such conduct belongs to the sphere of “private sexual autonomy” must undoubtedly be emphasised 

in order to avoid “overcriminalisation”, which is not consistent with the aims of criminal law. The 

above-mentioned supranational sources expressly take this requirement into account. In particular, art. 
3, paragraph 2, of Council Framework Decision no. 2004/68/JHA of 22 December 2003, which reads 

as follows: “2. A Member State may establish that conduct relating to child pornography shall be exempt 

from criminal liability: (...) 

(b) referred to in art. 1, letter b), points 1) and 2), where, as a matter of production and possession, 

images of children who have reached the age of sexual consent are produced and possessed with their 

consent and solely for their private use. Even in cases where the existence of a consent has been 

established, the same cannot be considered valid if, for example, the offender has obtained it by 

exploiting his or her superiority in terms of age, maturity, social status, position, experience, or by 

abusing the victim’s state of dependence on the offender”. Similar provisions are contained in art. 20, 

par. 3 of the Lanzarote Convention, which gives the State legislator the power to exclude the criminal 

relevance of the production and possession of pornographic material involving minors who have 

reached the age of sexual consent, “when such images are produced or possessed by them with their 

consent and solely for their private use”. In the same vein is European Union Directive 2011/93 (EU) 

against the sexual abuse and sexual exploitation of minors and child pornography, which replaced the 

previous Council Framework Decision no. 2004/68/JHA and was implemented in the national law by 
Legislative Decree. no. 39 of 4 March 2014, which gives Member States discretion to decide whether 

or not to criminalise “the production, acquisition or possession of child pornography involving children 

who have reached the age of sexual consent in cases where such material is produced and possessed 

with the consent of those children and solely for the private use of the persons involved, provided that 

the act does not involve any abuse”. 
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widespread among the youngest. 

 

 
5.4. The so-called revenge porn 

 
Also, in order to (attempt to) remedy the shortcomings in the 

matter of dissemination of child pornography material which, 

upstream, was also characterised by a consent given by the portrayed 

person, the so-called red code (Law no. 69 of 2019) introduced, in 

article. 612-b of the Italian Criminal Code, the case of unlawful 

dissemination of sexually explicit images or videos, which was 

immediately presented as the response of the Italian system to the 

phenomenon of so-called revenge porn. 

The label “revenge pornography” generally encompasses 

phenomena that are very different from each other and not always 

characterised by the same degree of harm to the legal asset of sexual 

freedom of the offended person. In order to propose a summary 

definition, this term refers to all types of non-consensual conduct 

involving the sending, delivery, transfer, publication or dissemination, 

by electronic means, of images or videos with sexually explicit 

content92. 

The “non-consensual” disclosure of pornographic material 

can be considered as a “starting point” for an analysis of the criminal 

model in question, given that, in the case of consensual disclosure - 

provided, of course, that consent can be considered validly given -, the 

conduct falls within the area of criminal irrelevance, since it is a 

factual situation not particularly “distant” from the so-called “official” 

or “commercial” pornography. 

A distinction is made, as a first approximation, between 

                                                   
92 On the complex phenomenon of revenge porn, also from a comparative perspective and for 

important terminological clarifications, see G.M.. CALETTI, “Revenge porn” e tutela penale. Prime 

riflessioni sulla criminalizzazione specifica della pornografia non consensuale alla luce delle esperienze 

angloamericane, in Dir. pen. cont. - Riv. Trim., 3/2018, 65 ff. 
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“revenge porn” in a strict sense and “revenge porn” in a broader sense. 

In the first hypothesis, the context of reference is generally that of a 

sentimental relationship, at the end of which one of the two parties 

involved, with a vindictive or intimidating purpose, publishes images 

or videos with a sexual content depicting the former partner and 

intended to remain private: although the production of the material 

must be considered “free”, in that it is not extorted with violence, nor 

stolen with deception. Its dissemination, however, cannot be 

considered equally “free”93. 

The expression “revenge porn” in the broad sense indicates all 

the various forms of non-consensual dissemination of pornographic 

images or images with a sexual content, regardless of whether there 

has been a prior romantic relationship between the agent and the 

“portrayed” person, or any retaliatory intent. One example is the 

intrusion by hackers into the iCloud accounts of celebrities and 

politicians, resulting in the publication of “private” photos and videos. 

Or to the person who, without the consent of the portrayed individual, 

produces pornographic material, immortalising the victim in sexually 

sensitive situations (such as, for example, changing rooms, dressing 

rooms, etc.). 

The “spotlight” on the so-called “porn revenge” was turned on 

in Italy following the sadly well-known suicide of Tiziana Cantone, 

which occurred after the “viral” dissemination of some erotic videos 

depicting the victim94. 

On the criminal side, the Italian legal system has shown itself 

                                                   
93 See G.M. CALETTI, “Revenge porn” e tutela penale. Prime riflessioni sulla 

criminalizzazione specifica della pornografia non consensuale alla luce delle esperienze 

angloamericane, in Dir. pen. cont. - Riv. Trim., 3/2018, 65 ff: “The essential ingredients for a revenge 

porn hypothesis are: the consensual creation of intimate or sexual images within the context of the 

couple, the non-consensual publication of the images by one of the members of the couple (generally, 
the man), the aim pursued by the former partner who publishes the images to take revenge following 

the break-up - often conflictual (“vicious breakup”) - of the romantic relationship”. 

 
94 An effective reconstruction of Tiziana Cantone’s case is offered by G.M. CALETTI, “Revenge 

porn” e tutela penale, cit., 65 ff. 



 

-64- 

to be clearly ineffective in terms of protection, with two judicial cases 

being dismissed: firstly, the Naples examining judge dismissed the 

proceedings for defamation against the four men who had allegedly 

disseminated the videos in question and, subsequently, those against 

unknown persons for incitement to suicide95. 

The emergency recently resurfaced against a Member of 

Parliament of the Italian Republic, an event that gave a strong 

“political” impetus to the approval of the new article 612-b of the 

Italian Criminal Code. 

More in detail, Law no. 69 of 19 July 2019, as a result of the 

final approval of the discussed draft law no. 1200 on “Amendments to 

the Criminal Code, the Code of Criminal Procedure and other 

provisions on the protection of victims of domestic or gender-based 

violence” (so-called “Red Code”)96 has introduced, as mentioned 

above, article 612-b of the Criminal Code, entitled “Illegal 

dissemination of sexually explicit images or videos” (art. 10, Law No. 

69 of 19 July 2019), also providing for an increase of the basic 

sanctions for the crimes of Persecution and Family Maltreatment. 

The new provision, unless the act constitutes a more serious 

offence, punishes with imprisonment from one to six years and with a 

fine ranging from €5,000 to €15,000, the conduct of anyone who, after 

having made or taken them and without the consent of the persons 

represented, sends, delivers, transfers, publishes or disseminates 

images or videos with sexually explicit content, intended to remain 

private (first paragraph). The second paragraph, by configuring an 

“alternative” way of carrying out the offence compared to the scheme 

described for the first case, incriminates anyone who, having received 

or in any way acquired the images or videos, sends, delivers, transfers, 

                                                   
95 In the area of civil liability, however, see M. MONTANARI, La responsabilità delle 

piattaforme on-line (il caso Tiziana Cantone), in Diritto dell’Informazione e dell’Informatica, II/2017, 

254 ff. (commentary on North Naples Court, 03 November 2016). 
96 For some (also critical) initial reflections on the draft law so-called “Code Red” see L. ALGHERI 

Il c.d. codice rosso: tempi rapidi per la tutela delle vittime di violenza domestica e di genere, in Dir. pen. 

proc., 10/2019, 1363 ff. 
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publishes or disseminates them with the aim of causing harm to the 

portrayed persons97. 

The distinction between the two “equivalent” provisions is 

marked by the different manner in which the agent comes into 

possession of the “intimate” material: while in the hypothesis 

governed by the first paragraph, the distributor produces “by his own 

hand”, also with the consent of the victim, or takes the pornographic 

material from the represented person (the so-called original 

distributor), in the hypothesis governed by the second paragraph the 

active subject discloses the intimate or sexual images received from 

third persons or otherwise acquired (the so-called second distributor). 

In the latter case, for the purposes of typicality, the legislator requires 

the pursuit of a particular purpose (so-called specific intent of further 

offence), i.e. the person acting in order to cause harm to the portrayed 

persons. It is precisely this requirement that in practice could give rise 

to a number of problems, since, as we have tried to clarify, very 

different factual situations coexist within the revenge porn 

phenomenon, which, not infrequently, may differ from a “revenge” 

intention: the judicial assessment of the specific intent may in fact turn 

out to be a probatio diabolica. 

Ultimately, it seems to be possible to say that if, on the one 

hand, the “new” criminal offences are able to include in the the 

criminally relevant sphere hypotheses that are not perfectly referable 

to the phenomenon of porno revenge by the former partner, 

considering that in the abstract formulation the legislator does not 

require as a prerequisite of the offence any previous or in progress 

relational dynamics, on the other hand, the risk is to leave unpunished 

                                                   
97 On article 612-b of the Italian Criminal Code, see the comments of B. ROMANO, L’introduzione 

dell’art. 612-ter del codice penale in materia di diffusione illecita di immagini o video sessualmente 

espliciti (art. 10, l. 19 luglio 2019, n. 69), in Commento alla L. 19 luglio 2019, n. 69 in materia di tutela 
delle vittime di violenza domestica e di genere, edited by B. Romano, A. Marandola, Pacini Editore, 2020, 

105 ff.; S. LOMETTI, Dei delitti contro la persona e delle leggi ad essi connesse. Il delitto di diffusione 

illecita di immagini o video sessualmente espliciti, in Il codice rosso commento organico alla legge 19 

luglio 2019, n. 69, in materia di tutela delle vittime di violenza domestica e di genere , edited by A. Conz, 

L. Levita, Dike, 2019, 228 ff. 
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types of conduct particularly harmful to the sexual freedom of the 

victim. Already in the case of Tiziana Cantone, the vindictive purpose 

was not immediately apparent. 

Moreover, the non-consensual production of intimate or 

sexual images also falls within the scope of article 612-b, albeit only 

in terms of a non-punishable prior act. 

It should be noted that, in a field that is in many respects 

similar to the offence of acts of persecution98, the rationale of article 

612-b of the Criminal Code is to be found in the protection of moral 

freedom, understood in its broadest sense99, against types of conduct 

that are intrusive and offensive to the individual’s freedom of self-

determination, at a time in history when there appears to be an 

exponential increase, especially in political and media 

communication, in a collective feeling of “fear” with reference to the 

complex phenomenon of the so-called revenge porn. The emotional 

and empathetic impact aroused in the community is in some ways 

similar to that which inspired the decision to criminalise stalking100, 

implemented through an emergency decree (so-called “Security 

Package”)101: both article 612-a and article 612-b of the Criminal Code 

are part of the numerous legislative reforms of criminal law, both 

substantive and procedural, aimed at addressing the “drugged demand 

                                                   
98 Monographic studies on the crime of persecutory acts include A.M. MAUGERI Lo stalking 

tra necessità politico-criminale e promozione mediatica, Giappichelli, 2010. G. DE SIMONE, Il delitto 

di atti persecutori, Aracne, 2013. Again, on the analysis of the case provided for in article 612-a of the 

Criminal Code, please refer to G. BAFFA, Gli atti persecutori. Gli elementi costitutivi della fattispecie 

e la definizione dei rapporti specifici con altre norme incriminatrici , in Temi penali, Vol. II, Delitti 

contro la persona. Delitti contro il patrimonio, edited by M. Trapani, A. Massaro, Giappichelli, 2019, 

229 ff. 
99 In other words, moral freedom would include freedom of self-determination, conscience, 

thought and emotional life, as well as psycho-physical integrity and individual peace of mind. For a 

reconstruction of the concept of moral freedom, for all, G.M. FLICK, entry Libertà individuale (delitti 

contro la), in Enc. dir., vol. XXIV, Giuffè, 1974, 594 ss.; G. VASSALLI, Il diritto alla libertà morale 

(Contributo alla teoria dei diritti della personalità), in Studi in memoria di Filippo Vassalli, vol. II, 

Utet, 1960, spec. 1689. 
100 On the paradigms of emergency legislation see extensively S. MOCCIA, La perenne emergenza. 

Tendenze autoritarie nel sistema penale, ESI, 2000, spec. 29 ff. 
101 The reference is to Leg. Decree No 11 of 23 February 2009, on “Urgent measures on public 

safety and combating sexual violence, as well as on persecutory acts” and converted into Law. no. 38 

of 23 April 2009. 
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for security”102, by setting up a more incisive repressive system with a 

view to greater protection of the victim103. Looking more closely, it is 

clear that these are “sister” offences - as demonstrated by the 

parallelism in the description of the abstract legal models and the 

provision of an almost identical set of aggravating circumstances104 - 

which are the offspring of an “emergency” criminal law. 

Before the introduction of article 612-b of the Italian Criminal 

Code, the offences under consideration were those of child 

pornography (article 600-b, third paragraph); aggravated obscene 

publication and performance (article 528, par. 3, C.C.), Defamation 

(article 595 C.C.), Private violence (article 610 C.C), Illegal 

interference in private life (article 615-a C.C), Dissemination of 

fraudulent filming and recording (article 617-f C.C.) and Unlawful 

processing of personal data (article 167 of the Privacy Code). 

The provision of article 612-b of the Criminal Code - just like 

the case of stalking - begins with an express (relatively undefined) 

subsidiarity clause105, which identifies the applicability of the offences 

                                                   
102 Thus L. FERRAJOLI, Principia iuris. Teoria del diritto e della democrazia, Editori Laterza, 

2007, 372. On this point, see also D. PULITANÒ Sicurezza e diritto penale, in Riv. it. dir. proc. pen., 

2/2009, 547 ff. 
103 In this sense, the revenge porn reform, as well as the stalking reform, would be part of a wider 

system aimed at abandoning a perpetrator-centric approach to criminal justice, in favour of a victim-
centric model. On the new concept of “injured party”, please refer, also for further biblical references, 

to A. MASSAROG. BAFFA, A. LAURITO, Violenza assistita e maltrattamenti in famiglia: le 

modifiche introdotte dal c.d. codice rosso, in Giurisprudenza penale trimestrale, 1/2020, 69 ff. In 

general, on the victim-centric model, the considerations of V. MANES Il giudice nel labirinto. Profili 

delle intersezioni tra diritto penale e fonti sovranazionali , Dike, 2012, 116 ff. 
104 In particular, the third and fourth paragraphs state: “3. The penalty shall be increased if the acts 

are committed by the spouse, including a separated or divorced spouse, or by a person who is or has been 

bound by a relationship of affection to the offended person, or if the acts are committed by means of 

computer or digital transmission systems. 4. The penalty shall be increased by between a third and a half 

if the acts are committed to the detriment of a person in a state of physical or mental inferiority or to the 

detriment of a pregnant woman”. It should be noted that within article 612-b of the Criminal Code there is 

no “replication” of the increased sanction where the act is committed to the detriment of a minor, an 

aggravating circumstance provided for instead by the third paragraph of article 612-a of the Criminal 

Code. The legislative choice does not seem to be very sound, since minors are one of the categories most 

at risk in revenge porn. The last paragraph, on the other hand, regulates the prosecution regime: “5. The 
offence is punishable on complaint by the injured party. The time limit for filing a complaint is six 

months. The dismissal of a complaint may only be procedural. However, the prosecution will occur ex 

officio in the cases referred to in the fourth paragraph, as well as when the fact is related to another 

offence for which it is necessary to prosecute ex officio”. 
105 On the types and function of reservation clauses, for all, see G. DE FRANCESCO Lex 



 

-68- 

“unless the act constitutes a more serious offence”. 

The general function of reservation clauses is to prevent the 

applicability of the case containing them if the same “fact” also 

integrates the provisions of the law referred to106. In other words, their 

presence has the effect of identifying two rules in a relationship of 

mutual speciality107: subsidiarity clauses, in fact, are relevant in cases 

where the structure of the concrete case in itself would lead to the 

referral to further rules (“common sub-facts”), by defining that a 

certain factual situation will give rise to the “referral” rule unless the 

same is defined as an offence by another or more serious provision. 

Having said that, as regards the definition of the “extrinsic” 

boundaries of the offence of unlawful dissemination of sexually 

explicit images or videos compared to other offences, the scope of the 

subsidiarity clause is extremely limited. 

More specifically, examining the relationship between the 

offence of persecutory acts and the offence of unlawful dissemination 

of sexually explicit images or videos, the reservation clause contained 

in article 612-a of the Criminal Code does not seem to play any role 

between the offence of stalking and a single episode of unlawful 

dissemination of sexually explicit images or videos, since the latter 

does not “cover” the entire Persecution offence. Indeed, the newly 

introduced offence does not constitute a habitual offence, unlike the 

provision in article 612-a of the Criminal Code. 

It is undeniable, however, that the sending, delivery, transfer, 

publication or dissemination of private images or videos with sexually 

explicit content may constitute a criminally relevant part of the 

stalker’s behaviour, falling under the notion of harassment. Indeed, 

“harassment” must be understood, at least in common parlance - since 

                                                   
specialis. Specialità ed interferenza nel concorso di norme penali, Giuffrè, 1980, 140 ff.; F. 
MANTOVANI, Concorso e conflitto di norme nel diritto penale, Zanichelli, 1966, 482 ff.; M. 

TRAPANI, La divergenza tra il “voluto” e il “realizzato”, Giappichelli, 2006, 258 ff 
106 Almost verbatim G. DE FRANCESCOLex specialis, cit, 141. 
107 On the relationship of mutual speciality between two legal provisions which would result from 

a subsidiarity clause M. TRAPANI La divergenza, cit., spec. 258-260 
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it is not possible to identify a unitary concept valid for the entire 

criminal justice system - as any indiscreet interference, unwelcome or 

aimed at destabilising the psychological balance and the intimate, 

affective and relational sphere of the individual, as well as any 

behaviour that produces a conditioning effect on the victim’s freedom 

of choice and self-determination108. With specific reference to types of 

behaviour of a sexual nature (so-called sexual harassment), then, 

under article 612-a of the Criminal Code, specific relevance is 

attributed to those libidinous acts which, while not affecting the sexual 

and physical sphere of the victim, damage the victim’s personal 

tranquillity and moral freedom (such as unwelcome courting and 

messages with obscene content and of a sexual nature)109, marking the 

difference with the crime of sexual violence in the lack of bodily 

contact with the injured party, which constitutes an implicit negative 

requirement of the crime of persecution110. 

                                                   
108 G. CONTENTO, Molestie o disturbo alle persone, in Enc. giur. Treccani, vol. XX, 1990, 2, the 

author defines the concept of harassment as “any behaviour capable of harming the right of the subject to 

the full availability, in a normal and exclusive manner, of his or her time, own person and way of acting, in 

short, his or her way of life, without having to undergo motivational interference, neither accepted nor 

appreciated, which is capable of altering the normal process of formation of his or her will”. On the 

impossibility of holding that all harassing conduct referred to in the offence of persecution is in itself only 

punishable under the offence referred to in article 660 of the Criminal Code, reference may be made to G. 

BAFFA, Gli atti persecutori, cit., 236 ff. 
109 In the doctrine, albeit in relation to the offence referred to in article 660 of the Criminal Code, 

see F. ANGIONI Molestia o disturbo alle persone (art. 660), in Trattato di diritto penale. Parte 

speciale. Le contravvenzioni , directed by A. Cadoppi, S. Canestrari, A. Manna, M. Papa, vol. XI, Utet, 

2012, 115; In jurisprudence ex pluribus see Cass. Crim. Div. III, 6 June 2008, no. 27762, in Dejure: 

“Sexual harassment, which is currently a particular form of harassment already established as an offence 

by article 660 of the Criminal Code, occurs independently of physical contacts having a sexual nature 

and is expressed either by flirtatious courtship or by petulant telephone calls or vulgar expressions in 

which the sexual background constitutes a motive and not a moment of the conduct. Ultimately, it 

coincides with all sexually connoted types of conduct, other than sexual abuse, which go beyond a 

simple compliment or the mere suggestion of establishing an interpersonal relationship”. The 

reconstruction summarised here also seems to be perfectly coherent in systematic terms: indeed, if one 

did not take as a criterion of difference between sexual violence (under article 609-a of the Criminal 

Code) and sexual harassment (under articles 612-a and 660 of the Criminal Code) the notion of bodily 

contact, there would be no justification for the different sanctioning treatment provided for by the crime 

of sexual violence under article 609-a, the crime of sexual acts with a minor under article 609-c and the 

offence of corruption of minors under article 609-d of the Criminal Code. 
110 In other words, the more serious offence referred to in article 609-a of the Criminal Code will 

be constituted by any conduct which, even if occasional, involves the body and offends sexual freedom 

(think of the case of the person who touches the buttocks of the victim in a non-casual manner, even 

though she is still clothed, and of the person who, despite clear dissent, attempts to grope her breasts 

and kiss her). Thus A.M. MAUGERI Lo stalking, cit., 116 ff. 
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Thus, returning to the issue of the relationship between the 

offence of persecution and the offence of unlawful dissemination of 

sexually explicit images or videos, it does not seem unreasonable to 

assume that the latter can be considered absorbed by the first case in 

that, on the one hand, a less severe sanctioning treatment is envisaged, 

on the other hand, the description of the typical conduct seems to be 

referable, at least substantially, to the broad notion of harassment 

pursuant to art. 612-A of the Criminal Code; and this not because of 

the reservation clause, but rather because of the general interpretation 

criteria: in fact, harassment (as well as threat) assumes, in the context 

of the incriminating provision, the role of an intermediate event(more 

correctly: sub-event)111
 whose mode of implementation, given its 

extent in terms of content, cannot be identified in a general and 

abstract manner, finding a limit only in the human imagination112. 

On the contrary, the newly introduced offence must be 

considered prevalent with respect to the offence of child pornography, 

where the agent, also by electronic means, distributes, discloses, 

disseminates or publicises sexually explicit videos or images 

portraying minors under the age of eighteen, without their consent 

(article 600-b, par. 3, Criminal Code). This is, in essence, a less serious 

offence, in a structural relationship of reciprocal speciality with the 

offence referred to in article 612-b of the Criminal Code113. 

                                                   
111 See also G. DE SIMONE Il delitto, cit., 119. 
112 It follows that the offence of persecution is a free-form offence, in view of the multiplicity of 

types of behaviour through which it is possible to achieve, first, harassment and threats and, 

subsequently, naturalistic events. In this sense F. VIGANÒ Il delitto di atti persecutori (art. 612-a C.C.), 

in I delitti contro la persona. Libertà personale, sessuale e morale. Domicilio e segreti, edited by C. 

Piergallini, F. Viganò, M. Vizzardi, A. Veri, in Trattato di diritto penale. Parte speciale, directed by G. 

Marinucci, E. Dolcini, Cedam, 2015, 664, contra for all see M. CAPUTO Eventi e sentimenti nel delitto 

di Atti persecutori, in Studi in onore di Mario Romano, edited by M. Bartolino, L. Eusebi, G. Forti, vol. 

III, Jovene, 2011, 1389. 
113 On the relationship between the offence referred to in article 612-b C.C. and the offence 

referred to in article 600-b C.C., see G.M. CALETTI, “Revenge porn”. Prime considerazioni in vista 
dell’introduzione dell’art. 612-b C.C., cit., par. 5. Moreover, the Court of Cassation has recently ruled 

out the disclosure of self-produced images by the child falling within the scope of article 600-b C.C. 

Thus Cass. Crim. Div. III, 21 March 2016, no. 116755, on which see M. BIANCHI, Il “sexting 

minorile” non è più reato?, in Dir. Pen. Cont. - Riv. Trim., 1/2016, 139 ff. Such hypotheses could, on 

the other hand, fall within the operational sphere of the crime under article 612-b of the Criminal Code. 
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In addition, the following offences could be considered 

absorbed into the case under consideration here: Aggravated obscene 

publication and shows (art. 528, par. 3 C.C.), Defamation (art. 595 

C.C.), Private violence (art. 610 C.C.), Unlawful interference in 

private life (art. 615-A C.C.), Dissemination of fraudulent filming and 

recording (art. 617-F C.C.) and Unlawful processing of personal data 

(art. 167 of the Privacy Code). The relationship with the offence of 

Incitement to suicide or aiding and abetting suicide (art. 580 C.C.) is 

much more complex and may represent - as in the case of Tiziana 

Cantone - a “further” consequence of the dissemination of 

pornographic material portraying the victim.  

In such cases, as the sadly notorious events in the news teach 

us, art. 580 of the Criminal Code could come into play 

from the standpoint of moral support114: the unlawful dissemination of 

pornographic material could indeed lead the victim to commit suicide 

because he or she considers unbearable and irreversible the offence to 

his or her dignity, privacy and moral freedom. 

If from the standpoint of structural relations between cases, 

there is no difficulty in hypothesising the “absorption” of the offence 

of unlawful dissemination into the more serious offence of incitement 

to suicide, given that the case referred to in article 580 of the Criminal 

Code is constructed according to the scheme of free-form offences, in 

the actual application the (moral) participation in the suicide of others 

by the subject who sends, transfers, publishes etc. sexually explicit 

images or videos, could give rise to a probatio diabolica, from the 

standpoint of the verification of psychic causality. 

One of the criminal offences that might be considered in the 

event of the victim’s suicide as a consequence of the offence of 

unlawful dissemination of sexually explicit images or videos is 

certainly article 586 of the Criminal Code, which lays down that 

                                                   
114 For an analysis of the case referred to in article 580 of the Criminal Code, see A. MASSARO 

Questioni di fine vita e diritto penale, Giappichelli, 2020, 37 ff. 
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“when an act envisaged as an intentional offence results, as an 

unintended consequence of the offender, in the death or injury of a 

person, the provisions of article 83 shall apply, but the penalties laid 

down in articles 589 and 590 shall be increased”115. 

The person shall therefore be liable for the intentional (and 

committed) criminal offence and, in formal concurrence, for culpable 

homicide or culpable injuries, with a more severe sanctioning 

treatment than the one deriving from articles 589 and 590 of the 

Criminal Code. Art. 586 of the Criminal Code is clearly a closing 

provision of the system of offences related to the protection of 

individual life and safety, in that it is intended to cover all cases in 

which, on the one hand, manslaughter cannot be applied and, on the 

other hand, liability for death or injury as an unintended consequence 

is not already provided for by other special cases falling within the 

category of crimes aggravated by the event: in this connection, we 

should consider articles 571, par. 2 C.C., 572, par. 3 C.C., 588, par. 2 

C.C., 591, par. 3 C.C. and 592, par. 3 C.C.. 

Based on these strictly theoretical premises, nothing excludes 

the application of article 586 of the Criminal Code where the offence 

of unlawful dissemination of sexually explicit images or videos results 

in the suicide of the victim, without prejudice to ascertaining the 

objective-causal dimension between the basic intentional offence 

(article 612-b C.C.) and the suicide of the victim as well as the 

existence of the actual fault of the “further” death event, according to 

the criteria developed by the Court of Cassation, Joint Division, in the 

Ronci judgment116. In this case, if on the one hand there would be the 

                                                   
115 For all the necessary references and an effective summary, see A. MASSARO L’omicidio 

preterintenzionale. Il consenso della vittima e l’imputazione dell’evento ulteriore, in Temi penale, cit., 

112 ff. 
116 Cass., Joint Crim. Div., 22 January 2009, no. 22676 Cass., Joint Crim. Div., 22 January 2009, 

Ronci, in Cass. Crim., 12/2009, 4585, with a note by A. CARMONA La “colpa in concreto” nelle 
attività illecite secondo le Sezioni Unite. Riflessi sullo statuto della colpa penale. On the same ruling , 

among others, R. BARTOLI, “Colpa” in attività illecita: un discorso ancora da sviluppare, in Dir. pen. 

proc., 1/2010, 55 ff.; A. TESAURO, Responsabilità dello spacciatore per la morte del 

tossicodipendente: le sezioni unite optano per la colpa in concreto , in Foro it., II/2009, 450 ff. 
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difficulty linked to the homogeneity of the offences, on the other hand 

it could at least be discussed whether or not it is possible to apply this 

offence also in the event of death by suicide, an act committed by the 

victim and legally tolerated by the legal system. 
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CHAPTER III 

SEXUAL ABUSE AND EXPLOITATION-UTILISATION 

OF CHILDREN: THE OFFLINE AND ONLINE DIMENSION 

 

 
SUMMARY: 1. Sexual abuse and child pornography online and offline. – 

2. Profile of the author (and related treatment). – 3. Victim 

profiles. 

 

 
1. Sexual abuse and child pornography online and offline 

 
The types of conduct related to sexual abuse and child 

pornography are often distinguished according to whether they are 

committed offline or online117, almost always in order to highlight the 

peculiarities of conduct committed online and to “suggest” a 

differentiated (at least partially) sanctioning response by the individual 

legal systems. 

Offline forms of sexual abuse and exploitation include sexual 

violence, sexual acts, exploitation of prostitution, prostitution tourism 

and corruption of minors, while the most common forms of online 

sexual exploitation are the distribution, dissemination, and exchange 

of child pornographic images via online platforms, acts of sexual 

abuse, sexual acts in live streaming, solicitation through the use of the 

Internet or other networks or means of communication. 

The extraordinary acceleration of technological progress and 

the increasingly complex “needs” of modernity have led to an 

exponential attention to the phenomenon of online child pornography, 

with reference to the more sophisticated and, therefore, more insidious 

                                                   
117 This is, for example, a distinction that is frequently made by the European Commission in the 

EU Strategy for a more effective fight against child sexual abuse, 27 July 2020. 
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forms of intrusion by third parties into the sexual sphere of minors. 

It is now acknowledged that new “forms” of child sexual 

abuse and exploitation have developed around “traditional” child 

pornography. It should be borne in mind that, not infrequently, in the 

age of information and social networks, it is the minor him or herself 

who, unaware of the possible illicit purposes, “gives up” private 

information and images as “merchandise” to use the services offered 

by the Web. 

The further implication is that the concrete ways in which the 

unlawful hypotheses to which reference has already been made are 

substantially “doubled” by the use of telematics and computerised 

means by the acting subject (agent). 

The phenomenon of child revenge porn “in the broadest sense 

of the term”118refers to all the different forms of sending, handing over, 

transferring, publishing or disseminating, by electronic means, images 

or videos with sexually explicit content. 

Or, again, the grooming of a child119 could take place through 

the use of information and communication technologies, through 

which the groomer can act even without the need for physical contact 

with the person being groomed, inducing or forcing him or her to 

perform sexual acts or produce child pornography in front of a 

webcam. The material in question may not only be recorded by the 

agent, but can also be stored, reproduced, disseminated, and 

transferred for an unlimited number of times. 

Sexting, i.e. the sending of pornographic photos or videos 

during an online conversation, can also take on the features of child 

pornographic conduct: think of an adult who, concealing his/her 

                                                   
118 On some terminological clarifications on the neologism “revenge porn” and on the conceptual 

difference between revenge porn in a narrow and in a broad sense see G.M. CALETTI, “Revenge porn” 

e tutela penale. Prime riflessioni sulla criminalizzazione specifica della pornografia non consensuale 
alla luce delle esperienze angloamericane, in Dir. pen. cont.- Riv. trim., 3, 2018, 69 ff. 

119 Child grooming is defined as a “conditioning communicative relationship” whereby a person, 

usually an adult, seduces and psychologically manipulates a child and deceitfully or threateningly obtains 

the child’s “consent” in order to induce or coerce the child to participate in his or her own sexual abuse or 

exploitation. In these terms, I. SAVADORI L’adescamento di minori, cit., 2. 
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identity and/or age, convinces a minor to exchange, via chat, images 

or videos with sexually explicit content, leading him or her to believe 

that this is made by a peer. These are types of conduct in which the 

child artificially “cooperates” in the production of child pornography, 

unwittingly - or apparently consensually - engaging in conduct aimed 

at sexual abuse and exploitation. 

The attitude of the criminal legislator towards the phenomena 

in question almost never results in the drafting of ad hoc cases, which 

already take into account, in an exclusive manner, online abuse or  

exploitation. 

In some cases, mention of the digital medium is made among 

the different types of conduct, for the sole purpose of explicitly 

including conduct making use of new technologies. Article 600-b of 

the Italian Criminal Code, for instance, punishes in its third paragraph 

those who “by any means, including digital transmission means, 

distribute, disseminate or advertise pornographic material”. Article 

609-l of the Criminal Code clarifies that the solicitation of minors may 

take place “also through the use of the Internet or other networks or 

means of communication”. 

In other cases, the use, in various capacities, of computer or 

digital transmission tools for the commission of the offence leads to 

an increase in the penalty, usually through the introduction of 

aggravating circumstances. article 600-m of the Italian Criminal Code, 

introduced by Legislative Decree no. 39 of 2014, establishes, for 

instance, that “the penalties for the offences referred to in articles 609-

a, 609-c, 609- d, 609-g and 609-l, shall be increased by no more than 

half in cases where they are committed with the use of means capable 

of preventing the identification of the access data to digital 

transmission networks”. Article 612-b of the Criminal Code states, in 

its third paragraph, that the penalty is increased “if the acts are 

committed by means of computer or digital transmission tools”: this is 

the same technique used by the Italian legislator for the so-called 

cyberstalking, which is an aggravated form of the crime of stalking 
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(article 612-a, third paragraph of the Italian Criminal Code). 

The legislator’s choice is easily understandable and, on the 

whole, appropriate and acceptable, for at least two reasons. 

The use of computer or digital transmission tools, first of all, 

represents only a “new” way of carrying out conduct which, in its 

essential core of criminality, does not structurally change compared to 

the offline dimension. The medium changes, but the offence remains 

essentially the same: of course, the use of “remote” tools could make 

certain conduct more insidious, requiring a more severe sanctioning 

treatment, but most of the time the modalities offered by the new 

technologies are not such as to impose a “re-description” of the 

criminally relevant conduct, which, in particular, would distinguish 

between the offline and the online dimension. 

In fact, and this is the second reason, the online and offline 

dimensions are not always clearly distinguishable. There are at least 

two “overlapping dynamics” between online and offline that may be 

evident with regard to sexual offences committed against minors and 

that are recorded at the level of interpretation, without determining the 

need for a re-description of the legal type. 

 
1) The use of digital transmission tools, far from being an 

exceptional circumstance, becomes a phenomenal constant in the 

commission of certain offences, in particular child pornography. 

The legislative and case law evolution recorded with reference 

to article 600-b of the Criminal Code is emblematic in this sense. 

In the original formulation of 1998, article 600-b of the 

Criminal Code, in its first paragraph, punished the exploitation of a 

minor for the purpose of making pornographic performances or 

producing pornographic material. 

According to an “economic-oriented” interpretation, the 

concept of exploitation was to be read with an economic-capital 

perspective, in the sense that the agent was required to pursue an 
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economic advantage. Sexual exploitation of minors, in other words, 

would have to be understood as exploitation for commercial purposes 

or even, according to more restrictive interpretations, for the purpose 

of placing the produced material on the paedophile market. 

A different view, on the other hand, held that exploitation 

should be deemed to be established by the mere fact of taking 

advantage of the child’s immaturity to involve him or her in the 

production of pornographic performances and publications120. 

The Joint Divisions of the Court of Cassation, called upon to 

rule on the point, clarified that there was no need for a profit-making 

purpose or an entrepreneurial organisation in which the author was 

involved. The conduct of exploitation, reconstructed through an 

enhancement of the legal asset protected by article 600-b of the Italian 

Criminal Code, could and should have been understood as “use for any 

purpose (not necessarily for profit), so that exploiting minors means 

considering them as a means, instead of respecting them as an end or 

as a value: it means, in short, offending their personality, especially in 

the sexual aspect, which is all the more fragile and in need of 

protection the more it is still in formation and not yet structured”121. 

However, the same judgement specified that the offence of child 

pornography was to be understood as a crime of concrete danger. 

Since the concepts of “exhibition” and “production” imply the 

theoretical possibility that the material produced could be made 

available to an indeterminate number of paedophiles, it was specified 

that the judge, on a case-by-case basis, should ascertain the existence 

of a concrete danger of dissemination of the pornographic material 

produced: “In addition to the pre-existing criminal protection of a 

child’s sexual freedom (self-determination and mature judgement), an 

advanced criminal protection is introduced, aimed at repressing 

prodromal conduct that endangers the child’s free personal 

                                                   
120 For a more extensive reconstruction see the Report of the Working Group on Sexual Offences, 

cit. 34-35, to which reference is also made for the necessary bibliographical indications. 
121 Cass., Joint Crim. Div., 31 May 2000, no. 13. 
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development, commodifying his or her body and introducing it into 

the perverse circuit of paedophilia”122. 

The requirement of concrete danger of dissemination was also 

functional in delimiting the scope of application of article 600-b 

C.C. compared with the less serious case of possession of 

pornographic material, provided for in the subsequent article 600-c 

C.C. In the case of the so-called domestic pornography and, therefore, 

of material created to be kept in a private dimension and not 

disseminated, the offence of possession of pornographic material and 

not that of child pornography should have been applied. 

The broad interpretation of the relevant conduct under article 

600-b of the Criminal Code seems to have been confirmed at 

legislative level: Law No 38 of 2006, by intervening in the case of 

child pornography, replaced the verb “exploits” with the verb “uses”, 

with the declared aim of definitively barring the way to possible 

interpretations that would underline, directly or indirectly, lucrative or 

commercial purposes. 

The “face” of article 600-b of the Italian Criminal Code. was further 

amended by Law no. 172 of 2012 and by Law no. 119 of 2013, with a 

wording that in places is very distant from the original one of 1998. 

In spite of these changes, the prevailing view in case law 

continued to be that a concrete danger of dissemination had to be 

established on a case-by-case basis, which in turn was based on a 

series of “revealing hints”, including: 

- placing pornographic data on the network123
 or in a 

shared folder124; 

- the use of digital devices, such as cameras or mobile 

phones, which enable storage125; 

                                                   
122 Cass., Joint Crim. Div., 31 May 2000, no. 13. 
123 Cass., Joint Crim. Div., III, 21 June 2005, no. 25232. 
124 Cass., Crim. Div. III, 10 May 2016, no. 33298; Cass., Crim. Div. III, 05 February 2009, 

no.24788 
125 Cass., Crim. Div. III, 21 Jan. 2005, no. 5774; Cass., Crim. Div. III, 01 December 2009, 

no. 49604. 
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- posting the material on social networks such as 

Facebook126 or sharing it on Whatsapp127. 

These situations often referred to the actual or potential use of 

digital transmission tools, which are increasingly becoming the 

ordinary way of disseminating child pornography. 

Precisely by underlining this element of “structural 

ordinariness” of the digital transmission medium in the 

phenomenology of online child pornography, the Joint Divisions of 

the Court of Cassation have recently disregarded the requirement of 

the concrete danger of dissemination. The need for the dissemination 

of child pornography, the judges have observed, “must be considered 

outdated by the evolution of the legislation and, in any case, 

anachronistic, since it refers to a social context and a degree of 

technological development - those of the second half of the ‘90s of the 

last century - which have radically changed in recent years”: the 

pervasive influence of modern communication technologies has led to 

the spread of mobile phones, smartphones, tablets and computers with 

built-in cameras, making it normal to connect to the Internet and use 

sharing programmes and social networks. The Joint Divisions also 

specify that “while in the past the availability of an Internet connection 

represented an added element, to be verified on a case-by-case basis, 

compared to the availability of a camera or video camera with which 

to create pornographic images or videos, the current situation is 

characterised by the generalised accessibility of communication 

technologies, which imply ease, speed and frequency in the creation, 

exchange, sharing and dissemination of images and videos depicting 

any scene, even of private life. It follows that the reference to the 

prerequisite of the concrete danger of dissemination of the produced 

material - as elaborated by the Joint Divisions in 2000 and by 

subsequent case law - has little meaning today, since now any 

                                                   
126 Cass., Crim. Div. III, 12 March 2015, no. 16340 
127 Cass., Crim. Div. III, 29 March 2017, no. 37835. 
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production of images or videos can potentially be disseminated”128. 

The use of computer and digital transmission tools, although 

not explicitly included in the first paragraph of article 600-b of the 

Italian Criminal Code, essentially becomes an “implicit requirement’, 

at least in the sense that their use is considered part of the ordinary 

physiology in the commission of that offence. 

 
2) The now widespread and “ordinary” use of IT tools has 

also led to the dematerialisation of sexual conduct, which, more than 

others, seemed linked to the real world, requiring bodily contact 

between the offender and the victim. If, for prostitution, physical 

contact between the persons involved in the relationship129 has not 

been considered essential for some time now, it seemed that the 

requirement of “corporeality” was still essential for the crime of sexual 

violence (article 609-a of the Criminal Code). Recently, however, the 

Court of Cassation ruled that the conduct of sending a series of 

“allusive and sexually explicit” Whatsapp messages to a minor, 

forcing her to take photographs to be sent to the agent, with the threat 

of publishing the chat on another social network, may constitute the 

offence of sexual violence130. 

Similar conclusions were reached with reference to the 

offences of sexual acts with a minor (article 609-c C.C.) and of bribing 

a minor (article 609-d, par. 2 C.C.), specifying that having a minor of 

14 years of age witness sexual acts or showing him or her 

pornographic material in order to induce the same to perform or 

undergo sexual acts does not necessarily require physical presence, as 

digital communication is also applicable131. 

The more general impression, therefore, is that the use of new 

                                                   
128 Cass., Joint Crim. Div., 31 May 2018, no. 51815. 
129 See e.g. Cass., Crim. Div. III, 3 June 2004, no. 36157, in which it was specified that the act of 

prostitution was to be understood as a sexual service for payment, which in turn was recognisable in the 

presence of conduct objectively capable of stimulating the sexual instinct of the user 
130 Cass., Crim. Div. III, 2 July 2020, no. 25266. 
131 Cass., Crim. Div. III., 30 October 2019, no. 14210. 
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technologies is progressively becoming increasingly common and, at 

the same time, pervasive, forcing one to abandon also those 

interpretations which, in a more rooted manner, seemed anchored to a 

“real” contact between offender and victim. 

 

 
2. Profile of the author (and related treatment) 

 
Even if the distinction between sexual offences against minors 

committed offline and those committed online is to be reduced, the use 

of computer or digital transmission tools is not entirely irrelevant: not 

only because it has in fact brought about changes in interpretation that 

are certainly not negligible, but also because the placement of subjects 

in the context of “virtual reality” implies that both the perpetrator and 

the victim of the offence have specific characteristics. 

It seems appropriate to point out that a description of the 

“typical perpetrator” and “typical victim” is relevant not only for 

criminological purposes, but also, as we will try to clarify, to assess 

potential uses of artificial intelligence in preventing and combating 

(first and foremost) online child pornography. 

A criminological study carried out by the Italian Computer 

Crime Analysis Unit (UACI), composed of State Police psychologists 

and examined in detail in the White Paper on Child Sex Offenders - 

Treatment and diagnostic profile of online child sex offenders for the 

prevention and control of the phenomenon132 clearly shows that the 

subjects who turn to the Internet to find or exchange child 

pornography are a particularly heterogeneous group and, above all, 

carry out types of conduct characterised by a different degree of 

dangerousness. 

Summarising the results of that research, it is possible to 

identify at least four “typical profiles”133: 

                                                   
132 The white paper referred to in the text is available on Dir. pen. cont., 4 May 2016. 
133 White Paper on Child Sex Offenders, cit., 13-14 
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1) the novice downloader of child pornography, without 

much experience with IT tools and/or still undecided about his or her 

sexual inclinations. The subject in question is content with widespread 

and easily accessible sharing circuits, which offer low-quality 

material, but which the subject, for different reasons, considers 

“sufficient”; 

 
2) the novice downloader who shares child pornography 

withother users, interacting with other sex offenders: in this way, not 

only is it possible to obtain information for further material retrieval, 

but, through contact with like-minded individuals, there is a facilitated 

mechanism of moral disengagement; 

 

3) the downloader who exchanges child pornography in 

more exclusive file-sharing circuits, characterised by greater technical 

complexity and limited access: these are communities accessed by 

individuals usually characterised by a high level of pathology, 

organisation capabilities and dangerousness. In many cases, those who 

reach this “level” have or plan to have minors at their disposal, in order 

to directly carry out the activities from which child sexual abuse 

material is obtained; 

 
4) The producer and actual abuser of minors, user of the 

Internet, who clearly represent the top of a hypothetical hierarchy of 

online paedophiles. For those who reach this “stage” the online and 

offline dimensions fade into each other: The Internet is the tool to 

identify children for abuse or, perhaps, to profit from child 

pornography activities carried out “in the real world”. 

 
In some cases, the typical characteristics of the lucid criminal, 

with communication skills that make him/her an attractive and 

competent interlocutor in contacts with children, are taken into 
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account. Other subjects, however, are more immature in their 

interactions, and there are more direct and aggressive users134. 

The close link between the real and the virtual spheres is 

certainly confirmed, even though the relationship in question may take 

place according to different dynamics. While in some cases virtual 

contact is only the antechamber to real contact, thus constituting the 

prerequisite for sexual abuse outside the digital network, in other cases 

contact mediated by the technological tool may satisfy the desires and 

fantasies of the paedophile. In other words, it is not taken for granted 

that the use of child pornography online (but also its sharing, in the 

case of material produced by third parties other than those who “put it 

into circulation”) is an indication of the dangerousness of the subject 

with regard to sexual aggression in the real world. 

Here are some figures from the aforementioned White Paper: 

 
Research findings on the link between the consumption 

of child sexual abuse material and sexual assaults are 

inconclusive. According to Hanson and Babchshin (2009), 

18.5% of child pornography users have also committed child 

sexual abuse. Seto, Hanson and Babchishin (2011) document in 

another study that 12% of online offenders also have a history 

of direct child abuse, but the percentage of direct abuse 

becomes 55% when considering acts that never reached the 

justice system. According to Bourke and Hernandez (Bourke 

&Hernandez, 2008), the percentages of known prior abuse and 

subsequently confessed abuse (after polygraph analysis2) are 

24% and 85% respectively. However, 36% of sex offenders used 

child pornography as “stimulation” before committing the 

offence (Hill, Briker and Berner 2006). 

The most recent literature shows that the recidivism 

rate for child pornography offenders (Seto&Eke, 2005) over 

                                                   
134 White Paper on Child Sex Offenders, cit., 16. 
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five years is 3% for contact sexual offences and 9% for Internet 

sexual offences. As we can see,these percentages are not very 

high: it should also be borne in mind that the probability of a 

sex offender who had a contact repeating the offence after 

imprisonment is about 17% (K. R. Hanson&Bussière, 1998). 

Thus, it appears that users of child pornography without a 

previous history of sexual abuse resort less to a subsequent act. 

According to some research, the frequency of child 

pornography consumption contributes to a reduction, at least 

temporarily, of acts of sexual violence in high-risk individuals 

(Kingston et al 2011)135. 

[…] 

Child abusers have more often than child pornography 

users a history of victimisation (especially physical or sexual 

abuse) during childhood. A history of childhood sexual abuse 

and early exposure to pornography (before age 12) increases 

the risk of sexual abuse in adulthood (Elliott, Beech, 

Mandeville-Norden, & Hayes, 2009). 

Among child abusers there are generally more 

problems of social adaptation: problems at school (discipline, 

lateness, suspension, expulsion); difficulties in maintaining 

relationships at work; employment instability. Self-regulation 

problems may be present, linked to increased emotional 

impulsiveness or to alcohol or drug consumption; there are also 

cases where anti-social traits emerge, with a higher level of 

psychopathy (Webb, Craissati, &Keen, 2007). 

As mentioned above, criminal behaviour is more 

frequently present among child abusers: sexual offences 

involving contact, offences against the person or property; less 

empathy (in general and for victims), more cognitive distortions 

with respect to sexual violence against children (Elliott et al., 

                                                   
135 White Paper on Child Sex Offenders, cit., 25 
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2009). Greater emotional congruence with children and more 

opportunities to be in contact with them can be evidenced136. 

 

 
The moment a paedophile enters the criminal circuit, the 

complex chapter of the treatment of sex offenders is opened. 

First of all, the prevailing case law considers that paraphilia, 

as such, is not capable of affecting the person’s criminal liability: 

paraphilia, which includes paedophilia, if not accompanied by an 

established mental illness or other serious personality disorder. In the 

view of case law it is a mere sexual deviance, without any influence 

on the intellectual and volitional capacities137. The offender, in other 

words, does not perceive the social norm that he or she transgresses 

with his or her conduct and the criminality attached to the same, even 

though he or she is aware of the acts he commits138. The solution 

provided by our system, therefore, remains the prison sentence, which 

certainly offers no guarantee of curbing a future risk of recidivism. 

According to an opinion that can certainly be shared, it would be 

necessary to envisage “special measures, of a cognitive-behavioural 

and psychotherapeutic nature, aimed not only at restraining but also at 

rehabilitating this type of mental patient, so as to genuinely avoid 

recidivism in the future”139. 

The situation of sex offenders in the Italian criminal justice 

system is undoubtedly peculiar. Although there are no specific rules 

on the detention of sex offenders, the latter are often assigned to 

specific sections in order to protect them from the possible violent 

reactions of the rest of the inmates: precisely with reference to 

paedophiles, the of “code of honour” of the inmates would seem 

                                                   
136 White Paper on Child Sex Offenders, cit., 26. 
137 For all, Cass., Crim. Div. III, 17 October 2017, no. 6209 
138 .T. COLLICA, La crisi del concetto di autore non imputabile “pericoloso”, in Dir. pen. cont., 

19 November 2012, 45. 
139 M.T. COLLICA La crisi del concetto di autore non imputabile “pericoloso”, cit., 45-46, who 

points out that these instruments have already been adopted in other legal systems, starting with the 

United States and Canada 
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particularly severe and uncompromising. 

If there are no logistical possibilities of creating special 

sections, sex offenders find themselves forced into conditions that are 

very close to isolation140. The introduction of article 13-a of the Prison 

Code has opened up an undoubted avenue for treatment, providing that 

persons convicted of sexual offences against minors may undergo 

psychological treatment for the purpose of recovery and support, 

assessed in accordance with article 4-a, paragraph 1-d of the Prison 

Code for the purposes of granting benefits141. However, this is a 

process that has only reached its initial (and partial) stages. 

 

 
3. Victim profiles 

 
If it is complex to “profile” individuals commonly engaged in 

online child pornography, the difficulties may be even more evident 

on the side of the victim. 

There are at least two complexity factors. 

 
1) The use of computer and digital transmission tools has 

become an integral part of children’s daily lives. 

According to a 2018 study, 97% of 15-17 year olds and 51% 

of 9-10 year olds used a smartphone to connect to the internet on a 

daily basis. 7% of 11-17 year olds had received sexual messages 

(sexting) and 31% of 9-17 year olds (rising to 51% of 15-17 year olds) 

had come across sexual content, mostly reacting with indifference to 

pornography142. 

                                                   
140 A. NAPOLITANO, I sex offenders: gestione e rieducazione negli istituti penitenziari. Un 

lungo cammino verso il progetto Bollate, in Quaderni ISSP, n. 10, Gli spazi della pena, 2012, 79. 
141 M. BERTOLINO M. BERTOLINO, Il trattamento del delinquente sessuale tra legislazione e 

prassi. Introduzione al focus, in Riv. it. med. leg., 4/2013, 1805. See also D. PETRINI, Il trattamento del 

delinquente sessuale, tra esigenze e controllo della recidiva, in Riv. it. med. leg., 4/2013, 1823. 
142 The data reported in the text is taken from the document Accesso, usi, rischi e opportunità di 

internet per i ragazzi italiani. I primi risultati di EU Kids Online 2017, January 2018, available at 

www.miur.gov.it. 

http://www.miur.gov.it/
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2) The child is certainly one of the “vulnerable victims” par 

excellence, in respect of whom a paternalistic attitude, ia abroad sense, 

by the legal system would seem appropriate and, in some respects, 

necessary. The need of protecting the child is obvious and, as already 

mentioned, it is the main objective that inspires both the indications 

coming from international and supranational law and the choices of 

national systems. 

However, it is also undeniable that the child is granted 

progressive and growing spaces of autonomy, since he or she is a 

subject with his or her own rights that can be exercised in a conscious 

manner (participation)143. These are needs that necessarily also 

involve the sexual sphere, especially when the age range between 14 

and 18 years is taken into consideration and in respect of which, as 

already mentioned, those interpretations that, on the subject of sexting 

or domestic pornography, tend to underline the areas of “sexual 

freedom” of minors, are not insensitive. 

In attempts to profile the victims of sexual offences via the 

Internet, the focus is often on potential “preys” of web-based 

grooming. These are generally in the pre-adolescent phase, not only 

because of the interest that a sexual approach might arouse in this age 

group, but also because it might be easier for the groomer to intercept 

the interests of the victim in order to get his or her attention and, 

progressively, his or her trust. It may be immature minors or minors 

with a low level of self-esteem144, but it cannot be ruled out, for the 

reasons that we have tried to explain, that individuals who do not have 

these characteristics may also be caught in the grooming web. 

With regard to child pornography, it has been made clear that 

virtual conduct does not necessarily represent the first step towards 

real-world encounters and/or aggression. As far as the victim is 

concerned, on the other hand, the powerful effect of sexual offences 

                                                   
143 The dialectic between protection and participation in the protection of minors is clearly 

highlighted by ROSANI in “Send nudes”, cit., 12 
144 I. SALVADORI L’adescamento di minori, cit., 14 
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directly involving minors should be emphasised, with particular 

regard to pornographic images depicting them: the amplification effect 

that digital transmission tools are able to produce and, above all, the 

difficulty of controlling that material, also in order to obtain its 

complete removal from the channels on which it has been placed, are 

factors that cannot be neglected in the preparation of adequate 

prevention and repression strategies145. 

 

 

 

 

 

 

 

                                                   
145 For a broader development of these considerations, also with reference to offences other than 

child pornography, see D. ROSANI “Send nudes”, cit., 13. 
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CHAPTER IV 

THE CRIMINAL LIABILITY OF THE PROVIDER: 

CURRENT LIMITS AND FUTURE PROSPECTS 

 

 

SUMMARY: 1. Liability of the Internet Service Provider for child 

pornography disseminated on the network: first coordinates. – 2. 

Phenomenology of the Internet Service Provider and its place in the Italian 

legal system. – 3. Liability for failure to act: limits of a guarantee position of 

the Provider. – 3.1. The Google Video case. – 4. The subjective element. – 

5. Prospects for reform: The introduction of a specific case of failure to 

control. – 5.1. The Provider’s liability. – 6. Prospects for reform: The possible 

use of artificial intelligence. – 6.1. Reporting and removal obligations to 

regarding child pornography. – 7. Prospects for reform: diversification of 

responsible parties and exploitation of artificial intelligence tools. 

 

1. Liability of the Internet Service Provider for child 

pornography disseminated on the network: first coordinates 

 
The undeniable role played by digital transmission tools for 

the commission of crimes related to child pornography makes it almost 

inevitable to question the possible liability (first and foremost criminal 

liability) of the Internet Service Provider, verifying both the current 

situation and the prospects for a regulatory intervention that could be 

envisaged. 

 

Reflections on a possible criminal liability of the Provider 

have often focused on crimes against honour, with particular regard 

to defamation by “internet means”. 

The “interpretative twists” to which article 57 of the Italian 

Criminal Code, relating to the liability of the editor of a periodical 

press for failure to exercise control, have been subjected are well 

known, so that the scheme in question could be extended to persons 
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occupying “positions” comparable to that of the editor in chief and to 

offences committed with the aid of means of communication that do 

not coincide with the press, but have undeniable affinities with the 

latter: this applies in particular to radio and television broadcasting 

directors146, blog administrators and, above all, editors of online 

periodicals. With regard to the latter, at an early stage the case law 

seemed sufficiently united in excluding an extension of article 57 of 

the Criminal Code, which would have resulted in its analogical 

application (in malam partern)147. The orientation of the Court of 

Cassation, however, has clearly changed due to the alleged 

evolutionary interpretation of a regulatory datum that is now 

anachronistic and inadequate. Initially, the comparison of online press 

with traditional press was functional in order to extend to the former 

the guarantees provided by the latter, starting with those relating to the 

prohibition of preventive seizure148, but case law has not been slow to 

extend the “unfavourable” criminal rules to the editor of online 

publications149. 

On the side of the Internet provider, a possible liability for 

failure to control proved to be more problematic: excluding, in fact, an 

application of article 57 of the Criminal Code, it would be a matter of 

referring to the general scheme of article 40, second paragraph, of the 

same Code, but it would be very complex to identify a legal obligation 

of impediment derivable from the legal system for persons who 

perform ISP functions. 

This is essentially the same issue that needs to be resolved 

                                                   
146 A. MASSARO La responsabilità colposa per omesso impedimento di un fatto illecito altrui, 

Jovene, 2013, 37 ff. 
147 Cass., Crim. Div. V, 5 November 2013, no. 10594, Montanari; Cass., Crim. Div. V, 28 

October 2011, no. 44126, Hamaui; Cass., no. 35511/2010, cit. In the doctrine see V. ZENO-

ZENCOVICH La pretesa estensione alla telematica del regime della stampa: note critiche, in Dir. inf., 

1/1998, 15 ff.; S. SEMINARA, entry Internet, cit., 584 ff.; A. MASSARO La responsabilità, cit., 41-

42 and 47-48. 
148 Cass., Joint Crim. Div., 17 July 2015, no. 31022. For all necessary indications, F. CECCHINI, 

La diffamazione. Tutela penale della reputazione e responsabilità per omesso controllo nelle offese “a 

mezzo stampa” e “a mezzo internet”, in Temi penali, volume II, Delitti contro la persona. Delitti contro 

il patrimonio, edited by M. Trapani, A. Massaro, Giappichelli, 2018, 194 ff. 
149 See in particular Cass., Crim. Div. V, 11 December 2017, no. 13398 
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with regard to the offences related to child pornography, which, 

however, have some peculiarities compared to those of defamation. 

The framing of a possible (criminal) liability of the ISP often 

starts from the need to deal with a preliminary and, so to speak, pre-

legal issue. According to some, the Internet should remain a “law-free 

space”, the undisputed realm of freedom of thought and free from the 

risk of interference and censorship, especially if exercised by a private 

entity such as the Provider. According to others, however, it would be 

appropriate and necessary to introduce controls and limitations in what 

risks becoming the Far West of communication (or allegedly so), 

especially when it comes to personal and very personal assets150. The 

aspect in question, with specific reference to child pornography, can 

certainly be considered “downplayed”. If, with reference to 

pornography portraying adult subjects, the considerations relating to a 

circulation free from censorship could still find some argumentative 

support, it does not seem that similar considerations apply with regard 

to minors: the significant (sometimes exasperated) advance of 

protection finds support not only in constitutional principles and in the 

“non-national” sources of reference, but also in social and ethical 

norms that stigmatise the criminality of certain types of conduct. A 

“censorship” concerning child pornography, in other words, would not 

pose any ideological embarrassment in terms of freedom of 

expression. 

On the other hand, the right to privacy of network users could 

be considered as a personal asset “to be sacrificed’: the privacy of 

users, especially when referring to sensitive data such as that 

concerning sexual inclinations and habits, could be compromised by 

monitoring techniques aimed at finding child pornography. 

The above considerations allow us to isolate further profiles 

of the peculiarities of the Provider’s liability associated with child 

                                                   
150 See for all A. INGRASSIA, Il ruolo dell’ISP nel ciberspazio: cittadino, controllore o tutore 

dell’ordine? Risposte attuali e scenari futuribili di una responsabilità penale dei provider 

nell’ordinamento italiano, in Dir. pen. cont., 08 November 2012, 39. 
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pornography offences. Precisely because this type of conduct is 

confined to more or less wide-ranging, but still in the minority, circles 

of “affiliates”, the purpose of computer or digital transmission tools is 

not to disseminate child pornography to an indefinite public of 

recipients, but rather, at least as a general rule, to use distribution and 

sharing channels that are difficult to access. Not to mention that when 

individuals use communication tools such as the telephone, even if 

“enriched” by tools and applications that make use of the Internet, the 

requirements of confidentiality protection mentioned above represent 

a difficult hurdle to overcome. 

Certainly, platforms such as Facebook, Instagram, Twitter, 

Tumblr and Snapchat - just to mention the most popular social 

networks - are also virtual places used to exchange and disseminate 

child pornography. Indeed, an increasing number of investigations by 

the postal police have shown the presence of real international 

paedophile “networks” that use these platforms to share illegal 

material. Not to mention that these tools are commonly and daily used 

by an increasingly significant percentage of minors and therefore 

represent ideal tools (first and foremost) for their grooming. 

A significant part of paedophile activity, however, is the one 

“protected” by the mists of the so-called deep web, in which it is 

possible to find content that is not accessible through common search 

engines, such as Google, Bing, Yahoo, etc. (“surface web” or 

“unencrypted” web ). 

The deep web (or “invisible web”) and the dark web (or “dark 

net”), indeed represent real “loci amoeni” for the circulation (in a 

broad sense) of illicit pornographic material and child pornography. 

More specifically, the deep web comprises “private” network 

resources that are not indexed, which are accessed using 

authentication credentials via a common browser. The dark web, the 

most submerged part of the deep web, can only be accessed through 

special software for anonymous communication such as Tor or I2P. 

Given the “hidden” - and, in the case of the dark web, also 
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anonymous - nature of these networks, they are exploited to carry out 

illegal activities such as trafficking in weapons and explosives, drugs, 

human beings and/or organs and, indeed, child pornography. The 

difficulty of identifying users by the police forces allows users to act 

in a substantially “free” and undisturbed way. 

Similar issues also arise with regard to instant messaging 

applications (e.g. WhatsApp, Telegram, Signal, Wire, Messanger, 

etc.), where controls on private conversations have become 

increasingly complex. The development of end-to-end encryption (or 

also etee, as an acronym for “end-to-end encryption’) has made 

communication exchanges between private individuals 

undecipherable. Through this technique, only the two communication 

nodes (the sender and the receiver) are able to decrypt the data packets 

sent and received through “private” cryptographic keys present 

directly in the IT devices (computers, smartphones, etc.) that send or 

receive the messages. 

While the cryptographic keys needed to decrypt the data 

exchanged between the two nodes are normally in the domain of the 

companies providing the messaging service - hence the possibility for 

third parties to gain possession of them through attacks on the 

company’s servers -, with the new “end to end” technique, the 

company servers do not have in their possession the codes to read the 

messages in transit, limiting themselves to making the communication 

exchange possible. It is clear at this point how the control by the 

competent authorities of conversations between private individuals 

within instant messaging platforms is precluded upstream, indeed 

creating a “free” space also for the exchange of child pornography. 

On 3 April 2020, the online version of the magazine Wired 

Italia published a journalistic survey on Telegram groups and channels 

, (re)turning the spotlight on the growing phenomenon of revenge porn 

and online child pornography in Italy151. 

                                                   
151 The survey is freely accessible at the following link: 

https://www.wired.it/internet/web/2020/04/03/revenge-porn-network-telegram. 

http://www.wired.it/internet/web/2020/04/03/revenge
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Within a Telegram group - defined by the author of the 

investigation as the “largest Italian revenge porn network” - freely 

accessible and with a volume of conversations amounting to around 

thirty thousand messages per day and which can count forty-three 

thousand members in two months and twenty-one digital transmission 

channels connected, child pornography was conveyed, published 

without the consent of the victims and used to stage the so-called rite 

of virtual gang rape or to carry out private vendettas. 

The Russian messaging service has thus become the most 

widespread virtual place not only for sharing and disseminating illegal 

material, but also for exchanging contacts between users, who mostly 

act under false names and with fake accounts not linked to any phone 

number. 

The end result is a virtually unassailable “network”. 

The closure of the “mother” channel by the administrators of 

the Telegram platform had practically no effect, given the subsequent 

proliferation of “satellite” channels on which the same activities were 

replicated. 

As already mentioned, the fight against online child 

pornography and, more generally, against the exchange of illicit 

pornographic material, can only take place thanks to the complaint of 

third party users, since the implementation of encryption systems 

makes it impenetrable for the servers of instant messaging companies 

to carry out prior checks on content shared in groups or in private 

chats. 

An initial definition of the perimeter of the investigation area 

is therefore necessary. A possible liability of the ISP could be 

considered, also in a reform perspective, to the extent that the 

computer and digital transmission tools of reference are not 

structurally incompatible with a general and generalised control by the 

Provider. 
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2. Phenomenology of the Internet Service Provider and its 

place in the Italian legal system 

 
A second and necessary clarification concerns the very 

definition of the concept of Internet Service Provider, which can 

encompass operators that carry out very different activities within the 

network. 

European Directive no. 31 of 2000 distinguished ISPs into 

three categories, taking over the classification on this point proposed 

by the American Digital Millennium Copyright Act: mere conduit, 

caching and hosting providers. 

While this classification is a useful starting point, it may not 

be sufficient on its own insofar as it does not take into account new 

categories that have emerged more recently. The reference is, for 

instance, to Search Engine Results Pages (SERPs), i.e. the result pages 

displayed by search engines (such as Google) following a query by the 

user; or to sharing platforms such as YouTube, which organise content 

displayed by search engines. 

More generally, the impression is that Providers are 

progressively and inexorably changing their role: if originally their 

main purpose was to ensure access to the network, in more recent 

times they are abandoning the role of “neutral” and passive 

intermediaries, intervening actively in the contents published by users, 

primarily with the aim of increasing their visibility and interaction 

potential. The necessary consequence of this fact is a rethinking of 

their responsibilities, especially in terms of their obligations to 

monitor published material152. 

Italian legislation also undoubtedly suffers from a 

“technological” backwardness that will probably have to be overcome 

in the near future. Legislative Decree no. 70 of 2003, which 

                                                   
152 A. BACCIN Responsabilità dell’Internet Service Provider e concorso degli algoritmi negli 

illeciti online: il caso Force v. Facebook , in Sist. pen., 5/2020, 76 
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implemented Directive no. 31 of 2000 of the European Parliament on 

electronic commerce, is based on the three distinct figures to which 

reference has already been made, classified precisely on the basis of 

the activity carried out and with provisions significantly formulated 

“in the negative”, whose “concern”, otherwise stated, is to affirm the 

“non-liability” of the subjects in question. 

Article 14 refers to the Access Provider and to the mere 

conduit, consisting, respectively, of the activity of the person 

providing access to the communication network and the mere 

transmission over the network of information provided by the 

recipient of the service: the provider is not liable for the transmitted 

information, provided that it is not the originator of the transmission, 

does not select the recipient of the transmission and does not select or 

modify the transmitted information. 

Article 15, on the other hand, takes into account the caching 

activity, i.e. the temporary, automatic and intermediate storage of 

information for the sole purpose of making more efficient the 

subsequent forwarding of the same to other recipients who request it. 

Again, the Provider is not liable, provided that, inter alia, it does not 

modify the information and acts promptly to remove or disable access 

to it when ordered to do so by a court or administrative authority. 

Finally, article 16 regulates the hosting activity, which 

consists in the long-term storage of information in order to make it 

available on the network and in which, contrary to what happens in the 

two cases examined above, the server does not play a merely passive 

role, undoubtedly increasing the possibility for it to have knowledge 

of the material made available to Internet users153. The hosting service 

provider shall not be liable if it does not have actual knowledge that 

the activity or information is unlawful and if, as soon as it is notified 

by the competent authorities, acts immediately to remove the 

                                                   
153 G. CORRIAS LUCENTE Ma i network providers, i service providers e gli access providers 

rispondono degli illeciti penali commessi da un altro soggetto mediante l’uso degli spazi che gestiscono? 

in Cass. pen., 2004, p. 2529 
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information or disable access to the same. 

The framework of “non-liability” outlined by Legislative Decree 

no. 70 of 2003 is closed by art. 17, under which, in the provision of the 
services provided for in articles 14, 15 and 16 above (which are therefore 

placed on the same level for these purposes), there is no general 

obligation to monitor the information transmitted or stored and, a fortiori, 
no general obligation to actively seek facts or circumstances indicating 

the presence of unlawful activities, without prejudice to the obligation to 

inform the competent authorities without delay if it has knowledge of 

“alleged” unlawful activities and the obligation to provide promptly, if 
the competent authorities so request, information enabling the 

identification of the recipient of the services and, therefore, the detection 

and prevention of unlawful activities154. 

It is no coincidence that, in order to overcome the hurdles of 

classifications that are at least partly inadequate, case law increasingly 

often makes a distinction between active hosting provider and passive 

hosting provider. 

The Court of Justice of the European Union, for example, has 

held that the concept of active hosting provider can refer to all cases 

that go beyond a merely technical, automatic and passive activity, 

which does not allow the service providers to know and control the 

information transmitted or stored and which, therefore, imposes a 

limitation of their liability for the content in question. These 

limitations, on the other hand, would be inapplicable to information 

society service providers who play an active role, for instance by 

guaranteeing the anonymity of individuals or carrying out activities 

aimed at promoting certain content155. 

Article 14 of Directive no. 231 of 2000, which provides for a 

general clause of “non-liability” of the host, should therefore be 

                                                   
154 A. INGRASSIA Il ruolo dell’ISP nel ciberspazio: cittadino, controllore o tutore dell’ordine? 

Risposte attuali e scenari futuribili di una responsabilità penale dei provider nell’ordinamento italiano, 
in Dir. pen. cont., 8 November 2012, 26-27. 

155 See Court of Justice of the EU 7 August 2018, Cooperatieve Vereniging SNB-REACT U.A. 

c. Deepak Mehta, C-521/17; EU Court of Justice11 September 2014, C-291/13, Sotiris Papasavvas; EU 

Court of Justice 12 July 2011, C-324/09, L’Orèal v. eBay; EU Court of Justice 23 March 2010, C-236/08 

to C-238/08, Google v. Luis Vuitton. 
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interpreted by combining the letter of the law with arguments of a 

markedly teleological nature and, therefore, underlining the more 

general context in which it is inserted156. 

These are indications that have been significantly confirmed 

in the European Commission’s Communication COM (2017) 555 of 

28 September 2017, entitled Fighting illegal content online. Towards 

greater accountability of online platforms, where it reiterates the need 

to “derogate” from article 14 of the Directive when the persons 

involved carry out activities related to active hosting. 

Italian case law, particularly regarding civil law, also seems to 

value the distinction in question. The Court of Cassation, in a case 

concerning Yahoo Italia s.p.a.’s possible liability for disseminating on 

its portal video footage taken from various television programmes 

covered by copyright, considered the insufficiency of Yahoo’s 

qualification as a mere data hosting provider, therefore not liable for 

any infringement committed by persons requesting the services 

offered. The judges, basing their arguments also on the indications 

obtainable from the European Union law, have specified that “it is 

possible to speak of active hosting provider, removed from the 

privileged regime, when a conduct of action can be identified [...]. The 

elements capable of delineating the figure or “interference indexes”, 

to be ascertained in concrete terms by the judge, are - by way of 

example and not necessarily all coexisting - the activities of filtering, 

selection, indexing, organisation, cataloguing, aggregation, 

evaluation, use, modification, extraction or promotion of the contents, 

operated through an entrepreneurial management of the service, as 

well as the adoption of a technique of behavioural evaluation of the 

users in order to increase their loyalty: conduct which has, in 

substance, the effect of supplementing and enriching in a non-passive 

manner the use of the content by indeterminate users”157. 

                                                   
156 EU Court of Justice 12 July 2011, C-324/09, L’Orèal v. eBay 
157 Cass., Civ. Div. I, 19 March 2019, no. 7708 
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3. Liability for failure to act: limits of a guarantee position 

of the Provider 

 
On the specific side of criminal liability, the provider could be 

held liable for failure to prevent the crime of child pornography 

committed by one or more users of the network. 

The majority opinion tends to exclude this possibility, 

essentially because of the difficulty of identifying sufficiently solid 

grounds on which to anchor liability for failure to monitor by the 

Internet provider. 

First of all, reference could not be made to the case provided 

for in article 57 of the Criminal Code158: if for the editor of an online 

periodical, the evolutionary interpretation has been forced to “adapt” 

the letter of the law, on the Provider’s side such an operation would 

meet the insurmountable barrier of analogy in malam partem. 

Theoretically, the general scheme of article 40, par. 2Italian of 

the Criminal Code would then remain. The latter provision, as is well 

known, states that failure to prevent an event, which someone has a 

legal obligation to do, is equivalent to causing it, posing, in fact, two 

different issues. The first relates to the causal question in the strict 

sense (the equivalence clause between not preventing and causing), 

while the second, which is of more interest in this context, concerns 

the identification of the conduct that is criminally relevant through the 

legal obligation to prevent the event. The mentioned paragraph of 

article 40 of the Criminal Code performs a fundamental function of 

filtering criminal liability by omission, which should remain confined 

within the perimeter of an exceptional liability: improper omissive 

                                                   
158 On this point, in particular, A. MANNA Considerazioni sulla responsabilità penale 

dell’internet provider in tema di pedofilia, in Dir. inf., 2001, 148; D. DE NATALE, La responsabilità 

dei fornitori di informazioni in internet per i casi di diffamazione on line, in Riv. trim. dir. pen. econ., 
2009, 539 ff.; R. FLOR, Tutela penale e autotutela tecnologica dei diritti d’autore nell’epoca di 

internet, Giuffrè, Milano, 2011, 454; F. RESTA, La responsabilità penale del provider: tra laissez faire 

ed obblighi di controllo, in Giur. mer., 2004, 1719; A. INGRASSIA, Il ruolo dell’ISP nel ciberspazio, 

cit., 27. 
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offences, from the standpoint of the active subject, must therefore be 

understood as proper offences with a restricted or limited subjectivity, 

i.e. offences that can only be committed by those who had a legal 

obligation to prevent the event or, if preferred, a position of guarantee 

that is criminally relevant159. 

In the perennial oscillation between formal and substantive 

sources of the legal obligation to impede160, the distinction between 

the following has become sufficiently consolidated: 

 
a) protection position, the purpose of which would be to 

protect certain legal assets from all dangers threatening their integrity, 

irrespective of the source from which they derive (e.g. parents’ duty 

of protection towards their children); 

b) control position, the purpose of which would be to 

neutralise certain sources of danger, so as to guarantee the integrity of 

all legal assets that may be threatened (e.g.: owner of an unsafe 

building). 

 
The risk, which is always present when discussing the 

prerequisites and limits of criminal liability for failure to prevent an 

event, is that of exposing the model in question to undesirable ethical 

dilations, perhaps by claiming to derive liability for omission from the 

mere “de facto proximity” of the alleged guarantor with respect to the 

legal asset to be protected: the subject “could indeed” prevent the 

event, in that he was actually able to intervene, and therefore “had” to 

do so. 

A rigorous reconstruction of the legal obligation to prevent, 

capable, on the one hand, of avoiding formalistic degeneration and, on 

the other hand, of guaranteeing a prior identification of the alleged 

                                                   
159 In addition to the main reference manuals, reference should be made, especially for further 

bibliographical indications, to A. MASSARO La responsabilità colposa per omesso impedimento, cit., 

229 ff. 
160 For all G. FIANDACA, E. MUSCO Diritto penale. General Part, VII ed., 2019, 646 ff 
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conduct imposed by the legal system, implies that the guarantor is 

endowed with legal powers that enable him or her to prevent the event, 

also by intervening in the legal sphere of others, and whose activation 

is considered to be a duty by the legal system. 

The legal obligation of preventing the event is thus resolved 

in a web of legal powers-duties of prevention, relating to a criminal 

event. The existence or non-existence of a de facto power may be 

relevant only at a later stage, in order to verify the possible 

implementation of the abstractly envisaged behavioural claim. 

Based on these premises, an effective distinction has been 

proposed between: 

 
a) guarantee obligation, i.e. the obligation of preventing 

the event by persons endowed with the necessary legal powers and 

relevant under article 40, par. 2 of the Italian Criminal Code; 

b) surveillance obligation, incumbent on specific categories 

of persons lacking legal powers of prevention and consisting in the 

obligation to supervise the activities of others and then inform the 

owner or guarantor of the asset: since it does not fall within the general 

scheme of article 40, par. 2 of the Criminal Code, failure to exercise 

supervision may be punished only if it is expressly provided for in 

special cases; 

c) mere obligation to take action, which lacks the 

fundamental requirement of the pre-existence of the obligation 

(common to both the obligation to guarantee and the obligation to 

supervise) and which can therefore only give rise to liability for an 

omissive offence expressly provided for by Law161. 

 
The majority opinion tends to exclude ab origine, following a 

line that Legislative Decree no. 70 of 2003 would seem to confirm, 

that the Provider has any prevention obligations, in the form of both 

                                                   
161 I. LEONCINI Obbligo di attivarsi, obbligo di garanzia e obbligo di sorveglianza, Giappichelli, 

1999, passim 
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protection and control. 

In particular, it is pointed out that the Provider would be 

unable to exercise effective control, both “legally”, in view of the need 

to protect the confidentiality of some of the information passing 

through the network, and “technically”, in view of the large amount of 

data transmitted and the open (or, according to some, anarchic) 

structure of the Internet, which enables the constant input of new 

information162. As regards the possible criminal liability of the editor 

of an online news outlet, it was also considered that the same 

could/should exploit the fact of the so-called interactivity of the 

network, which would make the alleged task of control futile or 

extremely burdensome, with the consequence that the enforceability 

of a hypothetical prevention obligation would necessarily be 

excluded163. 

Therefore, the more general category of “unenforceability” 

would come into consideration, which, when discussing a possible 

liability for failure to monitor crimes committed by means of the 

Internet, would “paralyse” the operation of an alleged obligation of 

guarantee on the part of the Internet Provider, in a perspective both de 

                                                   
162 For all L. PICOTTI Fondamento e limiti della responsabilità penale dei Service-Providers in 

Internet, in Dir. pen. proc., 1999, file 3, 380 and U. SIEBER, Responsabilità penali per la circolazione 
di dati nelle reti internazionali di computer. Le nuove sfide di Internet (translated by M. Sforzi), in Riv. 

trim. dir. pen. econ., 1997, 1218 ff. Also S. SEMINARA La pirateria su Internet e il diritto penale, in 

Riv. trim. dir. pen. econ., 1997, p. 72 underlines the “global village” dimension assumed by the network. 

The same arguments are echoed, sometimes verbatim, in case law: see in particular Court of. Milan, 25 

February 2004, in Giur. mer, 2004, 1922, with a note by F. RESTA, La responsabilità penale, cit., in 

which it is stated that not only does the principle of obligation in criminal matters prevent articles 57 

and 57-a of the Criminal Code from being considered applicable, not only is the theory of previous 

unlawful activity impracticable, given that the opening of a certain site is a permitted operation and 

completely neutral for criminal law, but, even if one were to admit the existence of a position of 

guarantee aimed at preventing crimes, there would be no concrete possibility of exercising effective 

control over the messages hosted on one’s own site, given the enormous influx of data passing through 

the servers and the constant possibility of entering new communications. The case was that of the 

manager of a website who catalogued other online pages according to themes, producing a weekly 

ranking of the sites most voted by users, from which it was possible to access the most popular pages 

through special links. One of the sites referred to contained child pornography images and videos, which 
were accessed by solving a riddle. 

163 Cass. Crim. Div. V, 16 July 2010, no. 35511. For an application of the category of 

enforceability in German legislation concerning the liability of internet operators G. FORNASARI Il 

ruolo della esigibilità nella definizione della responsabilità penale del provider, in Il diritto penale 

dell’informatica nell’epoca di internet, edited by L. Picotti, Cedam, Padova, 2004, 423 ff 
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iure condito and de iure condendo. 

These clarifications risk, however, being merely pleonastic. If, 

in fact, the enforceability of the conduct translates into a bundle of 

powers of intervention, both legal and naturalistic, the identification 

first and then the operability of the requirement in question should not 

be placed on a separate plane from that of the obligation to provide a 

guarantee: indeed, the very definition of the obligation to impede is 

relevant under article 40, par. 2, of the Criminal Code that passes 

through the concept of “power”, firstly legal and then naturalistic, in 

the absence of which it is impossible to find any position of guarantee 

capable of establishing criminal liability due to omission164. 

Rather than invoking an alleged non-enforceability of the 

conduct, which would necessarily derive from the structural 

interactivity of the network and primarily from the impossibility of 

circumscribing the flow of information passing through the digital 

transmission medium, the actual feasibility of cases of omitted control 

should rather be verified, especially from a de iure condendo 

perspective, also in consideration of the different type of activity that 

the network operator is naturally able to carry out (and therefore, on a 

preliminary basis, may be legally obliged to carry out. 

 

 
3.1. The Google Video case 

 
Case law also seems to be moving in the same “restrictive” 

direction. 

The obligatory reference is first and foremost to the 

Googlecase, the story of which can be summarised as follows: a film 

made by some students at a school in Turin was uploaded on Google 

Video, in which a boy with Down ‘s syndrome is mocked by some of 

his classmates, while the others watch the scene indifferently or 

                                                   
164 see Chapter IV, §§ 4.1. and 4.2. 
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complacently. The video was posted on the web by a minor and 

remained available for two months, “gaining” considerable visibility. 

When an Internet user reported the presence of the video on his blog, 

it was quickly removed, also after a request by the postal police. 

Following the lawsuit (which was later withdrawn) filed by 

the boy’s parents and the Vivi Down association, not only were 

criminal proceedings initiated against the person who had materially 

uploaded the video, but it was also alleged that the management of 

Google Italia and Google Inc. were liable: on the one hand, the alleged 

offences are that of conspiracy “for failure to exercise control” in the 

crime of aggravated defamation under articles 110, 40, second 

paragraph, 595, first and second paragraphs of the Criminal Code and, 

on the other hand, that of complicity in the offence provided for in 

article 167, first and second paragraphs, of Legislative Decree no. 196 

of 2003, for having processed personal data in order to make a profit, 

in breach of articles 17, 23 and 26 of the same Decree, causing harm 

to the data subject. The judges ruled out the existence of a codified 

legal obligation imposing a preventive check on the countless data 

passing every second on the network, also because it would require 

from the Provider “a non-enforceable behaviour due to the extreme 

technical difficulties and the consequences of substantial 

“illegitimate” censorship that could result”. However, the defendants 

were convicted of the offence provided for in article 167 of Legislative 

Decree no. 196 of 2003, as they had essentially failed to provide 

Google Video users with the necessary information on the proper 

processing of personal data165. Both in the second instance166 and in 

the Cassation judgment167, however, not only was the lack of a position 

                                                   
165 Court of Milan, 12 April 2010, no. 1972, in Cass. pen., 2010, 3986 
166 App. Milan, 21 December 2012, no. 8611, in Dir. pen. cont., 4 March 2013, on which E. 

BASSOLI, Esclusa la responsabilità penale di Google per violazioni di dati personali da parte di 
materiale multimediale immesso da terzi. See also the comment to the ruling by A. INGRASSIA La 

Corte d’Appello assolve i manager di Google anche dall’accusa di illecito trattamento dei dati personali, 

in www.penalecontemporaneo.it, 4 March 2013. 
167 Cass., Crim. Div. III, 17 December 2013, no. 5107, in Cass. pen., 2014, 2052. 

 

http://www.penalecontemporaneo.it/
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of guarantee on the part of the Internet Service Provider confirmed, 

but a violation of the legislation on privacy was also ruled out: the 

judges, in particular, considered that the unlawful processing of 

personal data was configurable only by the uploader and not by the 

provider, who had limited itself to offering “hospitality” to the video. 

It is not important here to dwell on the doubts raised by the 

ruling from a more strictly legal standpoint168 nor, even less, on the 

“political” reactions aroused by the conviction of Google at first 

instance by an Italian judge169, also in view of the subsequent outcome 

of the judicial case. 

The Google affair, immediately identified as one of the battles 

in the authentic religious war between the advocates of “freedom” and 

the supporters of “rules” determining if the Internet should act as a 

“law-free space”, is of extreme interest also from a more strictly 

technical-legal standpoint, for at least two aspects. 

The first, linked to the possibility (and necessity, in the event 

of an intervention by the legislator) of differentiating the 

heterogeneous activities carried out by network intermediaries, 

concerns the peculiar position of Google in the case at hand, which, it 

has been observed, is halfway between that of the hosting provider and 

that of the content provider: the Court of Milan, emphasising in 

particular the role played by advertising content linked to the most 

viewed videos, held that Google video, unlike the search engine 

belonging to Google itself, does not merely track and index content 

placed by others on the network and does not play a mere “passive 

intermediary” role, but rather an “active”, “non-neutral” position of 

                                                   
168 Especially concerning the fragility of the reasoning with regard to the alleged causal relevance 

of the conduct consisting in the failure to inform network users: the conviction of the defendants, in other 

words, was based on the idea that if Google had warned more clearly of the need to obtain consent to the 

processing of personal data, the 12-year-old girl would not have uploaded the incriminating video: see 
F.G.. CATULLO, Ai confini della responsabilità penale: che colpa attribuire a Google, in Giur. mer., 

2011, 163 ff. and V. PEZZELLA Google Italia, diffamazione e riservatezza: il difficile compito del 

provider (e del giudice), 2255. 
169 See V. PEZZELLA Google Italia, diffamazione e riservatezza, cit., 2233 ff., which, among 

other things, reports the statements made in this regard by David Thorne, US Ambassador in Rome. 
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service provider with regard to the organisation and management of 

the information. Not to mention that, in this specific case, although the 

video had more than 5,000 views and even ended up in the first place 

of the funniest videos, it had “gone unnoticed” for two months170. 

According to the distinction mentioned above, which seems to be 

becoming established in European case law, this would be a case of 

active hosting. 

 

 
4. The subjective element 

 
The Google case is also “instructive” when one shifts from the 

objective element of the offence to the subjective element. Even if it 

is possible to identify a position of guarantee on the part of the Internet 

provider, the question of the subjective element remains to be 

resolved. 

Given that child pornography is a criminal offence, the 

subjective element underlying the offence of failure to prevent should 

be represented by intent, at least in the form of possible intent. 

When discussing, albeit in different contexts, possible liability 

for failure to supervise, we call into question the concept of “control”, 

which implies the necessary reference to rules of conduct for 

preventive purposes: the conduct of “failure to control”, already 

mentioned, is, one might say “structurally”, a culpable conduct. 

It is therefore not surprising to note that, even if the existence 

of an obligation to prevent on the part of Google’s top management 

were to be acknowledged, the reproach could at most have consisted 

in a “negligent” failure to carry out the required checks, without the 

alleged offences also being culpable: nor would it be possible to 

overstretch the contours of possible intent to the point of drawing the 

lack of control into the evanescent formula of accepting the risk or its 

                                                   
170 V. PEZZELLA Google Italia, diffamazione e riservatezza, cit., p. 2258; E. BASSOLI, Esclusa 

la responsabilità penale di Google, cit., 560 
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“derivatives”171. 

 

5. Prospects for reform: The introduction of a specific case 

of failure to control 

 

Given that, at present, it appears very difficult to identify an 

obligation to control by the ISP, intended as an obligation to prevent 

the offences committed by the recipients of the services, a legislative 

intervention on this point does not appear entirely impracticable, 

which, by introducing cases of failure to control, aims at 

circumscribing the persons who are criminally liable and, above all, at 

describing precisely the obligations of diligence to which they are 

bound. First and foremost, there is a need for a regulatory intervention 

that, perhaps initiated by European law instruments, would lead to a 

“technological update” of the reference legislation. The distinction 

between active and passive hosting, if better articulated at the 

definition level, could certainly represent a useful starting point to 

overcome the risk of obsolescence of the current sector legislation or, 

at least, to make it potentially able to refer also to the phenomena that 

have emerged more recently in the universe of ISPs. A more adequate 

description of the different figures of Internet Provider should 

therefore underline the type of activity carried out as well as the 

                                                   
171 For some case law applications of the trend in question, think, for example, of the so-called. 

economic criminal law sectors. The reference is first and foremost to the well-known legal guidelines 

on the liability of the legal director, as an accomplice by omission, in the offence committed by the de 

facto director: taking refuge behind the controversial and very precarious screen of the “warning signs”, 

it has often been held that, for the purposes of the existence of the director’s intent, a general awareness 

of the criminal conduct engaged in by the de facto director would be necessary and sufficient, without 

the representation having to refer to individual criminal episodes. A similar assessment scheme has 

often been used for the purposes of extending criminal liability, for corporate or bankruptcy offences, 

to members of collegiate bodies, with particular reference to statutory auditors of companies, board 

members, directors without delegated powers, whose inaction, even in the presence of (often) 

unspecified warning signs, takes on the consistency of wilful omission (in the copious literature on the 
subject, reference can be made, for all, to A. CRESPI, Note minime sulla posizione di garanzia 

dell’amministratore delegante nella riforma introdotta dal d.lgs. n. 6 of 2003, in Studi in onore di Mario 

Romano, Vol. IV, Jovene, 2011, 1808 ff. and C. PEDRAZZI, Tramonto del dolo?, in Riv. it. dir. e proc. 

pen., 2000, 1265 ff.). 
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instruments (powers) which the service provider materially possesses, 

in order to build a grid of legal powers-duties capable of sustaining a 

criminally relevant position of guarantee. 

The most appropriate choice, however, would not be to rely 

on the general scheme of article 40, second paragraph, of the Criminal 

Code, but to introduce a specific case of negligent failure to control 

which, modelled after article 57 of the Criminal Code, is able to take 

account of the peculiarities of the activity carried out by the ISP. 

The introduction of an offence of failure to control by the 

Internet provider would have a twofold advantage: 

 

- from the standpoint of the objective element, it would solve 

“upstream” the problem of identifying an obligation to 

prevent, through the establishment of a proper omissive 

offence: 

- from the standpoint of the subjective element, it would 

introduce an express provision regarding fault, which would 

make it possible to overcome the “embarrassments” arising 

from the difficulty of identifying liability due to intent, albeit 

in the form of possible intent. 

 

  The cases of failure to exercise control known to the law, 

moreover, respond to the obvious aim of providing additional 

protection compared to the one that would derive from the general 

principles, especially when the unlawful act being the subject of the 

legal obligation to prevent is an intentional offence. If, therefore, by 

reason of the peculiarities of the activity under consideration and, 

above all, of the powers (first and foremost legal powers) attributed to 

the person holding a top management position, it is deemed 

“appropriate” to provide for forms of negligent liability due to the 

failure to exercise control, the only regulatory path that can be pursued 

is precisely that of introducing specific cases, in which the persons 

responsible are unequivocally (and exhaustively) identified and the 
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contours of the control obligation are clearly outlined. 

 

 
5.1. The Provider’s liability 

 
It has already been specified that article 600-b of the Italian 

Criminal Code, in its third paragraph, punishes the disclosure, 

distribution, dissemination and publicity of child pornography, 

specifying that such conduct may be carried out by any means, 

including by digital transmission means. 

 

The broad formulation of the case in question has led to the 

hypothesis that the ISP can be held liable for the offence: indeed, those 

who provide the network services would make a causally relevant 

contribution to the commission of the offence under article 600-b, 

third paragraph, of the Criminal Code, by providing the indispensable 

technological tools through which the communication, therefore, the 

dissemination and publication of the prohibited material can take 

place. As regards the subjective element, one could well reason in 

terms of possible intent172. 

From the standpoint of the objective element, the wording of 

article 600-b, third paragraph, of the Criminal Code is not entirely 

irreconcilable with the activities commonly carried out by the ISP173, 

but the subjective element would still be a difficult obstacle to 

overcome, given that possible intent, however flexible, cannot be 

adapted to all protection requirements174. It is no coincidence, 

                                                   
172 L. PICOTTI Commento all’art. 3, cit., 559 ff 
173 A. MANNA Profili problematici della nuova legge in tema di pedofilia, in Ind. pen., 1999, 47ff 
174 A. MANNA Profili problematici della nuova legge in tema di pedofilia, cit., 48: “the solution 

represented by a recourse to the figure of the possible intent is dangerous, because it runs the risk of 
eliminating the fundamental requirement of having the knowledge of the illicit material. Indeed, 

following the approach under discussion, one could limit oneself, for the purposes of ascertaining the 

Internet provider’s criminal liability, to the warnings that have reached the same. This would refer not to 

actual knowledge of child pornography hosted on its sites, but to a mere possibility of knowing about it. 

At this point, one slips almost inadvertently into a hypothesis of guilt and not of intent”. 
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moreover, that even the areas of liability allowed by Legislative 

Decree. no. 231 of 2001 are still based on the requirement of actual 

knowledge, a requirement which, additionally, is very difficult to 

prove. 

 

6. Prospects for reform: the possible use of artificial 

intelligence 

 
A solution capable of overcoming the difficulties relating to 

the subjective element could pass through a “systemisation” of the 

artificial intelligence tools that ISPs already use to carry out certain 

activities, at least those attributable to active hosting. 

Indeed, social media and other similar platforms commonly 

rely on association and filtering algorithms to select the content 

displayed and to control what is published, without the need for human 

intervention175. In the same way, automatic mechanisms are usually 

entrusted with the “promotion” and increased visibility given to 

certain contents. 

Assuming a set of obligations for ISPs to equip themselves, 

for example, with algorithms capable of identifying the presence of 

pornographic material and with natural persons called upon to assess, 

within certain timeframes and in certain ways, the material selected by 

the algorithm, as well as subjects who, always following a certain 

procedure, check that the contents “promoted” are not child 

pornography, it could be assumed a case (culpable and intentional) for 

the person who materially by mistake omits the control or, having 

become aware of child pornography, does not activate the remaining 

part of the procedure. The latter, in particular, would consist of 

reporting and content removal obligations. 

The system of protection could then be supplemented by a 

                                                   
175 A. BACCIN Responsabilità penale dell’Internet Service Provider, cit., 78. 
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liability of the entity under Legislative Decree no. 231 of 2001. 

 

 
6.1. Reporting and removal obligations regarding child 

pornography 

 
As mentioned above, a truly effective system of protection 

against online child pornography necessarily includes obligations to 

report child pornography and remove it from the network. 

As we can read on Save The Children’s website, through the 

STOP-IT platform internet users can anonymously report both the 

presence of child pornography online (URL, P2P, etc.) and episodes 

of use of digital technologies to disseminate and distribute child 

pornography (chat, profiles on social networks, etc.). 

All reports relating to the presence of online child 

pornography material collected by Stop-It are sent to the National 

Centre for the Fight against Child Pornography on the Internet 

(C.N.C.P.O.), part of the Postal and Communications Police, 

following agreed procedures and respecting the privacy of the 

reporting person. 

The aforementioned EU Strategy for Combating Child Sexual 

Abuse envisages the adoption of the necessary legislation to 

effectively tackle online child sexual abuse, including by requiring 

relevant online service providers to identify known child sexual abuse 

material and report it to public authorities. The Electronic 

Communications Code, in force since December 2020, could 

constitute an obstacle to the full implementation of this line of action, 

with the need to devise appropriate regulatory solutions, especially in 

the area of confidentiality. 

The question is therefore whether and to what extent a real 

“obligation to report” child pornography on the Internet can be 

introduced, with the further need to clarify how an adequate response 

can be structured in terms of punitive law. 
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A turning point seemed to have been reached in the Italian 

legal system with Law no. 38 of 2006, which introduced articles 14-a 

ff. of Law no. 269 of 1998. 

Article 14-a of Law no. 269 of 1998, in particular, established 

the National Centre for combating child pornography on the Internet, 

with the task of collecting all reports, also coming from foreign police 

bodies and public and private entities engaged in the fight against child 

pornography, concerning sites disseminating material concerning the 

sexual use of minors over the Internet and other communication 

networks, as well as the operators and any beneficiaries of the relevant 

payments. 

Article 14-b of Law no. 269 of 1998 states, in its first 

paragraph, that providers of services rendered through electronic 

communication networks are obliged, without prejudice to the 

provisions of other laws or regulations in this field, to report to the 

Centre, if they become aware of them, companies or persons who, for 

any reason, disseminate, distribute or trade, including electronically, 

child pornography, and to communicate without delay to the Centre, 

upon request, any information relating to contracts with such 

companies or persons. Paragraph 3 of the same article specifies that 

unless the violation of the obligations referred to in paragraph 1 

constitutes an offence, it shall entail a pecuniary administrative 

sanction ranging from 50,000 to 250,000 euro. The Ministry of 

Communications is responsible for imposing the penalty. 

This is therefore an obligation to report to the competent 

authority, the violation of which is punishable by an administrative 

sanction. 

Of particular interest is the meaning to be given to the 

reservation clause unless the act constitutes an offence. In fact, one 

could imagine a liability in the form of personal aiding and abetting 

(article 378 of the Italian Criminal Code), which according to a 

prevailing opinion can be applied also in the presence of omissive 

conduct. However, it has been pointed out that, if the mere failure to 
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report were to be considered a personal aiding and abetting offence, 

the administrative sanction introduced by article 14-b would not apply. 

Unless one considers that the only practicable way is through an 

interpretatio abrogans, we would then have to assume that the 

reservation clause is intended to operate in the presence of types of 

conduct other than and in addition to the failure to report, starting with 

the communication of false or incorrect information on companies or 

persons disseminating or marketing child pornography176. Finally, 

article 14-c of Law no. 269 of 1998 lays down obligations to remove 

child pornography material as well as the necessary inhibition of 

access to the sites on which the material in question has been found: 

in order to prevent access to the sites reported by the Centre, Internet 

connectivity providers are obliged to use filtering tools and related 

technological solutions complying with the requirements identified by 

decree of the Minister for Communications, in agreement with the 

Minister for Innovation and Technology and after consulting the most 

representative associations of Internet connectivity providers. The 

second paragraph then states that the breach of the obligations set out 

in paragraph 1 shall be punished with a pecuniary administrative 

sanction ranging from 50,000 to 250,000 euro. 

In terms of criminal law, the transgression of the obligation in 

question could constitute an offence under article 650 of the Criminal 

Code. However, article 14-c l. no. 269 of 1998 is special in relation to 

article 650 C.C., article 9 of Law no. 689 of 1981 would still require 

only the application of the administrative penalty177. 

 

 

 

 

 

 
                                                   

176 A. INGRASSIA Il ruolo dell’ISP nel ciberspazio, cit., 37 
177 A. INGRASSIA Il ruolo dell’ISP nel ciberspazio, cit., 38 
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7. Prospects for reform: diversification of responsible parties 

and exploitation of artificial intelligence 

 
If, therefore, the protection on the side of reporting and 

removal obligations were to be strengthened, the first step would be 

that of a reform of the extra-criminal law, in which the punitive aspects 

could find a more solid footing. 

As already stated with regard to the omission and commission 

liability of the IPS, it would first and foremost be a matter of updating 

the sector’s legislation concerning Providers, in order to better 

diversify their responsibility according to the activity they actually 

carry out. In addition, certain activities should be carried out in 

accordance with increasingly standardised procedures, based (also) on 

the use of algorithms allowing more effective control of the network. 

In this way, it does not seem entirely implausible to provide 

for specific cases that also penalise the violation of reporting 

obligations. 

A proportionate punitive response should probably be based 

on the coexistence of criminal and administrative sanctions, with the 

former being reserved for the most serious violations. 
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CHAPTER V 

ONLINE CHILD PORNOGRAPHY AND ARTIFICIAL 

INTELLIGENCE: ALGORITHMS AT THE SERVICE OF 

PREVENTION AND REPRESSION 

 
SUMMARY: 1. Artificial intelligence: general overview. – 2. The delinquent 

algorithm: the Deepnude case. – 3. The “controller” algorithm. – 4. The 

“investigative” algorithm: investigation tools. – 4.1. “Agents provocateurs”. - 5. 

Undercover investigations in the Italian legal experience. 6. The stone guest: 

privacy. a) The protection of privacy in European and Italian law. – 6.1. b) The 

proposal for a temporary derogation from Directive 2002/58/EC to process 

personal data for the purpose of combating online child sexual abuse. - 6.2. c) 

The opinion of the European Data Protection Supervisor. – 6.3. d) Proposal to 

reconcile the need to combat child sexual abuse and respect for privacy. – 7. 

Profiling of the perpetrator of child sexual abuses: the further frontier of 

artificial intelligence in the wider context of predictive policing. 

 

 
1. Artificial intelligence: general overview 

 
The concept of Artificial intelligence (AI), a term coined in 

1956 by John McCartey, describes the possibility of machines 

thinking like humans, acting like humans, thinking rationally and 

acting rationally. As a first approximation, there are, therefore, four 

approaches on which A.I. pursues its field of research through the use 

of both “symbolic” techniques that automate reasoning and action 

through the elaboration of algorithms, presenting the situations under 

analysis through Symbols understood by human beings (state-space 

search, automatic reasoning and machine learning), and of “sub-

symbolic” techniques that reproduce natural phenomena without 

representing knowledge in a comprehensible way (neural networks, 

genetic algorithms and swarm intelligence). 

The broader discipline of Artificial Intelligence includes 

Machine Learning, which allows machines to “learn” from a series of 
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data, through the use of algorithms capable of adapting and improving 

every time they receive information. 

In other words, it is an automatic learning system derived from 

experience and from the most diverse environmental situations178. An 

example of machine learning is artificial vision systems that allow 

objects to be recognised using image sensors. In this case, the 

algorithm not only identifies a given object by distinguishing it from 

others, but also learns from experience, having memory of the steps 

used for recognition, in order to repeat them in subsequent acquisitions 

of computer vision. 

One of the most common approaches to machine learning is 

Deep Learning, which, by replicating the workings of the human brain 

and in particular the interconnection of various neurons, uses huge 

models of neural networks with various processing units and exploits 

computational advances and training techniques to learn complex 

patterns, through a huge amount of data. Among the most popular 

Deep Learning applications are speech recognition and computer 

vision. 

It is widely known that A.I. has now overwhelmingly invaded 

everyday life: machine learning systems cut across all fields of 

knowledge, not only in scientific and technological sectors, but also in 

social, criminological and legal sciences. 

Leaving aside the analysis of the ways in which artificial 

intelligence is used, here it is sufficient to dwell on the interactions 

between artificial intelligence and online child pornography, on the 

two sides of the new methods made available to paedophiles for the 

commission of offences and the innovative tools that, instead, could 

be usefully employed as prevention tools to combat online sexual 

                                                   
178 On the technological revolution of Artificial Intelligence and its all-round impact on civil 

society, see J. KAPLAN Artificial Intelligence. A guide to the near future, Luiss University Press, 2017. 

For some general considerations on artificial intelligence applied in the field of law and process see J. 

NIEVAJ-FENOLL, Intelligenza artificiale e processo, translated by P. Comoglio, Giappichelli, 2019, 

8 ff. 
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crime179. 

These are at least the possible uses that are being considered, 

in terms of the more obvious aspects: 

- the delinquent algorithm, as a tool enabling the 

commission of child pornography offences in different ways than 

before; 

- The controller algorithm, as a tool for tracing child 

sexual abuse material on the network and can be usefully employed 

by ISPs; 

- the investigative algorithm, as an investigative tool at 

the disposal of the competent authorities. 

 

 
2. The criminal algorithm: the Deepnude case  

 
With regard to the first aspect180, Deepfake software is now 

widely used, which, by exploiting artificial intelligence and, in 

particular, Deep learning, makes it possible to generate a “virtual” 

product (e.g. a video or an image) in real time, by modifying a 

representation or creating a totally new one with the intention of 

falsely representing reality, the final result of which appears 

“plausible”181. 

                                                   
179 In Italian literatura, particular mention should be made of O. DI GIOVINE, Il Judge-bot e le 

sequenze giuridiche in materia penale (intelligenza artificiale e stabilizzazione del precedente) , in Cass. 

pen.,3/2020, 951 ff.; J. NIEVA-FENOLL, Intelligenza artificiale e processo, transl. by P. Comoglio, 

Giappichelli, 2019 F. BASILE, Intelligenza artificiale e diritto penale: quattro possibili percorsi di 

indagine, in Dir. pen. uomo, 29 September 2019, 1 ff.; C. PARODI, V. SELLAROLI, Sistema penale e 

intelligenza artificiale: molte speranze e qualche equivoco , in Dir. pen. cont., 6/2019, 48; E. RULLI, 

Giustizia predittiva, intelligenza artificiale e modelli probabilistici. Chi ha paura degli algoritmi? , in 

Analisi giuridica dell’economia, 2/2018, 535; R. BORSARI, Intelligenza Artificiale e responsabilità 

penale: prime considerazioni, in www.medialaws.eu, 3/2019, §2 
180 See also R. BORSARI, Intelligenza Artificiale e responsabilità penale: prime considerazioni, 

in www.medialaws.eu, 3/2019, §2. 
181 More broadly on the subject of Deepfake F. BERTONI Deepfake, ovvero Manipola et 

impera. Un’analisi sulle cause, gli effetti e gli strumenti per la sicurezza nazionale, nell’ambito 

dell’utilizzo malevolo dell’intelligenza artificiale ai fini fi disinformazione e propaganda, in 

Ciberspazio e diritto, vol. 20, n. 62, 1-2/2019, 11 ff. 

http://www.medialaws.eu/
http://www.medialaws.eu/
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The functioning of this type of software, in a first 

approximation, is based on the storage of the body and facial features 

of a subject portrayed in an image or video present on the network and 

on their subsequent reprocessing through a sophisticated algorithm. 

In other words, it is a technological evolution of the 

“traditional” photo montages, whose quality of representation is, 

however, in view of the potential of the machine learning techniques 

used, so realistic that even an expert eye would find it difficult to 

distinguish a deepfake from an unaltered and genuine image. 

One of the most “harmless” applications of Deepfake is to 

replace the image of the face of one subject with that of another, or to 

interchange the physical features of show business and political 

figures, for example for satirical purposes. However, the distorting 

effects that could result from the use (more correctly: abuse) of these 

new technologies can easily be foreseen. One example is the cases in 

the news where celebrities’ faces were modelled on the bodies of some 

of the protagonists of pornographic videos. 

A particular form of Deepfake is Deepnude, which uses 

artificial intelligence to manipulate representations of clothed subjects 

in such a way that, by replacing images that respect the proportions 

and build of the portrayed subjects, makes them appear naked182. The 

final product of the “manipulation” is an artificially created but 

incredibly “verisimilar” depiction of “nudity”. 

Initially, Deepnude software was only accessible through a 

special app available on the purchasing portals of the most common 

operating systems, but then the Russian social network Telegram 

                                                   
182 On 23 October 2020, the official portal of the Italian Privacy Authority published a press 

release that announced the decision by the Authority to open an investigation against the social 

network “Telegram”, which makes available on its platforms the software “DeepNude”, because “The 

serious damage to dignity and privacy to which the use of a similar software exposes people, 
especially minors, are obvious, given the risk that such images are used for extortion or revenge porn 

and taking into account the irreparable damage that could derive from an uncontrolled circulation of 

images, up to forms of viral diffusion. The ease of use of this programme also makes anyone with a 

photo on the web a potential victim of deep fakess (link to the press release 

https://www.garanteprivacy.it/home/docweb/-/docweb- display/docweb/9470722) 

http://www.garanteprivacy.it/home/docweb/-/docweb-
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made this tool available within its own platform, through a mechanism 

that can be roughly summarised as follows: artificial users, the so-

called BOTs, which generally offer “auxiliary” services to accounts 

subscribed on the Telegram channel, created “nude” images on 

request. From there, anyone interacting with the Deepnude BOT could 

obtain a naked “version” of a subject, starting from a real image of a 

clothed person, found on the web or perhaps shared by the same 

“victim” on their social profiles. 

At this point, it appears clear how the use of artificial 

intelligence to “reconstruct” - although not in a real way, but 

realistically - the “naked” body of a subject can have worrying 

implications in a criminological perspective: the cases in which 

“artificial” images of nudity are used for extortion or, however, illicit 

purposes are not infrequent (e.g. porn revenge); and also cases in 

which the software is used for the production and subsequent 

dissemination and transfer of child pornography, if the person 

involved in the “false representation” is a minor. 

The further pitfall of the new technology lies in the fact that 

the “original” images do not contain any explicit sexual reference, but 

rather, more often than not, are photos/videos of the “victim” in 

everyday situations, shared by the same on their social channels. One 

could, therefore, at least discuss possible offences against the privacy, 

confidentiality, honour, reputation, psycho-physical and sexual 

integrity of the represented person. 

From a legal perspective, the phenomenon described presents 

a number of problematic issues that, albeit briefly, are worth 

clarifying. 

First of all, the increasingly widespread use of Artificial 

Intelligence as a tool for the commission of certain crimes, such as 

online child pornography, and, therefore, as a real “corpus delicti”, 

would introduce new forms of offence to legally relevant assets, for 

the protection of which the criminal punishment arsenal does not 

always appear sufficient, making it necessary more often than not to 
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take into account further legislative interventions that take into direct 

consideration the technological evolution marked by Artificial 

Intelligence systems183. 

Secondly, one could discuss the model of liability that could 

be envisaged in such cases, since there could be tensions with the 

constitutional principle of the personality of criminal liability, in its 

paradigm of liability of the individual. Indeed, even if one were to 

emphasise the already practised model of “indirect human 

responsibility”, this would not apply well to the more intricate cases 

in which machine learning mechanisms come into play184. On this 

subject, it has been observed that a look at the complex model of 

(criminal) liability of legal persons, which has undermined the axiom 

of “societas delinquere non potest”, may offer interesting points for 

reflection185. 

 

 
3. The “controller” algorithm 

 
The most obvious feature of online child pornography is 

certainly the computer and digital transmission tools that the subject 

uses, in various ways, to commit the offences. 

Actually, these distribution channels are becoming 

increasingly controllable and traceable, albeit with the limitations, 

already highlighted, of the deep web and end-to-end encryption 

popular among instant messaging services. 

                                                   
183 Thus A. MASSARO Determinatezza della norma penale e calcolabilità giuridica, 

cit., 492. 
184 A. MASSARO Determinatezza della norma penale e calcolabilità giuridica, cit., 493 
185 On this point, again A. MASSARO Determinatezza della norma penale e 

calcolabilità giuridica, cit., 492-492, but also F. BASILE, Intelligenza artificiale e diritto 
penale, in Dir. pen uomo, 29 September 2019, 29 ff. and, in a critical sense on the 
parallelism with the liability of legal persons, A. CAPPELLINI Machina delinquere non 
potest? Brevi appunti su intelligenza artificiale e responsabilità penale, in Discrimen, 
27 March 2019, 1 ff. 
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Thinking about the “unencrypted web”, it is clear that 

algorithms represent an irreplaceable tool to control a mass of data and 

images that are “humanly unmanageable”. 

Facebook and Instagram, for example, have for some time 

now been equipped with machine learning software based on Artificial 

Intelligence186 that can recognise “shared” images depicting the sexual 

organs of minors. The potential of these control systems is undisputed, 

if only one considers how, previously, social channels could only rely 

on the reporting activity of other platform users. It has already been 

pointed out that the progressive implementation of these instruments, 

perhaps through the introduction of obligations in this sense by service 

providers that carry out activities considered particularly risky, could 

perhaps contribute to a clearer identification of the ISPs’ liability 

profiles. 

With specific regard to child grooming, which is often 

regarded as a precursor to child pornography offences as well as to 

more serious forms of sexual abuse, artificial intelligence tools allow 

groomers to be identified by monitoring users’ activity. 

A particularly interesting sector, especially because of the 

dynamics of interaction it enables, is that represented by online games. 

There are actually several categories of games on the Internet: single 

player, multiplayer, massively multiplayer, not to mention games in 

which a plurality of participants take part and can take the form of 

role-playing games, which are an effective vehicle for solicitation187. 

In role-playing games, it may indeed happen that several players share 

the same mission and interact for its implementation, not to mention 

that in certain cases the player joins a stable group (guild or faction) 

by invitation. Factions are organised hierarchically and participants 

communicate with each other via chat tools, perhaps setting up 

appointments to better carry out the mission entrusted to them188. 

                                                   
186 On Artificial Intelligence as a tool to combat online child pornography see, more broadly, 

par.8.1. 
187 C. MATTEUZZI, Adescamento online: brevi cenni, in Sul Filo del Diritto, 2/2020. 
188 C. MATTEUZZI, Adescamento online: brevi cenni, in Sul Filo del Diritto, cit. 
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Similar considerations can be made a fortiori for dating 

sites(Yubo, Grindr, etc.). 

 Parental controls are able to block images, but not chats. 

However, many operators are equipping themselves with algorithms 

to intervene in suspicious cases, for instance by blocking an account 

when the person reveals a different age from the one declared189. 

At the beginning of 2020, Microsoft announced the 

development of a technology to detect sexual predators who try to lure 

minors into chats, starting with messaging apps associated with video 

games. The operation of Project Artemis is based on a few expressions 

recurring in the language of harassers and has been tested in chats on 

Xbox, the Microsoft console. More precisely, the programme analyses 

the conversation and assigns it a score, which can be used to assess the 

possibility of reporting the chat to a human operator for verification of 

possible threats and subsequent reporting to the authorities. 

It is not difficult to imagine that the spread of such tools will 

become increasingly significant, just as it is not far-fetched to assume 

that the number of operators in the sector equipped with these tools 

will grow. 

The question of the limits beyond which “smart technology” 

can go and which, for instance, could be imposed by the protection of 

the privacy of network users remains open, as we will try to clarify. 

 

 
4. The “investigative” algorithm: investigation tools 

 
On the side of the so-called investigative and/or inquiring 

algorithm, Artificial Intelligence seems to assume a pivotal role in the 

fight against crime and, in particular, against online child 

pornography, both as an auxiliary tool to the activities of the 

investigating judges and the judicial police, and as a support tool for 

                                                   
189 C. MATTEUZZI, Adescamento online: brevi cenni, in Sul Filo del Diritto, cit. 
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web channels dissemination digital material, to prevent the 

commission of illegal acts on their platforms. 

As regards this second aspect, mention has already been made 

of the wide-ranging use of software that, by exploiting Artificial 

Intelligence and Machine learning systems, enable the automatic 

recognition of illicit material (photos, videos, etc.) before the same 

shared and thus disseminated on the onlineplatform. More 

specifically, a Machine learning algorithm would be able to 

proactively track down images and videos depicting minors in 

sexually explicit or sexually abusive situations as soon as they are 

posted on the social network. These programmes are more 

sophisticated than photo-matching technology, which merely “blocks” 

the viral dissemination of images, only if users report that the content 

is inappropriate. 

More problematic, also from a more strictly legal perspective, 

are the support programmes for the judicial police and prosecutors in 

the investigation phase. 

Among the most popular software, PhotoDNA190 is 

particularly well known. Using image-matching technology 

developed by Microsoft Research in collaboration with Dartmouth 

College, it makes it possible to trace all copies of child pornography 

circulating on the Internet - even if they are partially altered, modified 

or resized - by creating a unique signature (so-called hash) combined 

with the digital representation, which identifies the essential 

characteristics of the photograph and can be used as a “fingerprint” for 

comparison with other images on the web or on hard disks. 

PhotoDNA was integrated into the Child Exploitation 

Tracking System (CETS)191, a worldwide police cooperation computer 

programme for child pornography investigations, based on Microsoft 

                                                   
190 More details on how to use PhotoDNA can be found on the official website of the Italian State 

Police at the link: https://www.poliziadistato.it/statics/36/scheda-photodna.pdf. 
191 The CETS system is used by police forces in Australia, Brazil, Canada, Chile, Indonesia, Italy, 

Romania, Spain, the United Kingdom and the United States 

http://www.poliziadistato.it/statics/36/scheda-photodna.pdf
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technology. The use of the software enables the management of child 

pornography material, facilitating the pursuit of investigative 

activities, as well as the management and sharing of evidence and 

information useful for the identification of suspects and the 

preparation of legal cases of child sexual abuse and exploitation. 

In this context, PhotoDNA supports the investigations of the 

criminal police in linking reports from online services to the 

identification of victims and the analysis of seized illegal material. 

Furthermore, Amazon Rekognition, using neural network 

models for automatic recognition through deep learning technology, 

can identify inappropriate content and mark materials as “relevant” to 

the investigation of a given case, grouping them together to allow law 

enforcement agencies to more quickly examine the evidence collected 

and compare the case with other similar cases. 

 

4.1. “Agents provocateurs” 

 
Significant attention, also in the legal debate, has been paid to 

the Terre des Hommes “Sweetie” projects and the enhanced version 

“Sweetie 2.0”192. It is a revolutionary chatbot - a virtual “user” able to 

interact and communicate with real users - capable of detecting 

grooming and the exchange of child pornography. 

The virtual avatar Sweetie, a ten-year-old girl of Filipino 

origin, was used as “bait” to monitor cases of online child sexual abuse 

and exploitation. 

According to data published by Terre des Hommes193, in 2013, 

the virtual child, acting in just nineteen public chats, came into contact 

with more than 20,000 paedophiles and made it possible to identify 

more than 1,000 predators, in 72 countries. The information acquired 

                                                   
192 For a detailed analysis of the Sweetie 2.0 program, please refer to the volume Sweetie 2.0. 

Using Artificial Intelligence to Fight Webcam Child Sex Tourism, eds. S. van der Hof, I. Georgieva, B. 

Schermer, B.-J. Koops, Springer, 2019. 
193 See link: https://terredeshommes.it/comunicati/sweetie-2-0- the-revolutionary-chat-bot-

tracking-pedophiles-online 
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was handed over by the organisation Terre des Hommes to Europol 

and Interpol. 

The first conviction, based on evidence gathered through the 

Sweetie project, was handed down in 2014 by an Australian judge to 

a repeat offender. 

  Along the same lines as operation Sweetie, the advanced 
version of the software, Sweetie 2.0, has the task of monitoring, 

tracking, identifying and deterring child sexual predators operating 
on the web. 

The central role played by these technologies in investigations 

cannot be seriously questioned. First and foremost, the complex 

figures of the “undercover agent” and the “agent provocateur” are 

taken into consideration194. According to the definitions proposed by 

the Italian Court of Cassation, an undercover agent “is a member of 

the police force or his collaborator who acts in a controlled manner 

within the framework of an official and authorised investigation 

activity for the purpose of observing and containing criminal conduct 

that, on the basis of suspicion, other persons are supposed to be about 

to commit”, whereas “agent provocateur” refers to “a person who, 

although a member of the police force, outside an officially authorised 

investigation leads others to commit offences which, without his 

action, would not have been committed”195-196. 

                                                   
194 In general, on the subject of the agent provocateur see, in the Italian doctrine, A. 

MALINVERNI, entry Agent provocateur, in Nss. Dig. it., vol. I, Utet, 1957, 396 ff.; R. DELL’ANDRO, 

entryAgente provocatore, in Enc. dir. vol. I, Giuffrè, 1958, 864 ff.; E. CALIFANO L’agente 

provocatore , Giuffrè, 1964; C. DE MAGLIE L’agente provocatore. Un’indagine dommatica e politico-

criminale , Giuffrè, 1991; F. BELLAGAMBA I problematici confini della categoria delle scriminanti 

, Giuffrè, 2007, 131 ff. In the manuals, for all, F. MANTOVANI Diritto penale. Parte generale, IX ed., 

2015, 525 ff. 
195 Thus Cass. Crim. Div. III, 7 April 2011, no. 17199, in DeJure. 
196 In the Italian legal system, article 9 of lLaw. no. 146 of 16 March 2006, (“Ratification and 

Implementation of the United Nations Convention and Protocols against transnational organised crime, 

adopted by the General Assembly on 15 November 2000 and 31 May 2001”), as amended by Law no. 

136 of 13 August 2010, by Leg. Decree no. 50 of 24 March 2011, by Law no12 of 15 february 2012, by 

Law no. 43 of 17 April 2015, by Leg. Decree no 125 of 21 June 2016, provides for the general discipline 
of the “undercover” operations applicable to a wide range of incriminating cases including, precisely, 

the crimes referred to in Book II, Title XII, Chapter III, Section I “Crimes against the individual”, of the 

Criminal Code and, therefore, also the crimes of child pornography (article 600-b ff. of the Italian 

Criminal Code). On the discipline of undercover investigations see for all D. VICOLIM. BIRAL La 

disciplina delle indagini sotto copertura tra esigenze di accertamento e limiti di utilizzabilità, in Scritti 
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The issue of undercover investigations has been addressed on 

several occasions by the European Court of Human Rights in relation 

to the compatibility of this method of obtaining evidence with the 

principle of fair trial set out in article 6 ECHR197. 

The leading cases in this field are the judgements of the Court 

in the case Teixeira de Castro v. Portugal198 and Calabrò v. Italy and 

Germany199. 

On these occasions, the Strasbourg judges, on the one hand 

recognised the compatibility of the activity of the undercover agent 

who, belonging to the judicial police forces or formally collaborating 

with them, operates in the context of preliminary investigations and, 

therefore, of criminal proceedings, instituted on the basis of clues and 

evidence gathered against certain persons, provided that the 

undercover agent does not incite to commit criminal conduct which 

would not otherwise have occurred. 

On the other hand, they made it clear that there would be a 

violation of the right to a fair trial under article 6 ECHR if the agent 

instigates a crime and the instigation is accepted, if the “suspected” 

person, in the absence of any provocation, would not have committed 

that criminal act200. A counterfactual judgement is therefore required, 

                                                   
in onore di Luigi Stortoni, edited by M. Mantovani, F. Curi, S. Tordini Cagli, V. Torre, M. Caianiello, 

Bonomia University Press, 2016, 665 ff.; G. AMARELLI, La operazioni sotto copertura, in La 

legislazione penale in materia di criminalità organizzata, misure di prevenzione ed armi, edited by V. 

Maiello, Giappichelli, 2015, 180 ff. 
197 On this subject, see for all A. BALSAMO, Operazioni sotto copertura ed equo processo: la 

valenza innovativa della giurisprudenza della Corte europea dei diritti dell’uomo, in Cass. pen., 2008, 

2641 ff. 
198 ECHR, 9 June 1998, Teixeira de Castro v. Portugal, rec. no. 25829/94 with commentary by A. 

VALLINI, Il caso “Teixeira De Castri” davanti alla Corte Europea dei diritti dell’uomo ed il ruolo 

sistematico delle ipotesi legali di infiltrazione poliziesca, in Leg. pen., 1999, 197 ff. 
199 ECHR, 21 March 2002, Calabrò v. Italy and Germany, application no. 51151/99 with 

commentary by A. TAMIETTI, Agenti provocatori e diritto all’equo processo nella giurisprudenza della 

Corte europea dei Diritti dell’Uomo, in Cass. pen., 2002, 2920 ff 
200 ECHR, 9 June 1998, Teixeira de Castro v. Portugal, rec.n. 25829/94: “In the light of all these 

considerations, the Court concludes that the two police officers’ actions went beyond those of undercover 
agents because they instigated the offence and there is nothing to suggest that without their intervention it 

would have been committed. That intervention and its use in the impugned criminal proceedings meant 

that, right from the outset, the applicant was definitively deprived of a fair trial. Consequently, there has 

been a violation of article 6 § 1”. More specifically, in the case of Teixeira de Castro v. Portugal, two plain-

clothes officers, on the basis of statements made by a third party, went to the home of the appellant, who 
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aimed at ascertaining whether, if the instigating conduct of the agent 

provocateur had not taken place, the person would still have 

committed the offence. In the event of a positive response to the but-

for test, the evidence obtained from the undercover investigation is 

unusable at the decision-making stage. In other words, the criminal 

liability of the “instigated” subject cannot be proved to a decisive 

extent by the statements made by the “provoking” agents, when it is 

shown that, in the absence of any provocation, the person would not 

have committed the offence201. 

In this sense, the Italian legislation on undercover 

investigations, contained in Law no. 146 of 16 March 2006 

and subsequent amendments, not only narrows the practicability of 

such investigative techniques to strictly identified crime hypotheses, 

but also requires the body ordering the execution of the undercover 

operations to give prior notice to the public prosecutor responsible for 

preliminary investigations. 

The undercover investigations would therefore seem to fall 

within the procedural category of the means of searching for evidence, 

for the practicability of which a prior acquisition of the notitia criminis 

by the judicial police and the public prosecutor is required, in a context 

in which the criminal proceedings - albeit in an embryonic phase - has 

been formally launched. The further consequence is that it is unlawful 

                                                   
had no criminal record and against whom no criminal proceedings were pending, asking to be allowed to 

buy a certain quantity of drugs. The appellant was arrested after obtaining the requested drug. 

In substantially the same vein more recently, ECHR, 12 November 2012, Epil v. Turkey; ECHR, 

2 October 2012, Veselo v. and others v. Russia, applications nos. 23200/10, 24009/07, 556/10; ECHR, 

5 February 2008, Ramanauskas v. Lithuania, application no. 74420/01: “More particularly, the 

Convention does not preclude reliance, at the preliminary investigation stage and where the nature of 

the offence may warrant it, on sources such as anonymous informants. However, the subsequent use of 

such sources by the trial court to found a conviction is a different matter and is acceptable only if 

adequate and sufficient safeguards against abuse are in place, in particular a clear and foreseeable 

procedure for authorising, implementing and supervising the investigative measures in question 

[…]Furthermore, while the use of undercover agents may be tolerated provided that it is subject to clear 

restrictions and safeguards, the public interest cannot justify the use of evidence obtained as a result of 
police incitement, as to do so would expose the accused to the risk of being definitively deprived of a 

fair trial from the outset”. 
201 In this sense, ex pluribus , ECHR, 21 February 2008, Rec.  no. 15100/06, Pyrgiotakis v. 

Greece with commentary by A. B ALSAMO, Operazioni sotto copertura ed equo processo, cit., 2641 

ff. 
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to provoke a person into committing an offence, if the acts of the trial 

show that the person, in the absence of the instigation of the agent 

provocateur, would not have engaged in the unlawful conduct. 

Returning to the specific question under analysis, there is no 

doubt that also Sweetie and, more generally, the new instruments of 

investigation must come to terms with the guarantee of due process of 

law under art. 6 ECHR and with the internal regulations of the 

individual legal systems concerning undercover investigations. 

Now, starting from the premise that the objective of the 

investigative operations Sweetie and Sweetie 2.0 is to identify, 

monitor, trace, identify and deter paedophiles who act on the network, 

it is necessary to verify whether and to what extent the evidence 

collected with the sacrifice of the “avatar” child, a “virtual” agent 

provocateur, could be considered unusable in court. 

On this subject, it is interesting to recall ruling no. 26763 of 3 

June 2008 of the third criminal division of the Court of Cassation. In 

the case in question, the Postal and Communication Police, through 

the establishment of an Internet site, duly authorized by the judicial 

authority, had made available on the network, with an offer aimed at 

all users, illegal material that could be acquired by persons interested 

in child pornography. On that occasion, the judges, on the one hand 

reiterated that a decisive intervention by the agent provocateur for the 

commission of the offence must be considered detrimental to the right 

to a fair trial, with the consequent impossibility to use the collected 

material; on the other hand they made it clear that there would be no 

violation of article 6 ECHR if the agent provocateur merely brings to 

light, by means of inciting conduct, a criminal intention that has 

already matured, even if only “latent”. Looking more closely, in these 

cases the activity of the instigator does not assume any essential 

significance for the commission of the offence, since the instigation is 

directed at persons who already intend to commit the offence202. 

                                                   
202 Cass., Crim. Div. III, 3 June 2008, no. 26763, in DeJure: “The ECHR has found that the 

activity of undercover agents must be circumscribed and covered by safeguards even when dealing with 
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Ultimately, without renouncing in any way the guarantees of 

due process, the “virtual” child provocateur would operate on websites 

and platforms, on which “active” users are already inclined to crime, 

thus limiting herself to make “actual” and “concrete” a criminal 

intention in the making. 

Another and different issue is to understand whether the 

conduct of grooming with respect to the avatar is actually offensive to 

a legally relevant asset or would rather result in an “impossible” crime, 

notwithstanding any possible liability for possession, dissemination, 

sale or purchase of child pornography. 

 

 
5. Undercover investigations in the Italian legal experience 

 
Article 14 of Law no. 269 of 1198 introduced specific 

provisions for undercover investigations in relation to sexual offences 

against children. 

 
1. In the context of the operations ordered by the chief 

of police or by the person in charge, at least at the provincial 

level of the body to which they belong, the officers of the 

Judicial Police Force of the specialised structures for the 

repression of sexual crimes or for the protection of minors, or 

                                                   
crimes of particular gravity and that the intervention of agents provocateurs, when it is decisive for the 

commission of the crime (in the sense that without their intervention the crime would not have been 

committed), if used in the criminal trial, can irreparably distort the fairness of the trial. This, however, 

must be excluded when it appears that the suspect is ready to commit the offence even in the absence of 

the police officers’ intervention, who merely reveal an existing, but latent, criminal intention, providing 

the appellant with the opportunity to realise it. In other words, while the right to a fair trial is not infringed 

by the intervention of the Public Prosecutor (susceptible to be used as evidence in the context of the trial) 

that is limited to thawing out a criminal intention in the making (as is found in the present proceedings in 

which the Postal Police has only put on the net, with an offer addressed to the generality of web users, 
child pornographic images acquired, with the aim of holding them, by persons interested in child 

pornography), the fair administration of justice is hampered by an intervention of agents provocateurs that 

is essential to lead someone to commit an offence where he or she had no previous intention of doing so. 

It follows that the aforementioned law enforcement activity was also carried out in compliance with the 

principle enshrined in art. 6 of the Convention”. 
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of those instituted for the fight against organised crime, can, 

with the authorisation of the judicial authority for the sole 

purpose of acquiring evidence in relation to the offences 

referred to in articles 600-a, first paragraph, 600-b, first, 

second and third paragraphs, and 600-d of the Italian Criminal 

Code, introduced by the present Law, proceed to the simulated 

purchase of pornographic material and to the relevant 

intermediation activities, as well as participate in the tourist 

initiatives referred to in article 5 of the present Law. The 

judicial authority shall be notified immediately of the purchase 

and may, by reasoned decree, defer the seizure until the 

conclusion of the investigation. 

2. In the context of the telecommunications police 

tasks, defined by the decree referred to in article 1, par. 15 of 

Law no. 249 of 31 July 1997, the body of the Ministry of the 

Interior for the security and regularity of telecommunications 

services shall carry out, at the request of the judicial authority, 

reasoned under pain of nullity, the activities necessary to combat 

the offences referred to in articles 600-a, first paragraph, 600-b, 

first, second and third paragraphs, and 600-d of the Italian 

Criminal Code committed through the use of computer systems 

or digital means of communication or using publicly available 

telecommunications networks. For this purpose, the personnel in 

charge may use coverage indications, also to activate sites in 

networks, to set up or operate communication or exchange areas 

on networks or digital transmission systems, or to participate in 

them. The aforementioned specialised personnel shall, for the 

same purposes, carry out the activities referred to in paragraph 

1 also by digital transmission means. 

3. The judicial authority may, by reasoned decree, 

delay the issuance or order the delay of the execution of arrest, 

detention or seizure orders, when this is necessary to acquire 

relevant evidence, or for the identification or arrest of persons 
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responsible for the offences referred to in articles 600-a, first 

paragraph, 600-b, first, second and third paragraphs, and 600-d 

of the Italian Criminal Code. When the person injured by the 

offence is identified or identifiable, the measure is taken after 

consulting the public prosecutor at the Juvenile Court in whose 

district the minor usually lives. 

 
Article 14 of Law no.269 of 1998, in particular, could 

also refer to the creation of “covert sites”, i.e. sites created ad 

hoc which could make use of algorithms capable of simulating 

the linguistic and behavioural characteristics of minors203. 

These sites require particular attention in terms of their 

design, also in view of the information that can be intercepted 

through this expedient: all the operations carried out by the user 

can be tracked, including the images displayed and downloaded, 

in order to then acquire the IP address and proceed to subsequent 

acts of investigation204. Article 14 also includes the activity in 

online chats, provided that one is already proceeding for a certain 

offence. 

6. The stone guest: privacy. a) Protection of  

privacy in the European and Italian law 

 
The protection of privacy and personal data205 is inextricably 

linked to the right to confidentiality as the “hard core” of protection, 

the content of which is to be identified in the “exclusivity of 

knowledge, i.e. the interest of the subject in ensuring that no one, 

                                                   
203 F. BONDAVALLI, Le indagini digitali sotto copertura per la repressione dei reati di 

pedopornografia, in dirittocivilepenale.it, 20 June 2020. 
204 F. BONDAVALLI, in Le indagini digitali sotto copertura, cit., does not fail to underline the 

criticality of these investigation techniques, especially when the site does not have characteristics that 

enable an adequate “selection” of the users. 
205 It should be noted from the outset that in Italian doctrine there is no terminological uniformity 

between the different concepts of “confidentiality”, “private life” “privacy” and “personal data”. For an 

attempt to recompose the definitional dispute see P. PATRONO entry Privacy e vita privata (dir. Pen.), 

in Enc. dir., XXXV, 1986, 557 ff.; F. MANTOVANI Diritto penale. Parte speciale, I, Delitti contro la 

persona, VI ed., Wolter Kluwer-Cedam, 2016, in partic. 590, note 3. 
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without his or her consent, learns about or reveals what takes place in 

his or her private sphere”206. The “traditional” problematic issues that 

have for decades characterised the debate around the right to a 

confidentiality tended to focus on whether or not it had constitutional 

cover207. 

A quick glance at the various theories that have developed 

over time suggests that the solution according to which the right to 

privacy - now to be considered completely detached from the right to 

image, honour and reputation208 - finds “subsequent” constitutional 

recognition in article 2 of the Italian Constitution209 is fully acceptable,  

                                                   
206 F. MANTOVANI, Diritto penale. Parte speciale, cit., 596. In the copious criminal law 

literature see, in particular, F. BRICOLA Prospettive e limiti della tutela penale della riservatezza, in 
Riv. it. dir. proc. pen., 1967, 1079 ff.; F. MANTOVANI Diritto alla riservatezza e libertà di 

manifestazione del pensiero con riguardo alla pubblicità dei fatti criminosi , in Arch. giur., 1968, 61 

ff.; F. PALAZZO, Considerazioni in tema di tutela della riservatezza (a proposito del nuovo art. 615-

bis c.p.), in Riv. it. dir. proc. pen., 1/1975, 126 ff.; P. VENEZIANI, Beni giuridici protetti e tecniche di 

tutela penale nella nuova legge sul trattamento dei dati personali: prime osservazioni, in Riv. trim. dir. 

pen. econ., 1-2/1997, 135 ff.; A. DE CUPIS, entry Riservatezza e segreto (Diritto a), in N. Dig. it., XVI, 

1969,120 ss.; S. FIORE, entry Riservatezza (diritto alla), in Enc. giur. Treccani , Update VII, 1999, 13 

ff.; A. MANNA La protezione dei dati personali nel diritto italiano, in Riv. trim. dir. pen. econ., 1993, 

185 ff.; P. PATRONO, entry Privacy e vita privata (dir. pen.), cit., 557 ff. It is in nay case essential to 

make refernce to P. RESCIGNO, Il diritto di essere lasciati soli, in Synteleia perV. Arangio-Ruiz, edited 

by A. Guarino, L. Labruna, Jovene, 1964, 494 ff. e a S. RODOTÀ, Intervista su privacy e libertà, Editori 

Laterza, 2005. 
207 On this point, see F. BRICOLA, Prospettive e limiti della tutela penale della riservatezza, 

cit., 1079 ff.; F. MANTOVANI, Diritto alla riservatezza e libertà di manifestazione del pensiero, cit., 

61 ff.; P. VENEZIANI, Beni giuridici protetti e tecniche di tutela penale nella nuova legge sul 
trattamento dei dati personali: prime osservazioni, cit., 135 ff. Lastly, also L. D’AGOSTINO La tutela 

penale dei dati personali nel riformato quadro normativo, cit., 5 ff. to which we refer for a wider 

reconstruction of the debate in question and for all the necessary indications, and G. VISENTINI, Dal 

diritto alla riservatezza alla protezione dei dati personali, in Dir. inf. , 2019, 1 ff., for a detailed analysis 

on the historical evolution of the right to privacy. 
208 Cf. G. VISENTINI Dal diritto alla riservatezza alla protezione dei dati personali, cit., 3, 

pointing out that, at least in terms of civil law protection, the right to confidentiality has taken on an 

“autonomous” relevance with the judgement of the Court of Cassation no. 2129 of 27 May 1975, in the 

so-called Soraya Esfandiari case. 
209 Così F. MANTOVANI, Diritto alla riservatezza e libertà di manifestazione del pensiero con 

riguardo alla pubblicità dei fatti criminosi, 59 ff.; F. PALAZZO, Considerazioni in tema di tutela della 

riservatezza (a proposito del nuovo art. 615-bis c.p.), in Riv. it. dir. proc. pen., 1/1975, 135 ff.; P. 

VENEZIANI, Beni giuridici protetti e tecniche di tutela penale nella nuova legge sul trattamento dei 

dati personali: prime osservazioni, in Riv. trim. dir. pen. econ., 1-2/1997, 135 ff. According to a 

different reconstruction (S. RODOTÀ, Intervista su privacy e libertà, cit., 18 ff.), the right to privacy 
would find its reference in the Constitution, both directly in art. 15 and indirectly in art. 13, 14, 27, par. 

2, 29, par. 1 and, albeit in a negative sense, in art. 21. Differently F. BRICOLA, Prospettive e limiti 

della tutela penale della riservatezza, cit., 1088, who affirms, through a formal and literal interpretation 

of the provisions of art. 8 ECHR and 12 of the Universal Declaration on Human Rights, that only the 

right to respect for private life, and not also “confidentiality”, finds constitutional cover in article 2 of 
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since the supreme rule, far from being a mere reconnaissance of 

inviolable rights already expressly set out in other constitutional 

provisions (the so-called “closed case” rule), is rather an “open 

clause”(more correctly: open-case rule)210 within which it is also 

possible to include those very personal rights that have “new 

relevance” or are “emerging” as a result of social developments (so-

called new emerging rights). 

It is clear, however, that the debate in question reveals all its 

anachronism in the current constitutional context since, with the 

reform of Title V of the Italian Constitution and, in particular, of 

article 117, the rules of international law have taken on the value of 

“parameter rules” of constitutionality211. These are, primarily, article 

12 of the Universal Declaration of Human Rights212 , article 8 of the 

European Convention for the Protection of Human Rights and 

Fundamental Freedoms213, article 17 of the International Covenant on 

Civil and Political Rights214, as well as, on the European Union side 

and therefore in a hierarchically superior position in the sources of 

                                                   
the Italian Constitution. According to A., a clear distinction should be made between the two concepts: 

while the right to respect for private life would mean respecting the individual’s personal sphere from 

any interference by others, confidentiality would prevent the disclosure of legitimately acquired news 

or information relating to that sphere. 
210 In constitutionalist doctrine, essential reference should be made to A. BARBERA, Art. 2, in 

Commentario della Costituzione, edited by G. Branca, Zanichelli, 1975, 80 ff. For all the necessary 

specifications on the subject, see, for all, C. COLAPIETRO, M. RUOTOLO, Diritti e libertà, in Diritto 

pubblico, edited by F. Modugno. Giappichelli, 2012, 559 ff. 
211 For a survey of international treaties on the right to privacy, see F. PALAZZO Considerazioni 

in tema di tutela della riservatezza, cit., 127, note 2. 
212 Article 12 of the Universal Declaration of Human Rights: “No individual shall be subjected 

to arbitrary interference with his or her private life, family, home, correspondence, nor to the detriment 

of his/her honour and reputation. Everyone has the right to be protected by the law against such 

interference or injury. 
213 Article 8 ECHR “Right to respect for private and family life: 

“1. Everyone has the right to respect for his private and family life, his home and his 

correspondence. 2. There shall be no interference by a public authority with the exercise of this right 

except such as is in accordance with the law and is necessary in a democratic society in the interests of 

national security, public safety or the economic well-being of the country, for the prevention of disorder 

or crime, for the protection of health or morals, or for the protection of the rights and freedoms of 
others”. 

214 Article 17 International Covenant on Civil and Political Rights:  

“1. No one shall be subjected to arbitrary or unlawful interference with his privacy, family, home 

or correspondence, nor to unlawful attacks on his honour and reputation. 

2. Everyone has the right to the protection of the law against such interference or attacks”. 
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Italian law, articles 7 and 8 of the Charter of Fundamental Rights of 

the European Union215, through article 6 of the Treaty on European 

Union, and articles 16 and 39 of the Treaty on the Functioning of the 

European Union. 

At this point, it is important to clarify one aspect: the 

extraordinary acceleration of technological progress and the 

increasingly complex demands of “modernity” have led to an 

exponential focus on the concept of Habeas corpus, with reference to 

the more sophisticated and, therefore, more insidious forms of 

intrusion by third parties into the private sphere of the individual. 

What certainly represents an acknowledgement is that around 

the “hard core” of confidentiality (the so-called right to be let alone216) 

the right to “control” one’s personal data has been consolidated217, 

since in the information and social network era it is the data subject 

who voluntarily “gives up” his or her private information, as a 

bargaining chip, in order to benefit from the services offered. It is 

therefore the conscious disclosure of one’s own information and the 

correct management (more correctly: processing) of the same, rather 

than secrecy, playing a crucial role in the technological society218. The 

privacy asset, already mentioned, thus seems to present a “complex” 

                                                   
215 Article 7 CDFUE “Respect for private and family life”: “Everyone has the right to respect for 

his private and family life, his home and his communications”. 

Article 8 CDFUE “Protection of personal data”: “1. Everyone has the right to the protection of 

personal data concerning them. 2. Such data must be processed in accordance with the principle of 

fairness, for specified purposes and on the basis of the consent of the data subject or some other 

legitimate basis laid down by law. Everyone has the right to access and rectify the data collected on 

them. 3. Compliance with these rules is subject to control by an independent authority”. 
216 The fortunate expression belongs to S. WARREN, L. BRANDEIS,The right to privacy, in 

Harvard law rewiev, 4/1890, 193. 
217 Thus L. D’AGOSTINO La tutela penale dei dati personali nel riformato quadro normativo, 

cit., 7, who, taking up the words of A.R.. MILLER The assault on privacy. Computers, Data, Banks, 

and Dossiers, in DePaul L. Rev, 1971, 1062, proposes a definition: “the individual’s ability to control 

the circulation of information relating to him - a power that often is essential to maintain social 

relationships and personal freedom”. 
218 The right to privacy, in all its forms, was first theorised in North American doctrine at the end 

of the 19th century. For a reconstruction, also from a comparative perspective G. ALPA, B. 

MARKESINIS Il diritto alla “privacy” nell’esperienza di “common law” e nell’esperienza italiana, in 

Riv. trim. dir. and proc. civ.1997,417 ff. More recently M. LAMANUZZI, Diritto penale e trattamento 

dei dati personali. I reati previsti dal Codice della privacy e la responsabilità amministrativa degli enti 

alla luce del regolamento 2016/679/UE, in JusOnline, 1/2017, 220. 
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structure: in a digital context, in fact, alongside the more strictly 

personal context of privacy of the private sphere, understood in the 

negative as jus prohibendi - a concept already widely developed in 

relation to the right to privacy at home -, there is a second and 

fundamental interest/asset of a “supra-individual” nature and of a more 

markedly “public” relevance, namely the correct and “informed” 

processing of personal data and, consequently, the functions of the 

Supervisory Authority219. 

Finally, it is interesting to note that in the area of privacy, there 

is a real “material law” of the European Union220, which includes all 

those acts of the so-called “secondary” law aimed at conducting EU 

policies and achieving the objectives set out in the founding Treaties 

in the sector in question, and which often plays an important driving 

role for the national legislator. 

One of the most important of these acts is Directive 95/46/EC 

(so-called “parent directive”) of the European Parliament and of the 

Council of 24 October 1995 on the protection of individuals with 

regard to the processing of personal data and on the free movement of 

such data, which, with a view to harmonising the legal systems of the 

Member States, sets precise limits on the collection of personal data 

and on their processing, providing for the establishment of one or more 

independent supervisory authorities221. 

Precisely in compliance with the European measure and in 

order to fill an obvious protection gap, the national Parliament very 

quickly adopted Law no. 675 of 31 December 1996, “Protection of 

                                                   
219 See also M. LAMANUZZI Diritto penale e trattamento dei dati personali, cit., 221 ff. A 

clarification is essential: the author understands the concept of privacy essentially as a synonymous of 

“confidentiality’, keeping it distinct from the notion of “protection of personal data”: “it therefore seems 

to be preferable [...] to keep the notions of right to privacy and right to the protection of personal data 

separate, framing the former as the right to have a private space free from interference, and the latter as 

the right to have one’s personal data properly processed, irrespective of whether it is private data”. The 

same “terminological” choice was also adopted in the ECJ judgment. (Grand Chamber), 6 October 2015, 
C-362/14, Maximilian Schrems v. Data Protection Commissioner, in www.eur-lex.europa.eu. 

220 For a complete legal framework on personal data in the EU context, see the explanatory scheme 

at www.eca.europa.eu. 
221 For a commentary on the Directive see G. BUTTARELLI, Verso un diritto della sicurezza 

informatica, in Sicurezza informatica, 2/1995, 25 ff. 

http://www.eur-lex.europa.eu/
http://www.eca.europa.eu/
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persons and other subjects with regard to the processing of personal 

data”. This law clarified in article 1 that the processing of personal 

data had to be carried out “with due respect for the rights, fundamental 

freedoms and dignity of natural persons, with particular reference to 

confidentiality and personal identity” and provided for criminal 

sanctions (articles 34-39 of Law no. 675 of 1996)222. 

As is widely known, Law no. 675 of 1996 was later repealed 

by the Consolidation Act of 30 June 2003, no. 196 (so-called Privacy 

Code), currently in force. 

The same perspective of harmonisation and approximation of 

the legislation of the Member States is found in the Framework 

Decision 2008/977/JHA of the Council of 27 November 2008, on the 

protection of personal data processed in the context of police and 

judicial cooperation in criminal matters: more in detail, the decision 

concerned the processing of data in reference to the sectors of foreign 

policy and security (second pillar) and of police and judicial 

cooperation in criminal matters (third pillar), substantially filling the 

gaps shown by the parent Directive of 1995, which referred 

specifically only to the sectors covered by the Community Law (first 

pillar). The act was then superseded by EU Directive 2016/680 of the 

European Parliament and of the Council of 27 April 2016, transposed 

and implemented in Italy through Legislative Decree no. 51 of 2018. 

Following the entry into force of the Lisbon Treaty and with 

the institutional architecture based on the three pillars having been 

superseded, the European Parliament and the Council issued on 27 

April 2016 the aforementioned EU Regulation 2016/679 (so called 

GDPR) on the protection of individuals with regard to the processing 

of personal data and on the free movement of such data, providing, 

inter alia, as will be explained, Community obligations of protection 

                                                   
222 Reference is made, for all, to P. VENEZIANI, Beni giuridici protetti e tecniche di tutela 

penale nella nuova legge sul trattamento dei dati personali, cit., 135 ff; S. SEMINARA, Appunti in 

tema di sanzioni penali nella sulle sulla privacy, in Resp. civ. prev., 4-5-/1998, 911 ff.; F. SGUBBI, 

Profili penalistici, in Riv. it. dir. proc. civ., 3/1998, 753 ff. for an extensive analysis on the sanctioning 

system of the former Law 675 of 1996. 



 

-138- 

for the Member States’ legal systems223. 

Finally, it should be noted that, in accordance with the 

guidelines dictated by EU Directive 2016/680 and the so-called 

GDPR, EU Regulation 2018/1725 of the European Parliament and of 

the Council of 23 October 2018 on the protection of natural persons 

has been adopted with regard to the processing of personal data by 

institutions, bodies, offices and agencies of the Union and to the free 

movement of data. 

 

 
6.1. b) The proposal for a temporary derogation from 

Directive 2002/58/EC to process personal data for the purpose of 

combating online child sexual abuse  

 
Artificial intelligence applications, therefore, provide a range 

of control and investigation tools that lend themselves to further 

developments and applications, representing an unquestionably 

important frontier in the prevention and repression of online child 

pornography. 

However, it is necessary to verify whether other personal and 

very personal rights of the individuals who could be “controlled” by 

the algorithms oppose the increasingly massive, pervasive and 

widespread use of the tools in question. 

Confidentiality, as already mentioned, is the “stone guest” 

with whom we cannot fail to engage in a debate aimed at developing 

intervention strategies that are fully in line with the constitutional and 

European principles of reference. 

It is no coincidence that there has recently been a 

“confrontation” between the European Commission and the European 

Data Protection Supervisor (EDPS). 

                                                   
223 With Legislative Decree no. 101 of 2018, the Italian Government brought national legislation 

into line with the provisions of EU Regulation 2016/679, which in turn repealed the parent Directive 

95/46/EC. For a more complete analysis of the regulation and the guiding principles of the GDPR. 
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On 10 September 2020, the European Commission submitted 

a proposal for a regulation concerning a temporary derogation from 

certain provisions of Directive 2002/58/EC of the European 

Parliament and of the Council regarding the use of technologies by 

number-independent providers of interpersonal communication 

services to process personal and other data for the purpose of 

combating online child sexual abuse. 

The proposal for a Regulation stems from the fact that 21 

December 2020 is the date on which the European Electronic 

Communications Code (EECC) will come into force, in which, among 

other things, the definition of “electronic communication services” 

will be replaced by a new definition, which includes number-

independent interpersonal communication services: this latter concept 

includes messaging, e-mail and telephony services using the Internet. 

One of the main consequences is that these services will also fall under 

the scope of the e-Privacy Directive, which is based on the EECC 

definition. 

It is noted that many number-independent providers of 

interpersonal communication services are using those technologies, 

referred to above, to detect child sexual abuse within their services and 

report it to the competent authorities, also for the purpose of removing 

child sexual abuse material. These practices could, at least in part, 

interfere with some provisions of the ePrivacy Directive, as this does 

not contain an explicit legal basis for the voluntary processing of 

content or traffic data for the purpose of detecting online child sexual 

abuse. 

The EU Strategy for a more effective fight against child sexual 

abuse adopted by the Commission provides, as already mentioned, for 

the necessary legislation to effectively tackle child sexual abuse 

online, including by requiring the online service providers concerned 

to identify known child sexual abuse material and report it to public 

authorities. In order to avoid any possible interference with the new 

scope that, as a result of the European Electronic Communications 

https://eur-lex.europa.eu/legal-content/IT/TXT/PDF/?uri=CELEX:52020PC0568&from=EN
https://eur-lex.europa.eu/legal-content/IT/TXT/PDF/?uri=CELEX:52020PC0568&from=EN
https://eur-lex.europa.eu/legal-content/IT/TXT/PDF/?uri=CELEX:52020PC0568&from=EN
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Code, will be attributed to the rules on privacy, the Commission 

considers it appropriate to intervene promptly, proposing a limited and 

targeted provisional legislative solution with the sole aim of 

introducing a strictly limited and temporary derogation from the 

applicability of articles 5, par.1 and 6 of the Privacy Directive, which 

protect the confidentiality of communications and traffic data. It is 

also stated that the most appropriate source to achieve this objective 

would be a regulation, in order to ensure direct applicability of the 

provisions and a uniform and consistent approach throughout the 

internal market. The proposed text is reproduced below. 

 

 

 
Article 1 Object 

This Regulation lays down temporary and strictly 

limited rules derogating from certain obligations under 

Directive 2002/58/EC, with the sole aim of enabling providers 

of number-independent interpersonal communication services 

to continue to use technologies for processing personal and 

other data to the extent necessary to detect and report online 

child sexual abuse and to remove child pornography in the 

context their services. 

 
Article 2 Definitions 

 

For the purposes of this Regulation, the following 

definitions shall apply: 

7 

1) “number-independent interpersonal 

communication service” means a service as defined in article 

2(7) of Directive (EU) 2018/1972; 

2) “online child sexual abuse”: 

a) child pornography as defined in article 2(c) of 
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Directive 2011/93/EU of the European Parliament and of the 

Council; 

b) the solicitation of children with a view to performing 

sexual acts with a child or producing child pornography in the 

following ways: 

i) attracting the child by offering gifts or other 

advantages; 

ii) threatening the child with negative consequences 

that may have a significant impact on the child; 

iii) providing pornographic material to the child or 

making it available to the child; 

c) pornographic entertainment as defined in article 

2(e) of Directive 2011/93/EU. 

 
Article 3 

Scope of the derogation 

The specific obligations set out in articles 5, par.1 and 

6 of Directive 2002/58/EC shall not apply to the processing of 

personal and other data in connection with the provision of 

interpersonal communication services independent of the 

number strictly necessary for the use of technology for the sole 

purpose of removing child pornography and identifying or 

reporting online child sexual abuse to law enforcement 

authorities and organisations acting in the public interest 

against child sexual abuse, provided that: 

a) processing is proportionate and limited to 

established technologies regularly used by providers of 

number-independent interpersonal communication services 

before the entry into force of this Regulation, which conform to 

the state of the art in the sector and are the least invasive of 

privacy; 

b) the technology used is in itself sufficiently reliable 

in that it limits as far as possible the rate of errors relating to 



 

-142- 

the detection of child sexual abuse content and, where such 

occasional errors occur, their consequences are corrected 

without delay; 

c) the technology used to detect child grooming is 

limited to the use of relevant key indicators, such as key words 

and objectively identified risk factors, such as age difference, 

without prejudice to the right to human verification; 

d) processing is limited to what is strictly necessary 

for the purposes of detecting and reporting online child sexual 

abuse and removing child pornography and, unless the online 

child sexual abuse has been detected and confirmed as such, 

data is immediately deleted; 

e) the provider publishes an annual report on the 

processing carried out, indicating the type and volume of data 

processed, the number of cases detected, the measures applied 

to select and improve the key indicators, the numbers and error 

rates (false positives) of the different technologies used, the 

measures applied to limit the error rate and the result achieved, 

the data retention policy and the data protection guarantees 

applied. With regard to point d), if online child sexual abuse has 

been detected and confirmed as such, relevant data may only be 

retained for the following purposes and only 

for the necessary period: 

– for reporting and responding to proportionate 

requests from law enforcement and other relevant public 

authorities; 

– to block the account of the user in question; 

– in relation to data reliably identified as child 

pornography, for the creation of a unique and non-

reconvertible digital signature (“hash”). 
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6.2. c) The opinion of the European Data Protection 

Supervisor 

 
The European Data Protection Supervisor expressed doubts 

about this regulation proposal in its opinion of 10 November 2020. 

Starting from the premise that there is no question about the 

need to provide “enhanced” protection in the context of child sexual 

abuse, the EDPS considers some critical aspects of the draft regulation 

referred to. 

Article 3(c) of the proposal, in particular, states that the 

technology used to detect the grooming of children is limited to the 

use of relevant indicators, such as key words, and objectively 

identified risk factors, such as age difference, without prejudice to the 

right to human verification. In the view of the EDPS, this general, 

indiscriminate and automated scrutiny of all textual communications 

transmitted with the goal of identifying new potential infringements 

does not comply with the principle of necessity and proportionality. 

Even if the technology used is limited to the use of “relevant key 

indicators”, the Supervisor considers that such a general and 

indiscriminate form of monitoring is excessive. 

Similarly, the reference to the “right to human review” is not 

sufficiently specified either with regard to the if or the how. Indeed, 

the concept of right would seem to suggest that human review would 

not be of a predefined and “necessary” nature: instead, it would be 

essential to specify under what circumstances human control would be 

ensured and by whom, also in order to understand the limits within 

which one can imagine a fully automated decision-making process. 

The proposal also envisages that where online child sexual 

abuse has been identified and confirmed as such, relevant data may 

only be retained for the explicitly identified purposes. The EDPS 

considers it appropriate to better define the category of “relevant 

data”, but also the concept of “other relevant public authorities”, as 

well as the timing of data retention. 
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A further weakness of the Proposal is the absence of specific 

provisions on transparency and the exercise of data subject rights. On 

the other hand, greater attention needs to be paid to the aspects relating 

to information for users and instruments of protection, perhaps using 

as a paradigm, as suggested by the Supervisor, the proposed regulation 

for the prevention of dissemination of terrorist content online. 

Ultimately, it concludes, the general reassurance that the 

temporary derogation does not undermine the GDPR is not sufficient, 

but that it is necessary to adopt measures that actually ensure 

compliance with confidentiality provisions. 

There are therefore two most obvious critical profiles noted 

by the EDPS. 

On the one hand, the absence of adequate provisions on 

transparency vis-à-vis the network and, on the other hand (which, in 

fact, seems to be the decisive aspect), the lack of selection of the data 

covered by the envisaged derogation. 

 

 
6.3. d) Proposal to reconcile the need to combat child 

sexual abuse and respect for privacy 

 
The need to reconcile the strengthening of network control 

tools with regard to both the solicitation of minors and the detection 

of child pornography and the confidentiality of network users is 

undoubtedly a key issue, also in view of the wide range of action that 

these techniques could reveal. The identification of material having 

the character of “child pornography”, in fact, still says little about the 

actual dangerousness of the person who, especially if in the context of 

a private communication, shares or receives the material in question: 

a derogation from the principles of confidentiality, especially insofar 

as it refers to a substantially indeterminate category of personal data, 

may not stand the test of (at least) the principle of necessary 

proportionality. The end, otherwise stated, may not justify the means. 

https://eur-lex.europa.eu/legal-content/IT/TXT/HTML/?uri=CELEX:52018PC0640&from=IT
https://eur-lex.europa.eu/legal-content/IT/TXT/HTML/?uri=CELEX:52018PC0640&from=IT
https://eur-lex.europa.eu/legal-content/IT/TXT/HTML/?uri=CELEX:52018PC0640&from=IT
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The criticality in question could be reduced by meeting the 

following requirements. 

 
1) Prior checking of the algorithms used. One of the problems 

commonly posed by artificial intelligence tools is their reliability and 

controllability. Since these techniques are developed and managed by 

private entities, it would be necessary to provide for control 

mechanisms (preventive and subsequent, at regular intervals) of the 

tools in question, especially in order to verify their accuracy nrate, but 

also the type of data to which the “control” extends. 

 
2) Progressive compulsory use of these tools and progressive 

standardisation of the control procedure. Starting from the prior 

distinction between network service providers, it would be desirable, 

as already mentioned, that the use of “intelligent” control tools 

becomes progressively compulsory, in the context of increasingly 

uniform and standardised procedures: this would make it possible, 

inter alia, to better specify the role of human control (which cannot be 

renounced) on the selected material, since it is not by chance that the 

European Data Protection Supervisor has insisted on this issue. 

 

3) Informing network users about the use of algorithms and 

the consequences of illegal conduct involving child sexual abuse. The 

prior information of network users who, in various capacities, could 

be involved, for example, in the sharing of child pornography through 

the network, is perhaps the most significant guarantee, which would 

also allow to “unbalance” the axis of protection in favour of the 

interests of minors (instead of privacy) in a way that is in line with the 

general principles of EU law. 
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7. Profiling the perpetrator of sexual child abuses: the further 

frontier of artificial intelligence in the wider context of predictive 

policing 

 
The use of artificial intelligence could lead to strategies to 

prevent online sexual abuse of minors also by enabling the profiling 

of sex offenders. 

Indeed, sexual crimes clearly lend themselves to the 

identification of a “criminological type of perpetrator”, on which 

predictive policing techniques using intelligent algorithms could be 

based. The uses of artificial intelligence as a support tool for the 

activities of the public prosecutor and the judicial police refer 

primarily to the so-called predictive policing software, which, by 

processing more data than a human operator would be able to handle, 

leads to the identification of hotspots, i.e. those where the risk of crime 

is high, or supports crime linking activities, by foreseeing the future 

commission of offences by persons determined or to be determined224. 

Among our own applications, the example of KEYCRIME, a 

programme developed by policeman Mario Venturi and currently used 

by the Milan Police Headquarters, is particularly well known. 

Evidence shows that the use of KEYCRIME has not only led to a 

significant decrease in certain crimes (mainly robberies), but has 

provided significant help in solving already committed crimes225. The 

peculiarity of the software is that it is also able to process data relating 

to the behavioural profile of the perpetrator, thus increasing its degree 

of accuracy compared to similar algorithms when it comes to 

predicting the future commission of crimes by a certain person. 

Similar instruments could also be developed for sex offenders. 

ICSE(International Child Sexual Exploitation Database), the 

international child sexual exploitation database managed by Interpol, 

                                                   
224 All necessary references in F. BASILE, Intelligenza artificiale e diritto penale, cit., 10 ff. 
225 R. PELLICCIA, Polizia predittiva: il futuro della prevenzione criminale?, in 

www.cyberlaws.it, 9 May 2019. 

http://www.cyberlaws.it/
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already performs similar functions: provides help in identifying the 

perpetrators, but also the victims, by analysing elements such as 

furniture or other objects in the images of the abuse or the voices in 

the background of a child abuse video. 

The risks associated with the widespread use of these 

instruments are quite obvious. First of all, the police could act on the 

basis of biased machines, i.e. machines programmed on the basis of 

prejudices, especially racial-ethnic prejudices, leading to intensified 

control and repression especially in certain areas and with reference 

to certain categories of subjects226: the machine would certainly be 

faster and more efficient than the human operator, but not, for 

example, less racist than those who program it or (especially) those 

who are called upon to “manage” its instructions. Not to mention 

issues related to the processing of personal data, but also to the 

invasiveness of police control in public spaces227. 

Also with regard to sexual offences against minors, the risk is 

that the possible ethical drift to which the legal-criminal response is 

exposed will end up finding its counterpart in the field of predictive 

policing software , which, if programmed with too wide a range of 

action, could lead to distorting effects. This is why a punitive response 

that is proportionate on the whole and in line with the fundamental 

principles of criminal law remains essential, bearing in mind that serial 

crime against vulnerable victims (e.g. gender-based violence and/or 

domestic violence) represents a frontier that lends itself to being 

explored through the coordinates offered by intelligent algorithms. 

Also with regard to sexual offences against minors, the risk is 

that the possible ethical drift to which the legal-criminal response is 

exposed will end up finding its counterpart in the field of predictive 

policing software , which, if programmed with too wide a range of 

                                                   
226 An effective overview of the issue is offered by R.M. O’DONNEL, Challenging Racist 

Predictive Policing Algorithms under the Equal Protection Clause, in New York University Law Review, 

2019, 544 ff. 
227 J. KREMER The End of Freedom in Public Places? Privacy problems arising from 

surveillance of the European public space, University of Helsinki, 2017, available in helda.helsinki.fi. 
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action, could lead to distorting effects. This is why a punitive response 

that is proportionate on the whole and in line with the fundamental 

principles of criminal law remains essential, bearing in mind that serial 

crime against vulnerable victims (e.g. gender-based violence and/or 

domestic violence) represents a frontier that lends itself to being 

explored through the coordinates offered by intelligent algorithms. 
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